netstat command

netstat command is ubiquitous in most Unix and Windows implementations. It can be used to get
information about various aspects of your current network status.

Here is the output from netstat -an command on the linux workstation in HUM301. Only part of
the output is shown.

we will learn the significance
of the different fields in the
output later in the course

hum301-01:~% netstat -an
Active Internet connections (servers and established)

State
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTEN

111¥ LISTEN

coffff:68.174.242.175:549 ESTABLISHED

Output from netstat -ar command:

we will learn later that this
gives the routing table on
this host machine

I hum301-01:~% netstat -ar

Kernel IP routing table

Destination Gateway Genmask Flags MSS Window irtt Iface
4 : 255.255.255.0 . 0 O 0 ethO

255.255.0.0 . 0 0 0 eth0

default 37.140.4.250 0.0.0.0 ] 0 0 0 ethO
hum301-01:~$ |




netstat with /help switch run
on a Windows XP machine

Cisrnetstat shelp

Dizplays protocol statistics and current TCPAIP network connections.

METSTAT [-al [-el [-n] [-0] [-=]1 [-p proto] [-»]1 [intervall

—a
e

—n
-0

interval

Displays all connections and listening ports.

Dizplays Ethernet statistics. This may bhe combhined with the -=s
option.

Displays addresszes and port numbersz in numerical form.

Dizplays the owning process ID associated with each connection.
Shows connections for the protocol specified hy proto: proto
may he any of: TCP, UDP. TCPuvh,. or UDPve. If wsed with the -=
option to display per-protocol statistics,. proto may he any of:
IP. IPv6, ICHMP,. ICHMPv6, TCP,. TCPuG, UDP, or UDPub.

Displays the routing tahle.

Displays per—-protocol statistics. By default, statistics are
zhown for IP, IPuh, ICHP, ICHMPvG, TCP. TCPuh,. UDF. and UDPu6;
the —p option may bhe wused to specify a subset of the default.
Redisplays selected statistics,. pausing interval seconds
hetween each diszplay. Pressz CTRL+C to stop redizplaying
statistics. If omitted. netstat will print the current

conf iguration information once.




