Structure of the IP Header

The IP header consists of 20 mandatory bytes and 40 optional bytes.
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Each of the IP header fields are explained below.

IP Header

header in 4-byte units. Can be at most 1111 (or
decimal 15) meaning that the IP header is at
most 60 bytes. The first 20 bytes are mandatory,
next 40 bytes are options

Fimilar to TCP offset field — gives length of IP

you can put here is 65,535

( 16 bits, so the maximum value
which is the maximum

theoretically possible size of an
IP datagram
0 3 7 15 31
IP Version !P Heafjer Length Type of Service (TOS) Total IP datagram size (Header plus data) in bytes
Usually 4 in 32-bit words

We are studying
IP version 4. IP
version 6 is in the
works, but not yet
widely deployed.
These four bits are

almost always

\ 0100

The TOS values are defined in RFC791.
These are hardly ever used. The TOS field
has been redefined as the Differentiated
Services Code Point (DSCP) which consist
of the first 6 bits and 2 unallocated. Also
ee RFC 1583 for TOS use in OSPF routin
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Of the 3 flag bits, the first is
always 0, the second is called
aDon' tFagment bit (DF) and

the third is called the More

Fragments (MF) bit.
32 63
Identification 0|DM Fragment offset
Every IP datagram has a unique 16-bit
identification number. This ID field, along with
the 3 flag bits and the fragment offset values are
‘ used in datagram fragmentation and re-as sembl}J
This 8-bit field defines the time, in terms of hop-counts, that the IP datagram exists. If
this value is 4, for example, the datagram will be dropped after 4 hops. Every router
decreases by 1 the TTL value of a datagram it receives; if the result is not 0, it forwards
the datagram to the next-hop router, and if the result is 0, it drops the datagram and
sends a “time exceeded” ICMP message to the source. If a host (which could be the
router itself) is the destination of the datagram, then the packet is processed even if the
TTL value is 0; it is only the forwarding that is affected by the TTL value. Because this
field has 8 bits, the maximum value you can put here is 255, which limits the lifetime of
a datagram on the Internet. You don' t need a datagram hopelesly roaming forever.
64 95
Time to Live (TTL) Protocol IP Header Checksum
\ \
Identifies the Transport protocol used in this
datagram. Each registered protocol has a Covers only the
unique value — UDP is 17 (0x0011) and TCP IP header. Any
is 6 (0x0006); See the Assigned Numbers node that detects
Database a checksum error
http://www.iana.org/assignments/protocol- will discard the
umbers packet
(32-bit address for IP version 4; IP of the
source of the packet
96

127

Source IP address
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( 32-bit address for IP version 4; IP of the
@estination of the packet

128 159

Destination IP address

IP Options

1 bit flag - 0 indicates that the option IS
) OT to be. c;)p1ed to ezcllAfrlagrgént if the 8 bit Option length
atagram 1s fragmented. indicates ariable and not present for the

hat the option IS to be copied. OP and the end of Option List

Options are variable and not present for
| \ he NOP and the End of Option List. See

FC 791 for the detail on the data
content for each of the Options.
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Five bits option number

Some examples are:

0 - Special case indicating the End of Option List - in this case the option field is
just one octet as no length or data fields are present.

1 - No Operation (NOP)-- again the option field is just one octet with no length or
data fields.

2 - Security -- the length is 11 octets and the various security codes can be found in

RFC 791.

2 bits Options Class -- 0 is used for Control (used normally) and 2 is used for
debugging and measurement used for the Internet Timestamp option.




