
TCP Header

Bits 96-127 in the TCP header

     

Source port # (16 bits) Destination port # (16 bits)0 31

Sequence  # (32 bits) 63

Acknowledgment  # (32 bits) 95

Header length 
in 32-bit words
(4 bits) 

Window size(16 bits)
Reserved
(6 bits)  

U A P R S F 127

Checksum (16 bits) calculated
over header, pseudo header and data

Urgent Pointer (16 bits) 159

Options ( up to 40 bytes) 160

Header Length (also called offset) occupies four bits, (bits  96, 97, 98, 99 ). This is the length 
of TCP header in 4-byte words. Since the maximum number you can represent with 4 bits is 
15, TCP  header length is at most 15x4=60 bytes. This means that the options field at the end 
of the header can be up to 40 bytes. The first 20 bytes are mandatory

These 6 bits are reserved 
for future use. Must be zero 
in most cases. The 3 bits 
previous to U are used for 
congestion control 
notifications

1-bit flags. Each flag is either set 
(=1) or unset (=0). Each serves a 
specific function

16-bit window size – this is telling the other side 
how much my receive buffer is at the moment

P S FU A R
16-bit window size
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