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Abstract—The decoupling of SDN control plane and data
plane allows control to be carried out independently, enhancing
the programmability and manageability of the whole network.
However, though this new architecture brings convenience for
control, it also sets a pool for attacks. Due to the expensive
and resource-consumption characteristics, SDN switches usually
have a limited ternary content addressable memory to cache
the flow rules in the data plane. Attackers can launch a space-
consuming attack to maliciously preempt the flow table, forcing
switches to reduce the quality of service. Among them, DDoS
attacks should be taken seriously, especially the low-rate ones
that have a lower attack rate with stronger concealment. In this
paper, an architecture named MWD-CFM is proposed to protect
against low-rate DDoS attacks in the switch flow tables. Multi-
windows work collaboratively to improve detection performance.
The feature of flow rules is corrected to do better classification,
improving the effectiveness of attack traffic removal. Experiments
based on real network topology and datasets are conducted to
verify the deployment of MWD-CFM. Results prove that our
architecture can greatly reduce the survival time of attack flows
and ensure the availability of flow tables for legitimate services.

Index Terms—SDN, low-rate DDoS attack, data plane, Fisher
score, multi-window detection, corrected feature mitigation.

I. INTRODUCTION

S A new architecture based on centralized control, Soft-
ware Defined Networking (SDN) has been favored by
not only academia but also industry since it was proposed
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in 2006 [1]. By separating the control plane from the data
plane, control may be implemented as software separately,
improving the network’s overall programmability and man-
ageability [2]. For networks, quality of service can always
be worth considering, especially as distributed architectures
become increasingly complex. After SDN is continuously
improved, it has been extensively utilized in cloud [3],
[4], VANET [5], [6], and data centers for better network
design.

However, SDN not only brings convenience but also pro-
vides opportunities for new threats. Although it is a new design
for decoupling control, it still incorporates the attributes of
traditional networks. The application plane runs the applica-
tions from different developers, which may be vulnerabilities
in themselves [7]. Attackers can monitor control channels and
flood them, causing interaction disruption [8]. DDoS attacks
against traditional networks can also be launched in SDN. Both
three planes and two communication channels can be targets
of attacks. For the control plane, controllers can be consumed
by saturation attacks with massive new useless flows. The data
plane is the same subject to various attacks, especially since it
is still based on various basic devices and traditional network
protocols, including routers and switches [9].

Among these attacks, DDoS attacks receive sufficient atten-
tion, given that they consume various resources while reducing
the quality of service [10]. Especially in the data plane, SDN
switches usually are limited by the expensive Ternary Content
Addressable Memory (TCAM). Flooding-based DDoS attacks
can not only cause congestion or even paralysis of links
between switches [11], but also maliciously occupy the flow
table and cause overflow. Even more, the low-rate ones have
a lower average rate and higher concealment in the early
stage [12], which makes the detection more challenging when
detecting them. However, some existing detection methods
are mainly aimed at high-rate DDoS attacks, which may
not perform well in the low-rate types this paper focused
on. In the process of detecting low-rate DDoS attacks and
deleting malicious flow rules, we face the following technical
challenges:

e The behavior of low-rate DDoS attacks is covert, and its

features are similar to normal traffic.

e The network traffic pattern is prone to change, leading to

a decrease in the performance of the detection model.

e How to minimize the impact on benign traffic while

removing malicious flow rules?
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Motivated by this, an architecture named MWD-CFM is
designed in this work to protect against the low-rate DDoS
attacks in the switch flow tables of the SDN data plane. This
architecture is deployed as an extension of the controller to
monitor and protect switches. Multi-window detection (MWD)
is introduced to do feature collection and collaborative attack
detection while corrected feature mitigation (CFM) based on
flow rules conducts the deletion task to keep available table
space. MWD-CFM is verified on a real network topology and
under real traffic datasets. This work can make the following
contributions:
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( Switch

Fig. 1. Brief view of SDN architecture.
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e A detection and mitigation architecture named
MWD-CFM is presented for low-rate DDoS attacks
against flow tables in SDN.

e Multiple windows are set to perform collaborative detec-
tion of attacks simultaneously to cope with the impact of
changes in network traffic patterns.

e The feature importance and sensitivity-based thresholds
are combined to improve the recognition ability of
LDDoS attacks when detecting.

o The attributes of flow rules are corrected for classification
and recognition, improving the ability to remove attack
traffic and reducing misjudgments of benign traffic.

e Experiments are designed to confirm the efficacy of
MWD-CFM and prove the rationality and viability.

Section II is background about SDN, OpenFlow, and low-

rate DDoS attacks against flow tables. Section III provides a
concise summary of related work to state and summarize state-
of-art solutions. Section IV presented the detailed algorithm
and design of MWD-CFM. In Section V, we conduct the
simulation and evaluation. The contribution and conclusion
will be discussed in Section VI.

II. BACKGROUND
A. Software Defined Networking

The separation of control and data processing is what makes
SDN unique. It allows control to be performed separately in
the form of software, rather than relying on traditional hard-
ware devices for integrated operations. Fig. 1 shows a sketch.
A typical SDN has three planes with two interfaces. Different
applications can be installed on the application plane without
considering the specific underlying logic and design, as SDN
provides convenient APIs. The control plane is commonly
regarded as the decision maker of SDN. Controllers usually
lie in this plane to obtain global management and handle
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Fig. 2. Low-rate DDoS attack against flow tables in SDN.

the information interaction of the data plane. The northbound
channel links the applications and the controllers, while the
southbound channel is a bridge between the controllers and
the switch devices.

B. OpenFlow

One of the most popular protocols in the southbound
interface for defining event handling, flow processing, and
message exchange is OpenFlow.! A matching rule has been
created in the flow table for an old flow that already matches,
and it will be sent straight to the next hop. In the event that
a fresh flow arrives that hasn’t been handled by this route,
the switch will alert the controller by sending a packet in
message. And then a corresponding rule will be generated by
the controller to make a decision on it. The controller responds
with an action to install rules in the flow table considering
there will be a next packet to arrive. Only when the flow table
is full will a new packet cause the Table _full to be triggered.
In order to provide enough room, the controller must then
choose whether to reject this stream or remove the current
ones. As a result, an attacker can generate a lot of mis-
matched packets, which will continuously cause packet in
and Table _full to be triggered. This will leave the flow table
with too little room to accommodate legal flows.

C. Threat Model

For the SDN switches, there can be limited TCAM spaces
as they are usually expensive and with high consumption.
Low-rate DDoS attacks against flow tables in SDN do take
advantage of this weakness. The purpose of an attacker is not
to create flooding to congest links but to maliciously occupy
limited flow table space. As shown in Fig. 2, low-rate DDoS
attacks against flow tables are defined by step, period, and
maximum volume. An attacker accumulates new packets with
a length of step to install new flow rules each time, while
including the old ones that have already been installed to
ensure that they are not removed within the idle timeout.
At last, the attacker sends maximum packets continuously to
preempt the flow table constantly. IP, port, and protocol types
can all be transformed to create meaningless fake packets for
injection.

Our objective is to create a highly accurate and cost-effective
system to detect DDoS attacks. It checks the SDN switch

'Openflow version 1.3. https://opennetworking.org/wp-content/uploads/
2013/04/openflow-spec-v1.3.1.pdf
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regularly through the controller to ensure that the system
does not interfere with traffic forwarding. After identifying
the attack, it can work in conjunction with existing low-rate
DDoS attack defenses to eliminate detected malicious flow
rules. Our threat model has three key participants: attackers,
switches, and controllers.

Attackers. Attackers can obtain the flow table capacity and
idle timeout parameters of the switch, create a large number of
mismatched data packets, and send them to the switch at the
bottleneck link. At this point, both the data layer switch and the
control layer controller must prioritize handling these events.
This prioritization can adversely affect the processing and
forwarding of legitimate data packets. Simultaneously, low-
rate DDoS attackers deploy the attacking hosts in a distributed
manner, resulting in attack packets originating from various
addresses, making it more difficult to locate the attackers.
If attackers can obtain the features and thresholds used by
defense strategies, they can also consume controller resources
by frequently triggering mitigation modules.

Switches. Each switch is independently monitored and
managed by a controller, and different host devices are set
up under each switch. They are often limited by expensive
TCAM space and easily occupied by low-rate DDoS attacks,
resulting in the inability to provide services for normal traffic.
Frequent flow table updates may increase packet processing
latency and affect normal traffic forwarding performance. The
switches are compromised because attackers can overload the
flow table.

Controllers. Controllers implement the installation of new
rules and the forwarding of new flows by issuing flow table
rules to the switches. When an attacker sends a large number
of mismatched packets, the controller needs to generate flow
table entries for each unmatched flow. The attack flow causes
congestion in the control link, leading to processing delays.
The large number of packet-in messages will occupy the
bandwidth of the control link and interfere with the normal
communication between the controller and the switch. Because
we deploy the detection response method in the control layer,
we consider the controller to be trusted. We assume that there
are no internal attackers who directly maliciously manipulate
the flow table or controllers.

III. RELATED WORK
A. DDoS Attacks Targeting SDN Architecture

DDoS attacks targeting SDN architecture can be launched
in all three planes including the control channels.

For the application plane, attackers launch DDoS attacks
against various applications and some common protocols.
Slow HTTP read attacks can be conducted by using incomplete
HTTP requests to reduce the performance of HTTP-based
programs [13]. For the control plane, saturation attacks are
a typical threat to make it refuse service [14]. Attack-
ers trigger malicious interactive messages to overwhelm the
controller with events, exploiting limited resources on the
controller such as buffers [15]. In addition, parameters could
be inferred in advance, and carefully designed attacks were
constructed through reflection to launch DDoS attacks against
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controllers [16]. For the data plane, it is under threat not only
of traditional attacks but also of new attacks. DRDoS attack
against the data plane [17] utilizes the reflection character-
istics of programmable data planes, achieving higher attack
efficiency and stronger concealment. DoS attacks against the
bottleneck link cut down the quality of service [18] while
overflow attacks cause the limited flow table overload [19].
The channels especially the southbound one may be flooded
by DDoS attacks to destroy the timely response [8]. Low-
rate DDoS attacks have a lower average rate and less obvious
characteristics [20], which makes it harder to defend in time.

B. SDN DDoS Attack Detection

The techniques for identifying DDoS attacks fall into
three primary categories: machine learning, deep learning,
and entropy-based. They are usually combined with IP-based,
packet-based, and byte-based features.

In entropy-based detection, it is crucial to consider the
distribution and variation of traffic. Kalkan et al. [21] selected
the TCP attributes and destination IPs to obtain the entropy
value in their work. Meanwhile, they used dynamic thresholds
instead of fixed thresholds to improve the adaptive abil-
ity. However, this method only worked on the TCP SYN
DDoS attacks. Renyi Entropy was another method to check
the traffic distribution [22]. In another Renyi-based work,
Ahalawat et al. [23] recorded all the IP data in a hash table
and computed the corresponding ID of flow to calculate the
Renyi entropy. Mishra et al. [24] adopted Shannon entropy
to conduct DDoS attack detection in SDN controllers. They
set the experience thresholds to assist in improving detection
efficiency. Although these methods are typically lightweight
and fast, they require a reliable set of data, which can be
difficult to adapt to complex and volatile environments.

For deep learning detection, thorough analysis of input data
and finding internal correlations are often more important.
Ahuja et al. [25] collected the packets, bytes, duration, and
packet _in of the flow table to do DDoS attack detection. The
port traffic was considered and then the ANN was applied.
Tang et al. [26] tested their approach on NSL-KDD datasets
which was based on RNN. Fouladi et al. collected the source
IP address of all traffic, counted their total number, and set
a hash table for destination IPs [27]. Then they used an
auto-encoder neural network for decision. The CNN and
gated recurrent unit which used sailfish optimizer to improve
parameters were verified by CICLDOS2017 and CIADA
datasets [28]. However, these methods depend more on the
training datasets which may lose performance when applied
under other circumstances.

For machine learning detection, extracting the traffic’s
information  helps  improve classification  accuracy.
Chouhan et al. [29] input the byte, packet, and IP into
multi classifiers including SVM, RF, KNN, and four other
machine-learning algorithms. It is worth learning that they
introduced the concept of combinatorial pairs. Similar to this
work, Aslam et al. [30] took the same approach, combining
multiple classifiers into an adaptive model with different
weights. DDoS attack detection could be performed by
clustering the number of packets and connections [31]. Not
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only continuous flows were considered, but also discontinuous
ones. To detect malicious flows of congestion-related assaults,
Dai et al. [32] use an in-network machine learning model
that makes use of queue and packet properties. In addition,
multiple classifier combination models often require more
training, which may result in more time and resource overhead.

C. Mitigation Concepts Against DDoS Attacks in SDN

DDoS attacks usually cause continuous malicious occu-
pancy of SDN switches, making it insufficient to provide
normal services for legitimate flows. Thus, maintaining the
available flow table for the network traffic forwarding is par-
ticularly important to keep the quality of service. To mitigate
DDoS attacks in SDN, rule deletion and migration are the
universal technical means.

A lightweight extension module named DoSGuard [33]
was proposed, which quickly discovered anomalies based on
packet _in messages. After detecting an attack, it would lock
the malicious host and remove the malicious flows while SIFT
[34] deleted rules according to the setting of a probability.
However, DoSGuard built a switch host relationship to conduct
analysis that may increase the load as the complexity of the
network increases. Since the flows in the SDN flow tables
all have a priority attribute, this specifies the order in which
they are matched. Batool et al. [35] mitigated DDoS attacks
by downgrading the priority of the flow and migrating to
other ports. In the LLDM scheme [36], a two-stage mitigation
method was adopted which migrated suspicious packets to the
agent first and then assigned priority based on their legitimacy.
DDoS attacks may also be mitigated by rate limiting [37],
which stops packet in from entering. The eviction [38] was
another basic default in OpenFlow. However, these methods
affect legitimate flows and may be useless to prevent the
continued inflow of attack traffic.

Although there is currently much work to protect against
DDoS attacks in SDN, more research is needed to address
low-rate DDoS attacks against flow tables. For existing work
on flow tables, the goals of effectiveness and interpretability
need further improvement which emphasizes the ability to
sense especially low-rate DDoS attacks and the correctness
of classifying malicious flow rules. Thus, we propose the
MWD-CFM architecture to protect limited flow tables, keep-
ing the quality of service for legal flow rule installation and
traffic forwarding.

IV. MWD-CFM DESIGN

In this section, how architecture called MWD-CFM detects
and mitigates low-rate DDoS attacks against flow tables in
SDN is introduced in detail.

A. Feature Analysis

One of the characteristics of DDoS attacks against SDN
flow tables is to maliciously occupy the limited TCAM space
by creating an extensive number of mismatched packets, mak-
ing it impossible for the switch to provide normal forwarding
processing services for legitimate flows [39]. The low-rate
ones have a much lower average rate, and they usually expand
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the maliciously occupied capacity by gradually accumulating
the idle timeout of the flow table and continuously triggering
old flows to ensure that they are not deleted while installing
new ones. Before it reaches the maximum attack capacity,
new packets are inevitably sent to trigger the generation of
packet _in messages. Fig. 3 illustrates the variation in the
quantity of packet in messages before and after the attack is
launched. During the attack initiation phase, which spans from
0 to 150 seconds, the periodic injection of new streams in low-
rate DDoS attacks results in a corresponding periodic increase
in the quantity of packet in messages. Once the attacker
maintains a constant attack rate, the quantity of packet in
messages exhibits more pronounced characteristics compared
to a switch that is not under attack. Consequently, features
derived from the packet in data packets will be extracted.

Low-rate DDoS attacks share the common traits with
traditional DDoS attacks, where attackers typically flood
and occupy target resources that have bottleneck limita-
tions by utilizing a series of hosts [40]. However, because
these hosts are often decentralized or even employ address
spoofing, accurately tracing and locating the attacker’s IP
address becomes challenging. For the network, while it may
not be feasible to effectively locate attackers, the injec-
tion of malicious packets from these manipulated hosts will
inevitably make the IP distribution abnormal [41]. Analyzing
data packet IP addresses to identify anomalies is now one
of the most prevalent methods for detecting DDoS attacks.
Therefore, IP addresses will also be regarded as a significant
feature, and the concept of entropy, which measures chaos,
will be applied to the analysis of IP addresses.

The global management function of the controller enables
it to monitor the status of the switch and query the necessary
information. All flows injected into the SDN data layer must
originate from a port monitored by the controller, be matched,
and then forwarded to a specified port before exiting. Low-
rate DDoS attacks exhibit specific characteristics, including
periodic bursts in their attack behavior [42]. Consequently,
with the onset of the attack flow, the incoming ports of the
switch will also display noticeable changes. Fig. 4 illustrates
the incoming port load of the monitored switches before and
after the attack. Overall, following the initiation of the low-
rate DDoS attack, the incoming port load exhibits fluctuations
and distinct differentiation. We will use the traffic information
flowing into the port as the extraction object, calculating its
mean, standard deviation, and coeflicient of variation, and
further analyze the abnormal distribution of port traffic.

Fig. 5 shows the variation in the quantity of flow entry
bytes relative to the duration of the flow entry, in addition
to the link between the quantity of flow entry packets and
bytes. In Fig. Sa, it is evident that the attack packets are
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injected in a centralized manner, with the flow rules generated
by the attack flow being aggregated in the flow table at a
single attack cycle. As the attack cycle extends, the newly
installed entries in the attack flow table at different times also
exhibit intervals corresponding to the cycle length. Fig. 5b
depicts the relative change between the total number of bytes
and packets in the flow table over a monitoring period. Due
to their persistent presence in the flow table, both metrics
demonstrate an accumulative growth characteristic. Conse-
quently, extracting only the duration [33], packet count [27],
and byte count [28] of flow table entries for classification
purposes may lead to misidentification. This section will assess
the average performance of each flow entry by calculating
the average packet byte count and average packet duration.
This section will measure the average performance of each
flow entry by calculating the average packet byte count and
average packet duration. In addition, based on the typically
single nature of attack packets and the parsing of events and
data in the OpenFlow 1.3 protocol, the total len field of each
packet at the time scale will be considered in the feature space
in this section. In Table I, we list the abbreviations with their
descriptions that will be used later.

B. Detection

After the feature collection by polling monitor, the detection
module conducts further processes. The detection module
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TABLE I
ABBREVIATIONS AND DESCRIPTION

Abbreviation Description

IOR Inport occupation rate of a SDN switch.
EIOR Entropy of IOR.

FIPT Feature importance obtained by Fisher Score.
TH Threshold to judge feature’s anomalies.

SC Sensitivity coefficient that works with TH.
ABP Average bytes per packet.

ADP Average duration per packet.

CVADP Corrected ADP by coefficient of variation.

consists of multi windows that are manifested by setting
different lengths, acting as a cooperative task. The final result
of whether an attack has occurred is determined by their joint
analysis.

The inport traffic, packet in messages, IP, and total len
are all collected for each window. Since entropy performs well
in the analysis of data distribution [22], [24], it is adopted in
the inport and IP analysis in this paper. The EIOR is calculated
as Egs. (1) and (2). It means the entropy of the switch’s inport
occupation rate. Among them, n means the number of the
switch inport. i is in range of 0 to n. port; is the bytes of the
i port during a collection.

port;

IOR; = ————
YL port;
n

(D

EIOR = -1 x ZIORi x log, IOR; )
i=1

Different feature dimensions are usually in different range
intervals. If we simply set weights on the features to obtain
the overall score, this will make the individual features be
magnified and the other features will be ignored. Therefore,
in this paper, the features are processed based on thresholds
and combined with the Fisher score algorithm [43] to enhance
usability. The core idea of this algorithm is to narrow the intra-
class distance while keeping the inter-class distinct enough for
the features to be identified. We define that there are ¢ classes
and n sets of samples. Each set of samples contains m features
and each class has n; samples. f® denotes the k;, feature of
sample x, F’ Ek) is the mean of the sample’s k;;, feature in class i,
and F® stands for the mean of all classes’ k;, feature. Define
the ky;, feature’s interclass variance as S f,u),, which is calculated
by Eq. (3). Define the k;, feature’s intra-class variance as S ff)
in Eq. (4). The importance score of the k, feature is FIPT (k),
as shown in Eq. (5). kis in [1,m] and i is in [1, c].

Sw=25 (FO-F®) 3)
I ¢ 2
S =33 (s - FP) 4)
n i=1 xec;
S(k)z
_ Pou
FIPT, =38 5)

in
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The importance of features is obtained by the Fisher score,
and features within the window are compared based on
thresholds and sensitivity coefficients. The combined scores
are added up by threshold comparison to narrow down the
total score range of features. Finally, the total score of multiple
windows is obtained to determine whether a low-rate DDoS
attack has occurred. The detailed process is presented by
Algorithm 1.

Algorithm 1 Conduct the MWD

Input: packet_in, MW ,.weight, portdata, TH, SC,
FIPT
Output: PollingScore
1 Function DoMWD (packet_in, MW , weight, portdata
TH, SC, FIPT):

2 Initialize PollingScore;
3 for w € MW do
4 scorey, < GetW S(TH, SC, FIPT,w);
5 PollingScore +
PollingScore + score,, X weight,,;
6 | return PollingScore
7 Function GetWs (T'H, SC, FIPT, w):
8 Initialize score for

f € GetWF(packet_in,portdata, w) do
9 if f>TH;x SC then
10 L score < score + FIPTy;

11 return score

12 Function GetWF (packet_in,portdata, w):
13 Initialize pktnum, tlen, pktinl P,

eior,f1,f2,f3,f4,f5,f6,f7,f8,f9;
14 while Polling do

15 Add packet_in.count to pktnum,
16 Add packet_in.IP to pktinl P;
17 Add packet_in.totallen to tlen;
18 Add portdata to eior;

19 if timecount == w then

20 f1 « eior.mean();

21 2 « eior.std();

22 3« eior.cv();

23 f4 + tlen.mean();

24 5« tlen.std();

25 6 « tlen.cv();

26 f7 < pktnum.mean();

27 8 < pktnum.std();

28 19 + pktinI P.entropy();

2 | return f1,£2,3,f4,15,£6,F7,f8,f9

C. Mitigation

After collaborative multi-window detection by the detection
module, if it is determined that a low-rate DDoS attack has
occurred, the mitigation module will begin to do classification
and deletion.

There are multi-attribute fields for each flow rule in the flow
table. In this paper, we extract the duration [33], packets [27],
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and bytes [28] for analysis. There are usually a lot of pointless
flow rules in the limited TCAM space, based on the analysis of
low-rate DDoS attacks on the flow tables. The attacker ensures
that they can persist for a long time, which finally manifests in
unusually long durations of the attack flows [12]. We define
the ADP as one of the input features for the identification
task, which means the average duration per packet. In addition,
since attackers often launch a single form and construct simple
nonsensical packets to achieve the goal of crowding the flow
table space, we define ABP as the other feature to stand
for the average bytes per packet. For complex real networks,
packets exhibit diversity in both size and form, which differ
from those of attack ones. ADP and ABP are calculated as
Egs. (6) and (7).

byt
ABP = ¢S (6)
packets
duration
ADP = ——— @)
packets

However, it’s found that the distribution of ADPs is mixed
due to the time as well as frequency differences when obtain-
ing the flow tables, as shown in Fig. 6. The initiator of a
low-rate DDoS attack needs to repeatedly trigger old flows and
install a certain number of new ones within an idle timeout to
achieve the attack. And this usually means that the attack flows
will not arrive only alone, but accompanied by companions.
Given this, this paper corrects the ADP features by using their
coefficients of variation instead of the original ADP input to
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Fig. 7. Overall framework of MWD-CFM.

the classifier, named CVADP. It is computed by defining a
sequence that contains both the flow rule to be classified and
its neighbors. Eq. (8) shows the ADP’s coefficient of variation.
adp is the mean of an ADP sequence. The corrected ADPs
show a more concentrated distribution both for the attack
flows and the legitimate ones. Also, the attack ones are more
distinguishable from the normal states.

> (ADP; - adp)?

CVADP =
adp

®)

The supervised learning-based MLP is chosen as the classi-
fier serving the recognition task. As a fully connected neural
network, MLP is simple to implement and fast to apply [44].
In addition, if additional training samples need to be added,
the training can be repeated by using both old and new training
samples. The calibrated ADPs as well as the ABPs are fed as
input features to the trained MLP classifier. As demonstrated
by Algorithm 2, a flow that has an attack label applied to it
will be deleted from the flow table.

Algorithm 2 Flow Deletion With CVADP

Imput: flowtable, PollingScore, M LP
1 Initialize ABP, ADPs,CV ADP;
2 if PollingScore is Attack then
3 for flow € flowtable do

4 ABP «— flow.byte .
flow.packet’

ADP - T tici,

ADPs.pop();

Add ADP to ADPs;

CVADP < ADPs.cv();

if MLP(ABP,CVADP) is Illegal then

10 L ovs-ofctl delete flow;

R=T- I B Y

D. Overall Framework

The proposed architecture named MWD-CFM for SDN low-
rate DDoS attacks is shown in Fig. 7.

MWD-CFM is installed on the control layer, where the
controller polls the managed switch for flow entry count-
ing and flow rule information. Subsequently, each detection
window begins to be responsible for its own collection, pro-
cessing, analysis, and detection tasks. Each window extracts
nine variables in total: the EIOR mean, standard deviation,
and coefficient of variation, packet in, 1P, and total len.
After obtaining the importance of each feature given by the
Fisher score, the values for each window will be summarized
with the weights. The polling score obtained will be used to
judge attack events. Before the MLP classifier starts working,
it will first be supervised and trained by a labeled dataset of
legal and attack types. After detecting an attack, the MLP
identifies and classifies each flow entry in the flow table.
If the ABP and CVADP of a flow rule are labeled as an attack
by MLP, the flow rule will be removed. In order to protect
against low-rate DDoS attacks, the MWD-CFM architecture
continuously monitors the SDN switches on the controller
and makes sure that the SDN switch’s flow table is always
available.

V. EXPERIMENT

In this section, we validate the MWD-CFM architecture
proposed in our paper. We conduct the simulation on a real
network topology. The effectiveness of the detection and
mitigation module demonstrates the efficacy of the proposed
MWD-CFM.

A. Setup

Experimental environment. We simulated the MWD-CFM
architecture of this paper based on a real network topol-
ogy dataset named topology zoo.> This dataset covers 261
topologies of countries and regions with real critical node
switches. Among them, we used a European topology named
GlobalNetRu, a 2011 Backbone. Fig. 8 shows the simulation

2The Internet Topology Zoo. http://www.topology-zoo.org/dataset.htm]
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Fig. 8. The real network topology named GlobalNetRu.

topology, consisting of 8 core switch nodes. Each switch is
independently monitored and managed by a controller, and
different host devices are set under each switch. Referring to
existing work [34], [45], [46], we set the flow table space of the
switches to 2000 and the idle timeout to a default of 10s. The
bandwidth and delay of the links between the switches were
decided according to their latitude and longitude references.
A Github project® was used to convert the GlobalNetRu topol-
ogy into a python script for experimentation in Ubuntu. The
controller was Ryu* and Mininet was selected as the emulator.
A Layer-4-based switch message handler was adopted to run
the default management and forwarding of the flows. The
emulation hardware environment was Intel(R) Xeon(R) CPU
E5-2680 v4 @2.40GHz. The MWD-CFM overall design was
based on the OpenFlow protocol.’

Background traffic. To simulate real network traffic, IMC
dataset® was chosen as background traffic to simulate message
forwarding between switches. It is recorded from a data center.
This dataset was cut to the appropriate length and replayed at
different rates by different hosts under different core switches
by tcpreplay tool. The load of each packet was populated by
tcprewrite, and the IP address was also rewritten so that it
could be forwarded efficiently in the topology. The low-rate
DDoS attacks against the SDN switches were launched by
python scripts based on scapy. The packet size satisfied a
Poisson distribution. The attacker’s IP address was a random
IP to satisfy the denial of service attack.

Dataset acquisition. Since the proposed MWD-CFM archi-
tecture includes feature selection, parameter setting, and model
training, we need to obtain the training and testing dataset
first. A 3882 seconds-long overall extraction of flow table
information was used for feature selection. 45,562 flow rules
were used to train the classifier and 44,109 flow rules were
for the performance test of them.

Metrics. To measure the detection and mitigation module,
we used the classic metrics of Accuracy, Precision, Recall,
and F| — score in machine learning. The prediction time
and memory overhead of classifiers were also taken into
consideration. In addition, the average percent of attack flow,

3Graphml-To-Mininet.
Mininet

4 Ryu sdn controller. https://github.com/faucetsdn/ryu

3Openvswitch version 2.5.9.https://www.openvswitch.org/download/

SData set for imc 2010 data center measurement. http://pages.cs.wisc.edu/
tbenson/imc10 data.html

https://github.com/yyd19981117/Graphml-To-
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average flow table usage, average survival time of attack flow,
and TableFull count were other aspects to verify the overall
effect.

B. Feature Selection and Parameter Setting

MWD-CFM is an architecture based on feature selection,
threshold comparison, and classification. It is important to
choose effective features that can help in better attack defense.

Feature selection. In the detection module, we extracted
duration, packets, and bytes from all flow rules for fea-
ture analysis. For new flows, packet in messages were also
collected, which included count, IP, and ftotal len features.
In addition, we monitored each incoming port of the switch
and recorded the flow. In the mitigation section, the flow
features including the S5-tuple were examined for match-
ing and deletion. A total of 9 features were obtained
as shown in Fig. 9a. The features within each window
were given importance value by the Fisher Score algorithm.
In windows 3s and 5s, features 2 and 3 do not have reference
values, so they were not used in the actual detection.

We conducted feature ablation experiments to further vali-
date the effectiveness of the flow features used. We divided the
eight features into three groups: EIOR, LEN, and NUM, and
used the Fisher score algorithm to obtain evaluation metrics,
as shown in Table II. We can see that each feature category has
a positive impact on detection performance. Therefore, feature
extraction is reasonable.

Parameter setting. Due to the feature complexity of the
flow rules in the actual network, they tend to show a scattered
diversity. To make the threshold-based detection module as
accurate as possible, the polling score is wished to converge
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TABLE I
FEATURE CATEGORY ABLATION EXPERIMENTS

Feature Group Accuracy Recall Fl-score
EIOR 0.9328 0.8535 0.9032
LEN 0.9424 0.9239 0.9314
NUM 0.7843 0.9144 0.7925
EIOR+LEN 0.9589 0.9372  0.9426
EIOR+NUM 0.9664 0.9435 0.9522
LEN+NUM 0.9664 0.9473  0.9557
EIOR+LEN+NUM 0.9705 0.9526 0.9643

as centrally as possible. It is evident from Fig. 9b that the
polling score converges best when the threshold is paired
with both the sensitivity coeflicient and the significance value.
Based on the feature values under each window, the threshold
value range for each feature is established. The effect of
different threshold (TH) values on the detection window 3
score under normal circumstances and during low-rate DDoS
attacks is illustrated in Fig. 10. As the TH value rises, the
discriminability of the total window score initially rises and
then declines. We selected the thresholds that most effectively
differentiate between the scores of attack flows and legitimate
flows for our experimental setup. The same method was also
used in other detection windows to obtain the most suitable
threshold. The feature thresholds used in each window are
illustrated in Table III. The effect of the SC on the window
score is displayed in Fig. 14. As the SC increases, the
differentiation between the scores of malicious flow rules and
legitimate flow rules increases. But as it continues to rise,
they become mixed. In the detection module, the SC set in
this paper was 1.2. Fig. 9a shows the importance value of 9
features in different detection windows. The weights of the
four detection windows were 0.135202, 0.251884, 0.300977,
and 0.249590. Our motivation lies in the desire to remove as
many malicious flow rules as possible, and by definition, the
Recall metric is taken more into account.

C. Attack Detection and Mitigation

Using real-time detection, we evaluated the MWD module’s
performance. Depending on the actual needs, the controller
turned on polling detection for the managed switches.

Fig. 11 displays the real characteristics of the attack and
legitimate flows under DW 3s and DW 9s. It can be seen
that when the detection window is smaller, the rules within a
window are relatively limited, and therefore the complexity of
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the features is also limited in portrayal. When the detection
window is longer, more flow rules are contained within a
window, which also contains a wider variety of mixed cases
of legitimate and attack ones. This makes the magnitude of
fluctuations in features vary more drastically compared to
a small window. Small windows and large windows have
different scales, and we use their combination to improve the
overall differentiation of the enhanced features.

Timely and effective mitigation measures are especially
important after low-rate DDoS attacks are monitored. Fig. 12
shows the CVADP features in the flow rules. It can be seen that
the CFM module improves the differentiation after correcting
the ADP features of each flow. The overall differentiation
between ABP and CVADP is also more focused, which will
help the MLP classifier for identification.

We also compared other commonly used -classifiers,
including SVM, GaussianNB, Linear Discriminant, Logistic
Regression, Decision Tree, and KNN. Table IV displays the
outcomes. Although KNN exhibits excellent performance, its
prediction time is slightly longer and its memory consumption
is high. Gaussian NB has a fast prediction time, but its
Recall performance is not satisfactory. Since we are looking
for higher recognition of malicious flow rules, we are more
concerned about its Recall performance. The MLP used in
this paper has the highest Recall, which is the reason why we
choose MLP for the identification task.

Fig. 13a shows the flow rule changes during normal state,
during the slow-rate DDoS attack state, and during the MWD-
CFM architecture is implemented. Slow-rate DDoS attacks
are distinguished by their gradually rising flow table usage.
This may escape from the defense mechanisms for traditional
high-rate DDoS attacks. As the attack continues and without
mitigation, the attacker achieves the goal of maliciously con-
suming flow table space. As shown in Fig. 13, the percentage
of legitimate ones in the limited TCAM gradually decreases.
After the mitigation module is implemented, the malicious
flows are deleted and the table space is freed. It is hard
to totally remove the attack flows because of the actual
network’s complexity and variety, which might also cause
the attack flows to resemble legitimate ones. However, the
implementation of the CFM mitigation module gains more
usable space for legitimate flows. In Fig. 15, we substituted
the background traffic by the WIDE2024 dataset’ to test the
generality of MWD-CFM. Experimental results have shown

"Data set for wide 2024 data center measurement. https://mawi.wide.ad.jp/
mawi/samplepoint-{/2024/
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Fig. 11. The feature in detection window 3s and 9s.
TABLE IIT
THRESHOLDS OF DIFFERENT DETECTION WINDOWS
Detection
. Fea 1 Fea 2 Fea 3 Fea 4 Fea 5 Fea 6 Fea 7 Fea 8 Fea 9
Window
DW 3 0.35872162 - - 184.412792965 324.19878857 -1.76108506 56.51315789 26.63097081 51142479.22427577
DW 5 0.35604629 - - 185.959907852 329.27056634 -1.77261799 52.86086956 18.93689962 70444129.5574309
DW 7 0.35777366 0.00889675 0.0251514470 184.18253832 326.79962257 -1.77867703 57.94789915 35.75577576 116234278.34388034

DW 9

0.35629593 0.00970590 0.0277592276

183.91987271

326.88107452 -1.77847360 58.04563492 37.84123313 146639666.08191738

TABLE IV
COMPARISON RESULTS WITH OTHER CLASSIFIERS

Classifier Accuracy  Precision Recall Fy — score  Prediction time (s) Memory overhead

SVM 0.974699  0.989356 0.956620  0.972713 0.000186 57KB
GaussianNB 0.941577 0.998959 0.876978  0.934003 0.000008 1KB
Linear Discriminant  0.909996 0.892163 0.920310  0.906018 0.000160 1KB
Logistic Regression  0.915233  0.933062 0.883567  0.907640 0.000157 1KB
Decision Tree 0.965472  0.992235 0.934064  0.962271 0.000004 13KB

KNN 0.981478 0.985703 0.974847  0.980345 0.000433 2603KB
MLP 0.958943  0.922498 0.996633  0.958134 0.000185 19KB

that MWD-CFM can still effectively identify malicious flows
in different network environments.

A test lasting 480s was set to compare with other mitigation
strategies in Table V. EVICT [38] is a strategy supported
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TABLE V
COMPARISON RESULTS WITH OTHER METHODS

Average Percent Average Average Survival
Method Deploy Plane of Attack Flow  Flowtable Usage Time of Attack Flow TableFull Count
None None 60.43% 94.35% 198.51 69262
EVICT Data 60.16% 96.08% 161.58 0
SIFT Control 60.22% 94.44% 190.01 68697
SFTOGuard Control 25.43% 77.67% 8.62 1095
LtRFT Data 21.87% 74.11% 7.80 600
MWD-CFM Control 19.69% 72.81% 7.55 490
3.0
NoAttack ~ —¥— Attack 20000 pe F "{;Wf"’"‘ T
2.5 ., 17507 Mitigation
—“é’ o— NoAttack
2.0 : 1500 j w
o = 1250+ .
21.5 5 ool Nt M \
o r " ] ‘é v
1.0 oy o Z 750, ‘
WalNIe TS \,
% ; f ’ ' # ,.' 500 >
Y 0 50 100 150 200 250
1.4 )4 Time (s)
0 flow Lt‘g&e |tem6n0u0mber 1000 (a) The number of flowrules when flow table is 2000
(a) Feature CVADP . .
< 1.00 < 1.00 —
E —#—  Attack E Mitigation p————
= 0.75 = 0.75 e t
3.0 - NoAttack @ Attack ) 5 /
25l g 030 o 050 r
8025 $0.25| #
2.0 ‘E :‘,-34 post
é s ‘ E 0‘00 20 E 0.00 20 ‘ 20 50
a ¥ 4 Tlme (s) Time (s)
1.0 e A ) )
o % BaEe 8 (b) The proportion of legel flow rules (¢) The proportion of legel flow rules
0.5 . o8 ey under attack under mitigation
[ )
0.0 Fig. 13. The proportion of legal flow rules.
0 250 500 750 1000 1250 1500

ABP
(b) Feature ABP with CVADP

Fig. 12. The ABP with CVADP under attack and no attack.

by the OpenFlow protocol, which operates at the data level.
Enabling this strategy prevents the generation of table full
messages. When the flow table becomes saturated, EVICT
autonomously removes entries to free up available space. In
contrast, SIFT [34] is a response strategy implemented at the
control layer that removes flow table entries with a specific
probability when saturation occurs. However, this method does
not distinguish between different flow table entries, which can
lead to more normal flows being removed and attack flows
being continuously retained. SFTOGuard [47] and LtRFT [12]
are both methods deployed at the data layer. SFTOGuard uses
LRCN to predict the number of flow entries and adaptively
deletes flow rules. LtRFT sorts flow entries and uses the LtR
algorithm to prioritize malicious flows, in order to identify
and mitigate attacks. The MWD-CFM architecture shown in
this research effectively minimizes the attack flows’ survival
time within the flow table when compared to the EVICT and
SIFT approaches. Simultaneously, both the average percentage

of attack flows and the flow table’s average usage rate have
decreased. Combined with Fig. 16, there are also fewer Table-
Full messages, which alleviates the pressure on the southbound
channel. The southbound channel can have fewer threats when
it is not filled with a large number of switch status messages.

Fig. 17 shows the consumption of the MWD-CFM archi-
tecture deployment for CPU and memory. After deploying the
architecture of this paper, the CPU growth is barely more than
1%, which can be considered a lightweight program for the
controller. The entire program consumes no more than 100MB
of memory, which is also acceptable.

Experiments have proven that MWD-CFM deployment can
identify and counteract low-rate DDoS attacks against SDN
flow tables, effectively freeing up maliciously occupied flow
table space while reducing the burden for controllers and
communication links.

VI. DISCUSSION

In this research, we also examined the possibility of attack-
ers exploiting defenses and proposed mitigation measures.
If the attacker obtains the features and thresholds used by
the defense method, they can modify the attack frequency
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if the attack no longer persists, the sensitivity coefficient will
be restored to its original value. The corresponding algorithm
is as follows:

Algorithm 3 Defense Against Adversarial Attacks
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and attack packet size to keep the score slightly above the
threshold, thereby consuming controller resources. In response
to this, we will temporarily use a higher sensitivity coefficient
to avoid the attacker’s influence and prevent the defense
module from being frequently triggered. After a period of time,

Input: CurrentSC, updateSC, Thresholdl,
Threshold2, PollingScore
1 Initialize count, 0,
2 if 0 < PollingScore — Thresholdl < 6 then
3 count <+ count + 1;
4 if count > Threshold2 then
5 Set CurrentSC < updateSC,
6 Sleep Ns;
7 Set CurrentSC < origin_value;

*®

else if PollingScore < Thresholdl then
L count < 0;

o

Fig. 18 shows the effect of increasing sensitivity coefficient,
with a significant decrease in the number of times the defense
module is triggered.

VII. CONCLUSION

In this paper, we presented MWD-CFM to defend the
SDN data plane’s slow-rate DDoS attacks against flow tables.
We set multi-detection windows to work cooperatively when
polling, monitoring, and detecting. Different features were
assigned different importance with the Fisher score algorithm
in each window. In the mitigation module, duration, packet,
and byte of flow rules were taken into consideration for MLP
classification. Flow rule features were corrected to improve
the effectiveness of attack recognition and traffic removal.
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We evaluated MWD-CFM on real network topology and
datasets. Experiments showed that our architecture had a good
performance in greatly reducing the survival time of attack
flows, ensuring the available space of legitimate flows with a
low CPU and memory consumption.

In future work, we will further enhance the ability of MWD-
CFM to protect switch flow tables in SDN. Its adaptability
should be strengthened to effectively respond to a variety of
complex network environments. In addition, since the source
of DDoS attacks has not been cut off, there is still a risk of
overflow in the flow tables. Further research is needed on how
to locate and prevent attackers accurately and completely.
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