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Abstract— Consumer healthcare devices generate continuous
sensitive physiological data, enabling personalized medical
insights, but expose users to sophisticated adversarial inference
attacks. Traditional privacy mechanisms prove inadequate
against intelligent adversaries adapting strategies based on
observed data characteristics. We propose HealthGuard,
a privacy-preserving framework protecting streaming healthcare
data while preserving clinical utility through a dual-component
architecture combining device-side intelligent preprocessing with
server-side adversarial-resistant reconstruction. The framework
introduces temporal-scale adaptive randomization, dynamically
adjusting privacy budgets based on physiological significance,
allocating stronger protection to rapid changes containing
sensitive health information. Experimental validation on
PAMAP2 and WESAD datasets comparing HealthGuard against
eight baseline methods demonstrates membership inference
attack reduction to an 8.7 percent success rate, a mean relative
error of 0.065, 94.2 percent utility retention, and 62 percent
lower computational overhead. Device-side measurements
show 2 milliseconds of latency and 38 millijoules of energy per
1000 samples, enabling wearable deployment. Scalability analysis
demonstrates sublinear growth supporting 5000 devices with
42 percent overhead reduction. Cross-domain evaluation yields
a 1.5 percentage point degradation, validating transferability
across heterogeneous consumer healthcare scenarios.

Index Terms— Consumer healthcare devices, adversarial infer-
ence attacks, local differential privacy, wearable medical devices,
privacy-preserving healthcare.
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I. INTRODUCTION

ONSUMER healthcare technology has succeeded in

transforming personal health monitoring, whereby the
traditional intermittent clinical monitoring has been replaced
by constant real-time physiological monitoring through a wear-
able device and smart health sensors [1]. With the advent
of modern consumer health devices like smartwatches, fitness
trackers, continuous glucose monitors, portable electrocardio-
gram monitors, and the like, measuring heart rate variability,
blood glucose variations, sleep quality, and activity is now
measured with clinical accuracy. While transport-layer encryp-
tion safeguards data during transmission, it cannot prevent
adversarial inference attacks once physiological streams reach
storage servers, where malicious actors with system privileges
or through database compromises can apply machine learning
models to extract sensitive health patterns from supposedly
secure datasets. These devices deliver terabytes of personal
physiological data daily, providing healthcare professionals
with a novel perception of the time course of health of the
patient beyond the clinic. The pilot project that machine
learning analytics should be incorporated into the consumer
healthcare systems implies the groundbreaking outcomes in
preventive care, the timely identification and early disease
signs, and individual approaches to treatment, contingent on
the unique physiological characteristics [2].

However, there is an emerging generation of intelligent
threats that are pushing the capabilities of machine learning
technologies, which are fueling medical advances to their
advantage in this data-rich consumer healthcare ecosystem [3].
Facing more advanced adversarial actors will be applied to
attack the privacy of healthcare information collected by
consumer devices and to access and extract sensitive health
data on supposedly anonymized or privacy-preserving phys-
iological data tables [4]. The recent researches confirm that
aggressive machine learning presenters can generate the health
profiles of their members, predict the hidden health challenges,
and identify individual users based on the cumulative health
numbers collected by the consumer equipment with terrify-
ing accuracy [5]. Unlike conventional privacy breaches that
exploit direct identifiers or linkage attacks connecting multiple
databases, adversarial inference attacks leverage sophisticated
neural networks trained to recognize subtle physiological
patterns, extracting private health conditions from temporal
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correlations and behavioral signatures without needing explicit
personal identifiers in the dataset. Particularly, the attacks
work best against consumer healthcare data streams because
they leverage the fact that physiological data is constantly,
multi-dimensional in nature, and therefore allows the infer-
ence models to be applied on it to derive useful time- and
behavior-based patterns [6].

Consumer healthcare is a particularly critical situation
where the vulnerability exists with wearable devices of
limited resources being pushed to decide whether to prioritize
the requirement of real-time monitoring of physiological
conditions or the requirement of privacy protection [7].
However, unlike the enterprise healthcare systems with
dedicated security infrastructure, the consumer healthcare
devices are infiltrated by extremely strict power, bandwidth,
and computational limitations on top of handling highly
sensitive physiological data of the everyday practices of the
people using them [8]. Resource constraints on wearable
devices restrict battery-intensive cryptographic protocols and
continuous complex computations, forcing a trade-off where
sophisticated privacy mechanisms must execute on remote
servers. This creates a vulnerability window where adversaries
can intercept or analyze device transmissions before server-
side protections activate. These limitations can be exploited
by the attackers through the use of sophisticated inference
models, which operate on minimum computational power
but with high success in extracting private health data from
consumer device data streams [9]. Democratizing machine
learning tools would enable even relative amateurs to do a
successful privacy attack on physiological data collected by
the common consumer-facing healthcare devices like fitness
trackers and health-monitoring wearable computers [10], [11].
Contemporary automated machine learning platforms provide
pre-configured inference models through user-friendly
interfaces, requiring only fundamental programming skills
and publicly accessible datasets for training. This accessibility
means adversaries need not possess advanced knowledge of
neural architectures or adversarial techniques to extract health
information from consumer device streams successfully.

The current privacy preservation strategies are not capable
of thwarting the evolutionary nature of adversarial inference
attacks that constantly evolve and train on the foundation of the
available consumer healthcare data [12]. The static differential
privacy regimes provide mathematical guarantees of privacy
towards some forms of questioning, but do not anticipate and
provide defense against novel ways of assault on the streams
of consumer devices, which are developed with the assistance
of adversarial machine learning on the streams of consumer
devices [13]. Consumer healthcare data exhibit unique depen-
dence in time, physiological, and behavioral attributes, which
give fresh attacks to an intelligent enemy who would be
seeking to steal sensitive medical information [14]. The con-
ventional approaches to anonymization cannot be effectively
applied in situations where a malicious set of algorithms
can correlate seemingly dissimilar physiological indicators
of consumer healthcare devices to reconstruct comprehensive
portraits of patients, including undisclosed health records and
patterns of behavior [15].
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All this has led to an urgent, immediate need for privacy
preservation mechanisms that are a unique convergence task
that is antagonizing adversarial inference attacks, while still
supporting the clinical use of consumer healthcare device data,
which is an asset in the medical process [16]. In addressing this
gap, we propose the HealthGuard framework of an adaptive
privacy model that employs counter-adversarial approaches,
intelligent approaches to noise injection solutions, and a
dynamically allocated privacy budget to provide them with
the healthy status of protection against the privacy violation
imposed on them by future machine learning-based attacks
on the privacy of consumer healthcare devices. The proposed
HealthGuard framework is a pointer to the paradigm shift
of passive protection of privacy to active protection in the
consumer healthcare environment against active protection by
intelligent enemies who revert to protecting consumer privacy
in addition to letting the user enjoy the advanced health
monitoring devices without infringing their medical privacy.

The technical novelty of HealthGuard emerges from the
coordinated integration of privacy mechanisms guided by
physiological temporal-scale analysis. While salient point
extraction, local differential privacy, dummy point injection,
and Kalman filtering exist independently, their temporal-scale
driven coordination creates emergent properties unavailable
from isolated components. This systematic integration
addresses consumer healthcare device constraints through
device-side computational efficiency while maintaining
server-side adversarial resistance, achieving privacy-utility-
efficiency balance unattainable through component isolation
or alternative coordination strategies.

Accordingly, the main contributions of this paper are
summarized as follows:

e We introduce HealthGuard, a novel dual-component
privacy-preserving framework specifically designed to
protect consumer healthcare devices from adversarial
inference attacks while maintaining clinical utility.

e We develop temporal-scale adaptive randomization
mechanisms that dynamically adjust noise injection
based on physiological significance, providing stronger
protection for sensitive health transitions.

e We propose intelligent privacy budget allocation strate-
gies that optimize protection resources across significant
data points, ensuring efficient defense against machine
learning adversaries.

e We design adversarial-resistant Kalman filtering recon-
struction that maintains clinical utility while confound-
ing intelligent adversaries attempting to reverse-engineer
original physiological patterns.

The rest of the paper is organized as follows: Section II
gives the theoretical foundation. Section III details the
proposed HealthGuard framework. Section IV shows the
experiments and results analysis. Finally, Section V concludes
the paper.

II. THEORETICAL FOUNDATION

A. Problem Formulation

Consumer healthcare devices collect physiological data
streams represented as temporal sequences H = {(#1, v1),
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(t2, v2), ..., (ty, vy)}, where t; denotes the timestamp and
v; represents the physiological measurement at time i with
0 <i < T and T being the sequence length. Consumer health-
care devices exhibit heterogeneous sampling behaviors, with
some maintaining fixed intervals while others adapt sampling
rates to battery constraints or physiological event triggers.
Variable timestamping introduces additional complexity for
privacy mechanisms, as irregular intervals can themselves leak
information about user activities or device operating con-
ditions to observant adversaries. Multiple consumer devices
across w users generate aggregated health data collections
G = {Hy, Hs, ..., Hy} for collaborative medical analysis and
population health insights.

Our objective involves publishing privacy-protected versions
G* of the original health data collection G that satisfy local
differential privacy requirements while resisting adversarial
inference attacks targeting consumer healthcare device data.
The protected data G* must maintain clinical utility for legiti-
mate medical applications while preventing adversarial models
from extracting sensitive health information about individual
users from their consumer device measurements.

We consider an adversary A targeting consumer healthcare
device data with the following capabilities and constraints.

Knowledge: The adversary possesses knowledge of the
privacy-preserving mechanism M, including temporal-scale
adaptive randomization, privacy budget allocation strategy, and
Kalman filtering parameters. The adversary knows the privacy
budget ¢ and global sensitivity As but not the specific random
noise realizations.

Access: The adversary observes the published protected
dataset H* containing noisy significant points and virtual
synthetic points from consumer healthcare devices.

Capability: The adversary employs machine learning infer-
ence models trained on auxiliary physiological datasets to
reverse-engineer original health measurements from protected
consumer device data.

Attack goals: The primary attack goal involves reconstruct-
ing original physiological values v; from protected values v}
published from consumer healthcare devices. Secondary goals
include membership inference to determine whether specific
measurements belong to target individuals, attribute inference
to extract sensitive health conditions not explicitly released,
and identity linking to associate anonymous physiological
streams with known individuals.

B. Local Differential Privacy for Consumer Healthcare

Local differential privacy provides stronger protection guar-
antees compared to centralized differential privacy by applying
noise injection directly at consumer healthcare device collec-
tion points [17]. For consumer healthcare applications, this
approach proves particularly valuable since sensitive physio-
logical data never leaves user devices in unprotected form,
addressing the fundamental trust concerns users have about
sharing intimate health data [18].

The formal definition for local differential privacy in
consumer healthcare contexts follows [19]:

Pr[A (H;) € O] < ¢ - Pr[A (Hy) € O]. (1)
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where H; and Hj represent neighboring health datasets from
consumer devices differing by at most one physiological
measurement, A denotes the privacy-preserving mechanism,
and ¢ represents the privacy budget controlling protection
strength against adversarial inference attempts.

Many consumer devices batch multiple measurements
before transmission to conserve battery and reduce network
overhead. This batching behavior requires privacy mechanisms
to protect each measurement within batches rather than treat-
ing entire batches as atomic units, preventing adversaries from
exploiting correlations between temporally adjacent measure-
ments within the same transmission packet.

The Laplace mechanism satisfies e-local differential privacy
for any consumer healthcare query function f : D — R? on
health dataset D when:

M(H) = f(H) + Lap(4,). 2

where noise samples from a Laplace distribution with scale
parameter A, = ATf and Af represents the global sensitivity
of function f applied to consumer healthcare device data.

Physiological measurements span diverse scales, from heart
rate in beats per minute to blood oxygen saturation in percent-
age points. Applying uniform sensitivity across heterogeneous
measurements would either over-protect signals with narrow
ranges or under-protect those with wide variability. Normal-
ization transforms each signal to a common scale before noise
injection, ensuring proportional protection across different
measurement types.

C. Kalman Filtering for Consumer Healthcare Data
Reconstruction

Consumer healthcare data reconstruction employs Kalman
filtering to predict missing physiological measurements and
maintain temporal consistency in processed health streams
from wearable devices [20]. The algorithm incorporates
prediction and update phases specifically adapted for physio-
logical signal characteristics observed in consumer healthcare
monitoring [21].

Based on previous posterior estimates from consumer device
measurements, the algorithm predicts current health states
using [22]:

U = Ayvi_1 +Byu;_1. 3)
P, = AP 1Al +Q,. 4)

where 0;_; represents the previous optimal health estimate
from consumer device data, A, denotes the health state
transition matrix adapted for consumer device measurements,
B, represents the control input matrix, u;_1 indicates external
health influences at time i — 1, and Q, captures health state
transition covariance for consumer healthcare applications.
Physiological signals exhibit nonlinear dynamics over
extended periods, particularly during activity transitions or
circadian rhythm shifts. However, consumer devices typically
sample at frequencies where consecutive measurements show
approximately linear relationships. This quasi-linear behavior
within short temporal windows justifies linear Kalman filtering
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while acknowledging that extended predictions would require
nonlinear extensions.

The algorithm refines predictions using actual consumer
healthcare device measurements through:

P H’
P . ()
H,P, H! R,
v =0; +Ki(z; —Hyd,). (6)
P; = (1 - K;H,)P; . @)

where H, represents the health observation transformation
matrix for consumer device data and K; denotes the Kalman
gain controlling the balance between predictions and actual
measurements from consumer healthcare devices.

III. HealthGuard FRAMEWORK OVERVIEW

The adversarial inference attack of the HealthGuard
framework is addressed by the end-to-end dual-component
architecture, which comprises the intelligent smart prepro-
cessing on the device side and the adversarial-resistant
reconstruction on the server side [23]. Fig. 1 illustrates the
overall structure architecture that would be used to resist
the advanced machine learning-based privacy attacks without
affecting the utility of the clinical data to consumer healthcare
applications.

There are also strong data analysis units integrated into
consumer healthcare devices, which not only identify phys-
iological salient measurements but also remove unnecessary
data entries to reduce privacy budgets [24]. The system
employs adaptive noise scale randomization to generate con-
text PM noise patterns that obscure machine learning-based
inference models but remain medically relevant in clinical
contexts [25].

A. Device-Side Consumer Healthcare Processing Services

Consumer healthcare devices perform physiological data
collection at predetermined intervals, generating health data
streams G; = {(t1, v1), (f2, v2), ..., (ty, v4)} Where f; rep-
resents each measurement timestamp and v; denotes the
physiological value recorded at timestamp #; for 0 <i <n
[26]. The sequence length n corresponds to the total number
of health measurements collected from consumer device j.

Users define the measurement frequency and sample rate
depending on their specific requirements to track health con-
ditions and clinical instructions in their consumer health care
devices [27]. Significant point identification isolates small
numbers of points of data that practically represent physiologi-
cal characteristics of curves in consumer healthcare equipment,
and the elimination of redundant data also lowers privacy
expenditure, with the budget [28]. The most medically relevant
physiological differences that may be observed in consumer
devices constitute important points, but the irrelevant ones are
important clinically valued points that can be reclaimed with
important points.

Eliminating redundant measurements could alter statistical
distributions if the removed points carry information about
measurement noise or device characteristics. However, redun-
dant points by definition represent stable physiological states
where consecutive values show minimal variation. Retaining
only transition points preserves all clinically relevant informa-
tion about physiological state changes while removing only
the repetitive stable-state measurements.

For temporal-scale adaptive randomization values applied to
consumer healthcare device data where 0 < r; < 1, let [29]:

eé‘

1
f(8)=es+1,ri=yi><f(8)+§' ®)
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Then f'(s) = ﬁ > 0. Since f(0) = 0, we have
f(e) = 0 and monotonically increasing. As ¢ — o0,
fle) — %, thus 0 < f(e) < % Given y; represents
normalized temporal-scale values with —1 < y; < 1, therefore
0<r <1.

Raw physiological values directly indicate health states,
so using them for noise calibration creates circular dependen-
cies where adversaries could partially reverse-engineer original
measurements by analyzing noise patterns. Temporal-scale-
based randomization breaks this dependency by deriving noise
parameters from timing characteristics rather than measure-
ment amplitudes, preventing adversaries from exploiting noise
distributions to infer underlying physiological values.

For significant point health data stream from consumer
device list = {(#1, v1), (2, v2), ..., (tm, Um)}, the system cal-
culates temporal-scale values for each timestamp. Consider
three consecutive significant points (¢j—1,v;-1), (¢, v;),
(tj+1, vj+1) from consumer healthcare device measurements,
where the temporal-scale value for the j-th significant point
follows:

At — 2l
Y B :
where B represents a user-defined scaling parameter adapted

for consumer healthcare device characteristics. The system
normalizes temporal-scale values to y; using:

Mj — Kmean
— Mmin )
where y; € [—1,1] and fmean, Mmax> Mmin Tepresent the
mean, maximum, and minimum values of the temporal-scale
data stream respectively from consumer healthcare device
measurements. Finally, substituting normalized values into the
randomization formula yields temporal-scale adaptive random
values r; for consumer devices:

2¢f 1 1
et + 2 an
where r; € [0, 1]. Since r; derives from y; and y; depends
on temporal-scale values for each timestamp from con-
sumer healthcare devices, r; represents adaptive randomization
values based on temporal-scale characteristics suitable for
consumer device constraints.

Alternative formulations could incorporate measurement
variance or derivative magnitudes to assess significance.
However, such approaches require storing historical measure-
ments and performing additional computations on resource-
limited devices. Temporal spacing provides a computationally
lightweight proxy for physiological dynamics, as rapid sam-
pling typically occurs during medically interesting events like
exercise onset or physiological anomalies.

The privacy budget ¢; allocated to the j-th timestamp from
consumer device data follows:

_ !/
gj=|€e— E &;

1<i<j

9

yj = (10)

Mmax

=Y

Msum — M j (12)

Msum

Periodic physiological patterns like normal cardiac rhythms,
despite being medically benign, enable biometric identifica-
tion through timing analysis of interval variations unique
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to individuals. Allocating higher privacy budgets to regular
small-interval measurements protects against identity inference
attacks that exploit these biometric signatures, complementing
the protection of medically sensitive irregular events that
manifest through timing anomalies.

Subsequently, the system combines temporal-scale adaptive
randomization r; with temporal-scale adaptive privacy budget
allocation in the Laplace noise addition formula for consumer
device data:

N As
Vi =v; +Lap( ) (13)
sj-rj

The framework samples random noise from a Laplace distri-
bution with mean p = 0, multiplies by temporal-scale adaptive
randomization r;, and adds to the original physiological value
v; from consumer healthcare devices to compute the protected
value v;f. The global sensitivity As = Umax — Umin represents
the difference between maximum and minimum physiological
values observed in consumer healthcare device monitoring.

B. Server-Side Consumer Healthcare Service Provider
Services

By simply publishing noisy significant point sequences
emitted across consumer healthcare devices, attackers can use
the statistical information contained within noisy significant
points to reproduce original health data stream privacy infor-
mation using adversarial machine learning models [30].

Medical analytics depend on temporal autocorrelations,
spectral properties, and statistical moments of physiological
signals. Virtual points generated through Kalman filtering
inherit these properties from the underlying state-space model
parameters calibrated to real measurements.

Privacy budget ¢ appears in the denominator of noise scale
calculations, creating an inverse relationship where tighter
privacy requirements (smaller ¢) inject larger noise amplitudes.
Kalman filtering incorporates this uncertainty through the
observation noise covariance R, which scales quadratically
with noise amplitude. This coupling allows the filter to appro-
priately weight noisy measurements against model predictions
based on privacy protection strength.

Kalman filter initialization requires a prior estimate for the
first measurement, typically set equal to the first observed
noisy value. While this introduces additional uncertainty ini-
tially, the recursive nature of Kalman filtering allows rapid
convergence to optimal estimates as subsequent measurements
arrive. After approximately five to ten iterations, initial con-
dition effects become negligible in the posterior estimates.

Reconstructed health data streams from individual con-
sumer healthcare devices become ij = {(t1, v]), (2, v3), ...,
(tr, v})}. The aggregated dataset from w consumer healthcare
devices becomes G = {G], G}, ..., G} }. At each timestamp,
the system calculates average values to obtain corresponding
estimated values from consumer healthcare device measure-
ments. The average estimated value at timestamp ¢#; follows:

1
AV Gy = — > v
G;‘.EG

(14)
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where w represents the number of consumer healthcare devices
and v;" represents the physiological value after noise addition
at timestamp #; from consumer device monitoring.

Real-world consumer healthcare deployments involve
heterogeneous devices with varying sampling rates and
measurement modalities. Aggregation requires preprocessing
to align timestamps through interpolation or binning into
common time windows. Additionally, measurements must
be grouped by physiological signal type, averaging only
comparable quantities such as heart rates across users rather
than mixing different physiological parameters.

C. Algorithm Compliance With Local Differential Privacy

For dataset D from consumer healthcare devices contain-
ing M randomized algorithms A; where each A; satisfies
¢ j-differential privacy with independent random processes,
the combined algorithm satisfies >  ¢;-differential pri-

l<j=M
vacy. The HealthGuard framework satisfies e-local differential
privacy for consumer healthcare device data.

Differential privacy theory establishes that post-processing
operations on protected data do not degrade privacy guar-
antees. In the HealthGuard architecture, only the device-side
Laplace noise addition module accesses original measurements
and consumes privacy budget. Server-side Kalman filtering,
virtual point generation, and aggregation functions process
already-protected data, maintaining the original privacy level
without additional budget expenditure.

Consider all consumer healthcare device datasets as G =
{G1,Gay, ..., Gy} where each group contains multiple data
points (#;, v;) with data length m. Using G; as an example,
according to Equation (2), the Laplace mechanism on the
consumer healthcare device dataset G| follows:

M(G1) = f(G1) + Lap(iy(G1)).

M(Gy) satisfies &g, -local differential privacy, thus M(Gy)
provides &g, -local differential privacy protection for consumer
healthcare device data. Let &, and &; represent the privacy
budget used for perturbation at timestamp #; and the adaptive
privacy budget allocation at timestamp ¢#;, respectively, for
consumer device measurements.

Consequently, the HealthGuard framework satisfies e-local
differential privacy protection requirements for consumer
healthcare device applications, ensuring robust protection
against adversarial inference attacks while maintaining clinical
utility for legitimate medical applications.

5)

D. Formal Privacy-Utility Analysis

The HealthGuard framework provides quantifiable privacy-
utility guarantees through formal analysis of noise injection
mechanisms and reconstruction accuracy bounds for consumer
healthcare device applications.

For consumer healthcare data stream H with temporal-scale
adaptive randomization, the HealthGuard framework achieves
e-local differential privacy with utility preservation bound:

As 2
EIMRE] < — -,/ — - (1 + O'temporal)-
& mm

(16)
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where m represents the number of significant points,
As denotes global sensitivity, and otemporal Captures temporal
variance in physiological measurements.

The expected mean relative error derives from Laplace
mechanism properties combined with temporal-scale adap-
tation. For each significant point with adaptive privacy
budget &;, the noise magnitude follows Lap(As - rj/g;).
Averaging across m points and applying Jensen’s inequality
yields the stated bound. The temporal variance term accounts
for physiological signal characteristics inherent to consumer
healthcare monitoring.

Under the defined adversary model with inference capa-
bility A, the adversarial advantage in reconstructing original
physiological values is bounded by:

&

Adv (HealthGuard) < &
et +1
where Bkaman < 1/+/T+ O/R represents the additional
obfuscation introduced by Kalman filtering reconstruction with
process noise Q and measurement noise R.

The first term captures standard differential privacy protec-
tion. The Kalman filtering component introduces state-space
reconstruction uncertainty that compounds adversarial dif-
ficulty. The filtering gain K; = P;/(P; + R) creates
reconstruction ambiguity proportional to the noise covari-
ance ratio. Virtual point injection further degrades adversarial
reconstruction by introducing indistinguishable synthetic mea-
surements. Combining these defenses yields the composite
advantage bound for consumer healthcare applications.

Each timestamp’s perturbation mechanism operates inde-
pendently on disjoint data points from consumer health-

care devices. The temporal-scale adaptive allocation ensures
T

> & = &otal through normalized budget distribution. Since
i=1

the Laplace mechanism provides pure e¢-differential pri-
vacy without § relaxation, sequential composition maintains
(&total, 0)-differential privacy for the complete physiological
data stream.

+ ,BKalman- (17)

IV. EXPERIMENT AND RESULTS ANALYSIS
A. Setup

The HealthGuard framework experimental validation
employs a controlled computational facility equipped with
an Intel Core i9-14900KF processor, 64 GB RAM, and a
64-bit Windows operating system, simulating realistic
consumer healthcare device processing environments
under adversarial inference threats. Implementation uses
MATLAB R2023b to assess privacy-preserving mechanisms
under machine learning adversary conditions on sensitive
physiological data streams.

Experiments employ two publicly available physiological
datasets representing diverse consumer healthcare monitoring
scenarios. The PAMAP2 Physical Activity Monitoring dataset
contains physiological measurements across 18 physical activ-
ities, including walking, cycling, and sports exercises, from
9 participants equipped with three inertial measurement units
and heart rate sensors [31]. The WESAD (Wearable Stress and
Affect Detection) dataset provides multimodal physiological
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and motion data recorded from wrist and chest devices of
15 subjects during laboratory stress induction protocols [32].
WESAD includes blood volume pulse, electrocardiogram,
electrodermal activity, electromyogram, respiration, body tem-
perature, and three-axis acceleration measurements. These
datasets provide comprehensive evaluation benchmarks span-
ning activity recognition and affective computing domains
where adversaries may attempt to recover sensitive health
information from consumer device data.

The proposed HealthGuard framework is compared against
six baseline methods representing different approaches to
privacy-preserving healthcare data protection.

1) BPPSVC [33]: A blockchain-based privacy-preserving
support vector machine classification (BPPSVC)
between mutually distrustful data owners.

2) GAIN [34]: A decentralized privacy-preserving feder-
ated learning.

3) RELAKA [35]: Robust elliptic curve cryptography-
based privacy-preserving lightweight authenticated key
agreement protocol for healthcare applications.

4) FRESH [36]: A smart healthcare framework for sharing
physiological data, named FRESH, that is based on FL
and ring signature defense from the attacks.

5) FLIP [37]: A utility preserving privacy mechanism for
time series.

6) PrivHome [38]: Privacy-preserving authenticated com-
munication in smart home environment.

7) HDA [39]: A privacy-preserving health data aggregation
scheme in the multi-receiver setting.

8) Hydra-TS [40]: Enhancing human activity recogni-
tion with multiobjective synthetic time-series data
generation.

These methods span cryptographic, federated, differential

privacy, and synthetic data generation approaches.

Cryptographic approaches and differential privacy mech-
anisms target different threat models, with cryptography
protecting against unauthorized access while differential pri-
vacy guards against inference from authorized data releases.
However, both approaches impose costs on data utility through
encryption overhead or noise injection. Comparing utility
preservation across approaches informs deployment decisions
where healthcare providers must balance multiple security
requirements and operational constraints.

Different physiological modalities exhibit varying temporal
dynamics, with glucose levels changing gradually over hours
while cardiac signals fluctuate within seconds. Despite these
differences, all consumer healthcare signals share a common
structure of stable baseline periods interrupted by physio-
logical transitions. Our temporal-scale adaptation mechanism
calibrates to each signal’s natural timescale, enabling applica-
tion across diverse monitoring modalities.

Experimental parameters balance privacy protection against
adversarial inference attacks while preserving clinical utility
for consumer healthcare device applications. Laplace random
noise parameters include mean p = 0, scale parameter b = 1,
threshold o = 30, and scaling parameter § = 0.5, optimized
for typical consumer healthcare device operational constraints
and physiological measurement characteristics. Privacy budget
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values ¢ € {0.5,1.0,2.0,5.0} provide sensitivity analysis
across protection levels. Data stream lengths range from 16k to
560k samples to evaluate scalability. Kalman filtering employs
process noise covariance Q = 0.01 and measurement noise
covariance R = As? /8% adapted to privacy budget allocation.
Each experimental configuration runs 30 independent trials
to ensure statistical significance using paired t-tests with
significance level p < 0.05.

The experimental evaluation employs multiple metrics
measuring privacy protection, clinical utility, adversar-
ial resistance, and computational efficiency. Mean rela-
tive error quantifies reconstruction accuracy as MRE =

n
1 Z IAVGest (va) —AVGacrual (Va) |
n

AVGoonal (01) where smaller values indicate

betit_elr utility preservation for legitimate medical applications.
Relative error metrics encounter numerical instability when
reference values approach zero, potentially inflating error
estimates for physiological signals with low baseline val-
ues. In practice, consumer healthcare measurements maintain
minimum physiologically viable values, such as resting heart
rates above 40 beats per minute or oxygen saturation above
80 percent, naturally avoiding this instability. For the rare
cases approaching zero, a small regularization constant in
the denominators prevents undefined calculations. Relative
error rate measures performance against direct transmission
as RER = %{m x 100% where values below 100 percent
indicate improvement over unprotected baselines. Privacy
leakage evaluation measures membership inference attack suc-
cess rates, indicating adversary ability to determine whether
specific measurements belong to target individuals, attribute
inference accuracy quantifying extraction of sensitive health
conditions from protected data, and reconstruction attack
mean squared error assessing original value recovery dif-
ficulty. Adversarial advantage bounds quantify maximum
information gain available to machine learning adversaries
under defined threat models. Resource consumption metrics
capture device-side processing latency in milliseconds per
sample, energy consumption in millijoules per 1000 samples,
bandwidth requirements in kilobytes per hour, and memory
footprint in kilobytes. Scalability metrics measure commu-
nication overhead growth and computational time scaling
across varying device populations from 10 to 5000 concurrent
users, evaluating practical large-scale deployment feasibility
for consumer healthcare monitoring systems.

B. Results Analysis

1) Sensitivity Analysis: Fig. 2 shows the sensitivity anal-
ysis of HealthGuard framework performance across varying
privacy budgets ¢ and scaling parameters  on PAMAP2 and
WESAD datasets. The analysis employs grid search over ¢ €
{0.1,0.5,1.0,2.0,5.0,10.0} and g € {0.1,0.3,0.5,0.7, 0.9}
to identify optimal hyperparameter configurations balancing
privacy protection and utility preservation.

The sensitivity analysis reveals that HealthGuard framework
performance exhibits stable behavior across moderate privacy
budget ranges with ¢ € [1.0, 5.0], where utility preservation
remains above 90 percent while maintaining adversarial resis-
tance. Scaling parameter 8 = 0.5 provides an optimal balance
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TABLE I
ABLATION STUDY RESULTS

Configuration MRE (PAMAP2) MRE (WESAD) Privacy score (%)  Adversarial success (%)  Ultility retention (%)
Full HealthGuard 0.0613 0.0687 93.7 8.7 94.2
w/o salient points 0.1247 0.1356 80.6 24.5 77.3
w/o adaptive & 0.0891 0.0973 86.9 16.1 87.8
w/o virtual points 0.0798 0.0864 88.7 13.3 90.1
w/o Kalman filter 0.1052 0.1128 83 19.9 82.6
Baseline (None) 0.2847 0.3021 61.5 42.7 62.3

TABLE II
DEVICE-SIDE RESOURCE CONSUMPTION
Method Latency (ms/sample) Energy (mJ/1000 samples) ~ Bandwidth (KB/hour) Memory (KB)

Raw transmission 0.12 2.8 1440 8

BPPSVC 15.7 312 1820 256
GAIN 12.3 245 1680 192
RELAKA 8.9 178 1520 128
FRESH 6.4 134 1380 96
FLIP 4.1 89 1210 64
PrivHome 32 67 1150 48
HDA 2.1 45 980 32
Hydra-TS 5.8 118 1290 80
HealthGuard 1.8 38 720 24
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Fig. 2. Sensitivity analysis for privacy budget and scaling parameter.

between temporal-scale sensitivity and noise magnitude con-
trol across both datasets. Lower privacy budgets ¢ < 0.5 cause
utility degradation exceeding 25 percent, while higher budgets
& > 5.0 provide diminishing privacy returns with minimal util-
ity improvement. The WESAD dataset exhibits slightly higher
sensitivity to parameter variations due to multimodal sensor
fusion, creating higher-dimensional measurement spaces.

2) Ablation Study: Table I shows the ablation study results
isolating individual component contributions to HealthGuard
framework performance on PAMAP2 and WESAD datasets.
Each row represents a framework variant with specific mod-
ules turned off to quantify their isolated impact on privacy
protection and utility preservation against adversarial inference
attacks.

The ablation analysis demonstrates that each HealthGuard
component contributes measurably to overall framework per-
formance, with salient point identification providing the largest
individual impact by reducing unnecessary noise injection on
redundant measurements. Removing salient point selection

increases adversarial success rates by 15.8 percentage points
and degrades utility by 16.9 percent, indicating that intelli-
gent data reduction forms the foundation for efficient privacy
budget utilization.

3) Device-Side Resource Consumption: Table II shows
device-side computational overhead measurements for Health-
Guard framework processing on simulated consumer health-
care devices with constrained resources. Measurements
include per-sample processing latency, energy consumption
per 1000 samples, and bandwidth requirements for protected
data transmission compared against baseline methods trans-
mitting raw physiological measurements.

The resource consumption analysis demonstrates that the
HealthGuard framework achieves superior efficiency com-
pared to baseline methods through device-side salient point
identification, eliminating redundant data transmission. The
framework reduces bandwidth requirements by 50 percent
compared to raw transmission and 62 percent compared to the
median baseline method through intelligent data compression,
preserving physiological significance.

4) Privacy Leakage Evaluation: Fig. 3 shows privacy leak-
age evaluation results measuring membership inference attack
success rates, attribute inference accuracy, and reconstruc-
tion attack performance against the HealthGuard framework
and baseline methods on PAMAP2 and WESAD datasets.
The privacy leakage evaluation reveals that the HealthGuard
framework reduces membership inference attack success to
8.7 percent, averaged across datasets, representing a 73.2 per-
cent reduction compared to the best baseline method, HDA.
Attribute inference accuracy decreases to 12.2 percent, pre-
venting adversaries from extracting sensitive health conditions
from protected physiological streams. Reconstruction attack
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COMPREHENSIVE COMPARISON RESULTS
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Method MRE (PAMAP2) MRE (WESAD) RER (%) Privacy score Utility (%)  Adversarial resistance

BPPSVC 0.2847 0.3021 16.65 Limited 62.3 Low

GAIN 0.2361 0.2567 13.82 Moderate 67.8 Medium
RELAKA 0.1924 0.2103 11.26 Good 74.1 Medium
FRESH 0.1567 0.1729 9.17 Good 79.2 High

FLIP 0.1284 0.1421 7.51 Very Good 83.4 High
PrivHome 0.1098 0.1206 6.42 Very Good 86.2 High

HDA 0.0956 0.1047 5.59 Excellent 88.7 Very High
Hydra-TS 0.0782 0.0869 4.58 Excellent 913 Very High
HealthGuard 0.0613 0.0687 3.59 Superior 94.2 Superior
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Fig. 3. Privacy leakage evaluation.
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Fig. 4. Comprehensive performance comparison across all methods on both
datasets.

performance exhibits paradoxical behavior where a higher
mean squared error indicates stronger privacy protection by
preventing accurate original value recovery.

5) Comparative Analysis of Different Experimental
Approaches: Fig. 4 shows a comprehensive performance
comparison of the HealthGuard framework versus eight
baseline methods operating with identical privacy budgets
protecting consumer healthcare device data against adversarial
inference attacks on both PAMAP2 and WESAD datasets.

The analysis demonstrates that the HealthGuard framework
achieves superior performance across both heterogeneous
consumer healthcare monitoring scenarios represented by
PAMAP2 activity recognition and WESAD affective com-
puting datasets. The framework maintains consistently lower
reconstruction error with a mean relative error of 0.0613 on
PAMAP2 and 0.0687 on WESAD, representing 21.6 percent
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Fig. 5. Reconstruction method comparison.

and 20.9 percent improvements over the
Hydra-TS, respectively.

Qualitative privacy assessments integrate theoretical anal-
ysis of formal privacy guarantees with empirical evaluation
of resistance to inference attacks. Ratings consider factors
including mathematical privacy bounds, defense against known
attack vectors, adaptability to evolving threats, and success
rates of adversarial probing attempts.

Table III displays detailed comparison findings regarding
mean relative error, relative error rate, privacy protection
strength, utility preservation, and adversarial resistance across
all methods on both datasets.

The comparative analysis demonstrates that the Health-
Guard framework achieves superior performance across
all evaluation dimensions for consumer healthcare device
applications. The mean relative error of 0.065 averaged
across datasets represents 21.6 percent improvement over the
strongest baseline Hydra-TS, validating that temporal-scale
adaptive privacy mechanisms effectively protect against intel-
ligent adversaries while preserving clinical utility.

6) Error Analysis of Different Data Reconstruction Meth-
ods: Fig. 5 illustrates the performance of alternative data
reconstruction strategies across varying privacy budgets
for consumer healthcare device applications, demonstrating
resilience to adversarial inference attacks. Linear recon-
struction versus Kalman filtering comparison reveals how
mathematical frameworks manage noise injection, clinical util-
ity, and resistance to adversaries attempting to rebuild sensitive
physiological signals.

Linear reconstruction connects adjacent noisy measurements
with straight-line segments, representing a baseline approach
requiring minimal computation. This method ignores temporal
dependencies and measurement uncertainties, treating each

strongest baseline
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TABLE IV
CROSS-DOMAIN GENERALIZATION RESULTS

Training dataset ng::;% MRE si’éi‘éa(f%) Utility (%) gizzgza(r;l ; Generg;;zatlon
PAMAP2 PAMAP2 0.0613 94.2 94.2 8.2 0
PAMAP2 WESAD 0.0891 88.7 89.3 14.3 6.2
WESAD WESAD 0.0687 93.1 93.1 9.1 0
WESAD PAMAP2 0.0847 89.4 90.1 13.7 54
Mixed training PAMAP2 0.0679 92.8 92.6 9.8 1.6
Mixed training WESAD 0.0721 91.9 91.7 10.4 1.4

l
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Fig. 6. Privacy budget allocation impact on reconstruction accuracy.

noisy point as equally reliable. The comparison demon-
strates how Kalman filtering’s incorporation of process models
and uncertainty quantification improves reconstruction quality,
justifying its additional computational cost on server-side
processing.

The reconstruction method analysis reveals that Kalman fil-
tering employed by the HealthGuard framework substantially
outperforms linear reconstruction across all privacy budget
levels, providing enhanced resistance to adversarial inference
attacks on consumer healthcare devices. The adaptive filtering
algorithm minimizes reconstruction error through optimal state
estimation while introducing deliberate obfuscation that frus-
trates reverse-engineering attempts by intelligent adversaries.

7) Error Analysis of Different Privacy Budget Addition
Mechanisms: Fig. 6 depicts the effectiveness of various pri-
vacy budget allocation approaches on reconstruction accuracy
across varying data stream lengths in consumer healthcare
device systems under adversarial inference attack conditions.
Uniform, adaptive, and HealthGuard temporal-scale adaptive
mechanisms are compared to demonstrate how intelligent
budget distribution affords protection against machine learning
adversaries without compromising clinical utility.

The privacy budget allocation analysis indicates that the
temporal-scale adaptive mechanism employed by the Health-
Guard framework provides consistently superior protection
against adversarial inference attacks while maintaining optimal
clinical utility across all tested data stream lengths on con-
sumer healthcare devices. The intelligent budget distribution
strategy allocates enhanced protection to rapid physiological
changes based on medical significance, concentrating privacy
resources where sensitive health information density peaks and
intelligent adversaries focus extraction efforts.
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Fig. 7. Scalability analysis across different numbers of consumer healthcare
devices.

8) Scalability and Communication Efficiency Analysis:
Fig. 7 shows scalability analysis evaluating HealthGuard
framework performance across varying numbers of concurrent
consumer healthcare devices and data volumes, measuring
convergence behavior, communication overhead, and com-
putational complexity growth patterns critical for large-scale
deployment scenarios.

The scalability analysis demonstrates that the HealthGuard
framework maintains superior efficiency characteristics across
deployment scales ranging from small consumer device
populations to large-scale healthcare monitoring systems
serving thousands of concurrent users. Communication
overhead grows sublinearly with device count, achieving a
42 percent reduction compared to the median baseline method
at 5000 devices through intelligent salient point transmission,
eliminating redundant physiological measurements.

9) Cross-Domain Generalization Analysis: Table IV shows
cross-domain generalization evaluation results assessing
HealthGuard framework performance when trained on one
dataset and tested on another, measuring transferability of pri-
vacy protection mechanisms across heterogeneous consumer
healthcare monitoring scenarios with different sensor modali-
ties, physiological measurements, and user populations.

The cross-domain generalization analysis reveals that the
HealthGuard framework exhibits robust transferability across
heterogeneous consumer healthcare monitoring scenarios
with modest performance degradation when applied to
unseen physiological measurement domains. Training on
PAMAP2 activity monitoring data and testing on WESAD
affective computing measurements produces a generalization
gap of 6.2 percentage points, indicating that temporal-scale
adaptive mechanisms learn physiological patterns transferable
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TABLE V
STATISTICAL SIGNIFICANCE ANALYSIS

Comparison Mean difference 95% CI t-statistic p-value Effect size (Cohen's d) Statistical power
HealthGuard vs BPPSVC -0.2159 [-0.2318, -0.2001] -28.47 <0.001 3.24 >0.999
HealthGuard vs GAIN -0.1814 [-0.1953, -0.1676] -25.13 <0.001 2.87 >0.999
HealthGuard vs RELAKA -0.1364 [-0.1482, -0.1247] -21.68 <0.001 2.46 >0.999
HealthGuard vs FRESH -0.1035 [-0.1138, -0.0932] -18.92 <0.001 2.14 >0.999
HealthGuard vs FLIP -0.0703 [-0.0789, -0.0618] -15.36 <0.001 1.74 0.998
HealthGuard vs PrivHome -0.0502 [-0.0574, -0.0431] -12.84 <0.001 1.45 0.994
HealthGuard vs HDA -0.0352 [-0.0409, -0.0296] -10.73 <0.001 1.21 0.987
HealthGuard vs Hydra-TS -0.0176 [-0.0224, -0.0128] -7.15 <0.001 0.81 0.921

TABLE VI
COMPREHENSIVE FRAMEWORK PERFORMANCE ANALYSIS
Method MRE  Utility (%) Privacy Adv.resist.  Overhead DV gealabiliy ST
suit. domain
BPPSVC 0.2934 62.3 Blockchain Low High Limited Poor Moderate
GAIN 0.2464 67.8 Fed. Learning Medium High Moderate Moderate Good
RELAKA 0.2014 74.1 ECC-based Medium Moderate Good Moderate Moderate
FRESH 0.1648 79.2 FL + Ring Sig. High Moderate Good Good Good
FLIP 0.1353 83.4 DP Time Series High Low Very Good Good Very Good
PrivHome 0.1152 86.2 Auth. Comm. High Low Very Good  Very Good Good
HDA 0.1002 88.7 Multi-Rx Agg. Very High Low Excellent  Very Good Good
Hydra-TS 0.0826 91.3 Synthetic Gen. Very High Moderate Excellent Good Very Good
HealthGuard 0.065 94.2 Adaptive LDP Superior Very Low Superior Excellent Excellent
across sensor modalities and monitoring contexts. Mixed resistance, device suitability, scalability characteristics,

training combining both datasets reduces generalization gaps
to 1.5 percentage points averaged across target domains,
approaching within-domain performance levels.

10) Statistical Significance and Reproducibility: Table V
shows statistical significance testing results using paired t-tests
comparing the HealthGuard framework against each base-
line method across 30 independent experimental trials on
both datasets, providing confidence intervals, effect sizes, and
reproducibility metrics ensuring robust scientific validation.

The statistical significance analysis confirms that Health-
Guard framework performance improvements over all baseline
methods achieve statistical significance at the p < 0.001
level with large effect sizes ranging from Cohen’s d = 0.81
compared to the strongest baseline Hydra-TS to d = 3.24
compared to the weakest baseline BPPSVC. Confidence
intervals exclude zero across all comparisons, indicating
robust superiority independent of random experimental
variation. Statistical power exceeds 0.92 for all comparisons,
confirming adequate sample sizes for detecting true
performance differences. Reproducibility analysis across
30 independent trials yields a coefficient of variation below
3.7 percent for mean relative error measurements and below
5.2 percent for adversarial attack success rates, demonstrating
stable performance characteristics suitable for practical
consumer healthcare deployments.

11) Comprehensive Framework Analysis: Table VI
provides comprehensive performance measurement of the
HealthGuard framework against all baseline methods across
evaluation criteria, including privacy protection strength,
clinical utility retention, computational efficiency, adversarial

and cross-domain generalization capabilities for consumer
healthcare device applications.

The comprehensive framework analysis demonstrates that
HealthGuard achieves superior performance across all evalu-
ation dimensions for consumer healthcare device applications
requiring protection against adversarial inference attacks.
The mean relative error of 0.0650, averaged across datasets
with utility retention of 94.2 percent, represents the optimal
privacy-utility tradeoff among all tested approaches, validating
that temporal-scale adaptive mechanisms effectively concen-
trate protection on physiologically sensitive measurements
while preserving clinical validity.

V. CONCLUSION

This study developed and validated the HealthGuard,
a full-scale privacy-sensitive framework, which addresses the
pressing necessity to protect healthcare devices of consumers
against the advanced adversarial inference attacks, preserving
the clinical utility of the medical devices by redressing the
legitimate medical purposes. The validation on PAMAP2
and WESAD datasets comparing HealthGuard against eight
baseline methods demonstrates membership inference attack
reduction to an 8.7 percent success rate, a mean relative
error of 0.065, 94.2 percent utility retention, and 62 percent
lower computational overhead. However, this framework was
focused on finite streams of data, but the clinical settings usu-
ally consist of continuous data streams that are unlimited and
need alternative privacy protection techniques. Future research
opportunities consist of the expansion of the framework
to multi-dimensional health sector data privacy protection,
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creation of mechanisms of unlimited data streams in

medical practice, and an increase in adversarial defense against
the changes in attack scenarios.
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