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Abstract—The Internet of Medical Things (IoMT) has
transformed traditional healthcare systems by enabling
real-time monitoring, remote diagnostics, and data-driven
treatment. However, security and privacy remain significant
concerns for IoMT adoption due to the sensitive nature of
medical data. Therefore, we propose an integrated frame-
work leveraging blockchain and explainable artificial intel-
ligence (XAI) to enable secure, intelligent, and transpar-
ent management of IoMT data. First, the traceability and
tamper-proof of blockchain are used to realize the secure
transaction of IoMT data, transforming the secure transac-
tion of IoMT data into a two-stage Stackelberg game. The
dual-chain architecture is used to ensure the security and
privacy protection of the transaction. The main-chain man-
ages regular IoMT data transactions, while the side-chain
deals with data trading activities aimed at resale. Simul-
taneously, the perceptual hash technology is used to real-
ize data rights confirmation, which maximally protects the
rights and interests of each participant in the transaction.
Subsequently, medical time-series data is modeled using
bidirectional simple recurrent units to detect anomalies
and cyberthreats accurately while overcoming vanishing
gradients. Lastly, an adversarial sample generation method
based on local interpretable model-agnostic explanations
is provided to evaluate, secure, and improve the anomaly
detection model, as well as to make it more explainable
and resilient to possible adversarial attacks. Simulation re-
sults are provided to illustrate the high performance of the
integrated secure data management framework leveraging
blockchain and XAI, compared with the benchmarks.
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of Medical Things (IoMT), secure data management,
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I. INTRODUCTION

IN THE age of digital transformation, the healthcare sector
has not remained untouched by the sweeping wave of techno-

logical advancements. The emergence of the Internet of Medical
Things (IoMT) is a testament to the profound changes that have
been ushered into healthcare [1], [2], [3]. IoMT, a confluence of
medical devices and applications that connect to healthcare IT
systems through online networks, has redefined the contours of
patient care and medical data management. IoMT has bridged
the gap between traditional healthcare practices and the demands
of a rapidly evolving digital world by facilitating real-time mon-
itoring, enabling remote diagnostics, and promoting data-driven
treatment [4]. However, as with any technological evolution, the
IoMT brings challenges that must be addressed to harness its
full potential. At the forefront of these challenges is the issue
of security and privacy. Medical data, inherently sensitive and
personal, demands the highest levels of protection [5], [6].

The integration of blockchain with the IoMT is emerging as
a beacon of hope in the face of mounting challenges [7], [8],
[9], [10]. This fusion promises to address the vulnerabilities and
inefficiencies inherent in traditional data management systems,
particularly in the medical domain. Blockchain, at its core,
is a decentralized ledger system. Unlike centralized databases
vulnerable to single points of failure, blockchain operates on
a network of nodes [11], [12], [13]. Each node has a copy
of the entire blockchain, ensuring that even if one or more
nodes are compromised, the entire system’s integrity remains
intact. This decentralized nature of blockchain offers robustness
and resilience that traditional systems cannot match. The IoMT
encompasses many devices, from wearable health monitors to
smart inhalers. These devices continuously generate sensitive
data, ranging from a patient’s heart rate to medication intake
[14].

The adoption of blockchain alone cannot ensure its integrity
and confidentiality. We can further optimize the security pro-
tocols by conceptualizing these transactions as a two-stage
Stackelberg game. In game theory, the Stackelberg game is
a model of strategic interaction where one player, the leader,
moves first, and the other, the follower, moves after observing
the leader’s action [15]. Translating this to the realm of IoMT and
blockchain, the leader could be the primary data transmitter (like
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an IoMT device), and the followers could be secondary entities
like data receivers or validators. By structuring interactions in
this manner, one can ensure that the primary data transactions
are always a step ahead, further bolstering security. Perceptual
hashing creates a unique digital fingerprint for data, allowing for
easy identification and verification [16], [17], [18]. By using this
technology in conjunction with blockchain, it becomes straight-
forward to confirm the rights and interests of every participant
in an IoMT data transaction.

However, security is but one facet of the challenge. The vast
amounts of data IoMT devices generate necessitate intelligent
systems that can process, analyze, and make sense of this data.
This is where the role of explainable artificial intelligence (XAI)
becomes paramount. XAI, as the name suggests, is not just
about creating intelligent systems but also about making these
systems transparent and understandable [19]. In the context of
IoMT, this means developing models that can accurately detect
anomalies and cyberthreats and explain their decision-making
processes in a comprehensible manner to humans. Using bidi-
rectional simple recurrent units (Bi-SRU) for modeling medical
time-series data addresses the challenge of accurate anomaly
detection [20]. Bi-SRU performs exceptionally well in anomaly
detection within IoMT-generated medical time-series data, es-
pecially compared to standard recurrent neural network (RNN)
or long short-term memory (LSTM) networks. Its bidirectional
architecture captures temporal dependencies more effectively
and is designed to mitigate the vanishing gradient problem,
thus enhancing performance. Traditional models often grapple
with the issue of vanishing gradients, which can impede their
performance. This limitation can be effectively overcome by
leveraging Bi-SRU, paving the way for more accurate and effi-
cient anomaly detection.

Nevertheless, the quest for a robust and secure IoMT data
management system continues. The ever-evolving landscape of
cyber threats demands that these models not only detect anoma-
lies but also remain resilient in the face of adversarial attacks.
The necessitates the development of methods that can assess, im-
prove, and secure the anomaly detection model. This is achieved
by using an adversarial sample generation method based on
local interpretable model-agnostic explanations (LIME) [21].
By enhancing the explainability of the model and ensuring its
robustness, this method ensures that the IoMT data management
system remains transparent and secure.

To address the incongruity between reducing dimensions
and preserving features in imbalanced industrial Big Data, the
authors introduced a novel learning model called variational long
short-term memory (VLSTM) for intelligent anomaly detection,
which relies on reconstructed feature representations [22]. In
[23], the authors introduced the weighted isolation forest and
siamese gated recurrent unit (WIF-SGRU) algorithm to detect
anomalies in scenarios with limited sample data. In [24], the
authors presented an improved autoencoder for unsupervised
anomaly detection (IAEAD). In [25], the authors proposed a
data anomaly detection method named BS-iForest (box plot-
sampled iForest) for wireless sensor networks based on a vari-
ant of isolation forest. In [26], the authors proposed a novel

end-to-end model that integrates the one-class support vector
machine (SVM) into a convolutional neural network (CNN),
named the deep one-class (DOC) model. In [27], the authors
introduced and put into operation the SAnDet (software-defined
networking anomaly detector) framework, a system for detecting
anomalies based on intrusion, tailored to leverage the function-
alities provided by software-defined networking architecture,
serving as a controller application. In [28], the authors put
forward a proficient method for anomaly detection known as
AnoGLA, which considered the intricate communication pat-
terns among network structure and node attributes.

In conclusion, integrating blockchain and XAI offers a holistic
solution to the challenges posed by the IoMT. The proposed
framework differs by incorporating a two-stage Stackelberg
game into the blockchain model for IoMT data transactions,
a novel approach. Additionally, integrating perceptual hash
technology for data rights confirmation is a unique feature that
maximizes participant protection. The framework is designed to
fortify data management within the IoMT ecosystem by harness-
ing the inherent security features of blockchain technology. By
integrating these features, we aim to provide a robust solution
for securely managing sensitive medical data transactions. To
further bolster the analytical capabilities of the framework, we
employ Bi-SRU, which is adept at processing and analyzing
time-series medical data, providing enhanced anomaly detec-
tion while circumventing the limitations posed by vanishing
gradients that often afflict traditional recurrent neural networks.
Additionally, we refine the framework’s security posture and
interpretability by integrating an adversarial sample generation
method that LIME informs. Accordingly, the contributions of
this work are summarized as follows.

1) This study introduces an integrated framework that com-
bines the strengths of blockchain and XAI to manage
IoMT data securely and intelligently, addressing the
pressing security and privacy concerns in the IoMT land-
scape.

2) This study leverages blockchain’s traceability and
tamper-proof characteristics to ensure the secure transac-
tion of IoMT data. By transforming these transactions into
a two-stage Stackelberg game, we offer a novel approach
to data security.

3) To address the challenges of anomaly and cyberthreat
detection in medical time-series data, this study models
the data using Bi-SRU, which enhances detection accu-
racy and overcomes the common problem of vanishing
gradients that many traditional models face.

4) This study proposes a method based on LIME for ad-
versarial sample generation. This method serves multiple
purposes: it assesses, improves, and secures the anomaly
detection model. By enhancing the model’s explainabil-
ity, it ensures that the system remains transparent. Addi-
tionally, it fortifies the model against potential adversarial
attacks, ensuring robustness.

The rest of the paper is organized as follows. Section II
studies the blockchain-based IoMT data security transaction
scheme. Section III presents an IoMT secure data management
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Fig. 1. Dual-chain architecture diagram of IoMT data security transac-
tion scheme.

framework based on Bi-SRU and XAI. The experimental study
is conducted in Section IV. Section V provides our concluding
remarks along with the directions for future research.

II. BLOCKCHAIN-BASED IOMT DATA SECURITY

TRANSACTION SCHEME

There are three types of entities in the proposed IoMT data
security transaction scheme: IoMT devices, users, and IoMT
data brokers. The scheme uses a dual-chain architecture for
IoMT data transactions, and the main-chain supports ordinary
IoMT data transaction behaviors, that is, data transactions be-
tween IoMT devices and users. Dual-chain architecture offers
several advantages over traditional single-chain approaches re-
garding performance, scalability, and security. By separating the
main chain and side chain transactions, the dual-chain design
enables efficient handling of different types of transactions,
reducing latency and improving throughput. The isolation of
the chains also enhances security by minimizing the impact
of potential attacks and providing enhanced privacy features.
However, the dual-chain architecture may introduce additional
complexity and coordination overhead compared to single-chain
approaches.

The profit game is mainly calculated and traced by the trans-
action records on the main-chain. On the sidechain, resale price
agreement, profit distribution, and other data trading behaviors
with resale as the goal are completed between IoMT devices
and IoMT data brokers. This design choice is instrumental in
addressing the unique demands of IoMT ecosystems, where
rapid processing of large data volumes must not compromise
the stringent security requirements associated with patient data.
The dual-chain approach enhances the scalability and flexibility
of data management in IoMT and ensures greater resilience
against unauthorized alterations, thereby fortifying the trust in
digital healthcare infrastructures. The overall architecture of the
scheme is shown in Fig. 1. The Fabric cross-channel way is
used to realize the dual-chain architecture. The notary node is
used to carry out cross-chain calls of smart contracts (chain
codes) between channels. The peer node is consistent with the
single-chain execution and can perform basic operations on

Fig. 2. Registration process.

smart contracts. Under the dual-chain architecture, notary nodes
can query and trace the ledgers of different channels.

A. Registration of Transaction Participants

Anyone who can participate in current public blockchain
transactions gets verified without authentication, there are no
restrictions on participation, transparency is high, and since
many users have transaction records, integrity is guaranteed.
However, anonymous users have malicious behavior, usually
in fake transactions, which increases the waiting time for le-
gitimate transaction verification, as the blockchain verifies all
transactions, eventually overloading the system network. In the
proposed scheme, users must complete authentication to prevent
fake transactions, and any individual who wants to act as IoMT
data brokers or make transactions in the system must go through
the corresponding authentication process. The authentication
process is carried out off-chain, and the whole process is divided
into two steps: user registration and verification. TTP stands for
trusted third party, as shown in Fig. 2.

The user registration process is divided into two steps, which
are the generation of user identity parameters and the saving of
identity information.

Step 1: The user generates public parameters GenInfo→
(PKU, SKU, ID, pwd), which are the user’s public key, pri-
vate key, identity ID, and password to enter the system.

Step 2: The user sends the registration information to TTP using
TTP’s public key.

enc ((ID,H (pwd||H (ID)) , PKU ) , PKTTP ) . (1)

where H(pwd||H(ID)) represents the hash of identity ID and
password, which is used for verification in subsequent steps.
After receiving the user information, the TTP decrypts it with
the private key SKTTP and stores it in the server for storage.

B. Profit Game

First, the profit distribution game process of loMT devices and
IoMT data brokers in the transaction is described in stages. The
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maximum profit calculation of IoMT devices and the maximum
profit constraints are shown in (2).

max
r,y

P (r, y) =
∑
i∈I

∑
j∈J

∑
k∈K

(1− rik)pkyijk

+
∑
j∈J

∑
k∈K

(pk − c0jk)y0jk

s.t.
∑
i∈I

yijk + y0jk = δjk , (∀j ∈ J, ∀k ∈ K)

yijk ∈ {0, 1} , (∀i ∈ I, ∀j ∈ J, ∀k ∈ K)

rik ∈ [0, 1] , (∀i ∈ I, ∀k ∈ K) . (2)

where P (r, y) represents the profit of IoMT devices, I , J , and
K represents the node set and dataset, 1− rik represents the
revenue share of IoMT devices after each round of reselling
data, and pk represents the price of selling a certain data. yijk is
quantitative, and a value of 1 means that node i sends data k to
node j.

This scheme allows IoMT data buyers to become IoMT data
brokers, but the buyers need to reach distribution price and
profit distribution with IoMT devices on the sidechain. After
that, the designated user can participate in the sales behavior
through the main-side chain contract anchor. The game process
of calculating the maximum profit of IoMT data brokers is shown
in (3).

max
r,y

R (r, x, y) =
∑
j∈J

(rikpk − cijk) yijk − xikpk

− lik ln
1

1 + ok − xikok

s.t. xikδjk � yijk, (∀i ∈ I, ∀j ∈ J, ∀k ∈ K)

xik ∈ {0, 1} , (∀i ∈ I, ∀k ∈ K) . (3)

where R(r, x, y) represents the profit maximization game pro-
cess of IoMT data brokers, rik represents the profit share of
reselling data after the buyer becomes IoMT data brokers,
(rikpk − cijk)yijk represents the final profit obtained by IoMT
data brokers, xikpk represents IoMT data brokers have paid for
IoMT data k and downloaded and stored it to their nodes, and
lik ln

1
1+ok−xikok

represents the cost of storing IoMT data k is
related to the size of IoMT data k and the measurement weight
lik of cost.

C. Transaction Authority Control

The buyer needs to provide a zero-knowledge proof to the
trusted node, and the trusted node calls the smart contract to
return the encrypted hash value and the corresponding IoMT
devices or IoMT data brokers’ public key to the buyer [29]. The
zero-knowledge proof steps are as follows.

Step 1: Setup(α, β, γ, δ, x← Z∗p). The parameters σ and τ are
generated by selecting random numbers in the integer field
Z∗p.

σ = ([σ1]1, [σ2]2) . (4)

σ1 =

(
α, β, δ,

{
xi
}n−1
i=0

,

{
xit (x)

δ

}n−2

i=0

)
. (5)

σ2 =
(
β, γ, δ,

{
xi
}n−1
i=0

)
. (6)

τ = (α, β, γ, δ, x) . (7)

Step 2: Prove(π ←∏
σ). Select two random numbers r and s

and compute π =
∏

σ = ([A]1,[C]1, [B]2).

A = α+
m∑

i = 0

αiui (x) + rδ. (8)

B = β +

m∑
i = 0

αivi (x) + sδ. (9)

C =

∑m
i=l+1 αi (βui (x) + αivi (x)+wi (x)) + h (x) t (x)

δ

+As+ rB − rsδ. (10)

Step 3: Verify(0/1← ϕ). Verify whether the equality is equal
through (16) to determine whether the verification is passed,
0/1 represents the flag of whether the verification is passed
or not. If the verification is passed, the trusted node needs
to send the cryptographic hash value and the corresponding
Rivest–Shamir–Adleman public key. If the verification fails,
it will return the verification failure result.

[A]1·[B ]2 = [α]1·[β]2

+

l∑
i = 0

αi

[
βui (x) + αivi (x) + wi (x)

γ

]
1

[γ]2+[C]1 · [δ]2. (11)

D. Transaction Authorization Verification

Resale rights are confirmed and verified in this scheme
through main-side chain coordination. IoMT devices submit
the perceptual hashing value of IoMT data on the side-chain
(using pHash perceptual hashing algorithm), and use discrete
cosine transform to reduce the frequency of multimedia data.
The pHash applies a discrete cosine transform to the multimedia
data to reduce the frequency and generate a compact hash value.
This hash value is then stored on the blockchain, allowing for
efficient comparison and verification of data rights. The smart
contract compares the similarity of hash values to confirm data
ownership and permissions.

In the transaction authority control and verification process,
smart contracts play a crucial role. The main functionalities of
the smart contracts include storing and verifying the crypto-
graphic hash values of IoMT data, managing access control
policies, and executing the verification logic. When a data trans-
action is initiated, the smart contract retrieves the corresponding
hash value from the blockchain and compares it with the pro-
vided hash value. It then checks the access control policies to
ensure the requesting party has the necessary permissions. If the
verification is successful, the smart contract authorizes the trans-
action and updates the blockchain state accordingly. Specific
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events or transactions trigger the execution of smart contracts
and are automatically enforced by the consensus mechanism of
the blockchain network.

E. Stackelberg Gaming Profit Distribution

This subsection will use Stackelberg game theory to break
down the profit distribution process. Stackelberg game belongs
to the master-slave game model in this paper. Followers are
IoMT data brokers who want to resell IoMT data, and the leader
is IoMT devices. The game’s strategy is that IoMT devices allow
IoMT data brokers to resell the IoMT data in the division r, and
that IoMT data brokers store and sell IoMT data x and y. The
calculation of the maximum values of P (r, y) and R(r, x, y)
determines the maximum payout of a player in a finite order
Stackelberg game.

The two-stage Stackelberg game is particularly suited for
scenarios where one party’s decisions influence the subsequent
choices of others. In the context of IoMT, data transmitters, as
leaders, first establish security protocols, anticipating potential
actions from receivers. As followers, the receivers respond to
these protocols, aiming to maximize their utility, which could
include data integrity, access speed, and confidentiality. The
Stackelberg model facilitates the identification of equilibrium
strategies that ensure optimal security measures are in place,
allowing for predicting outcomes from these interactions and
enabling the system to adapt proactively to various strategic
moves by either party. The two-stage Stackelberg game Nash
equilibrium is calculated as follows.

P (r∗, y∗) ≥ P (r, y∗) , ∀r. (12)

R (x∗, y∗, r∗) ≥ R (x, y, r∗) , ∀x, y. (13)

where x∗, y∗, and r∗ are the optimal values of x, y, and r,
indicating that the Nash equilibrium can be reached fastest under
these values.

To analyze the Nash equilibrium of the two-stage Stackelberg
game, we need to analyze stage 2 first: the maximum return
maxR(r, x, y) of IoMT data brokers according to (3). For the
objective function, the key variable that determines the profit of
IoMT data brokers is xik, which turns the originally quantitative
xik into a discrete variable within [0, 1]. Since the change of xik

will increase monotonically with the quantification of yijk, the
constraint function (4) will become

xik δjk = yijk , ∀i ∈ I, ∀j ∈ J, ∀k ∈ K. (14)

Substitute (15) into (3), and find the first derivative to calculate
the maximum value,

∂R (x, y)

∂xik

=
∑
j

rikpkδjk −
∑
j

cijkδjk − pk − oklik
1 + ok − xikok

.

(15)

Since (15) is a concave function, let ∂R(x,y)
∂xik

= 0, xik can be
converted into a discrete variable in [0, 1], and we have

x∗ik = − lik
rikpk

∑
j δjk −

∑
j cijkδjk − pk

+ 1 +
1

ok
. (16)

To ensure that x∗ik is a discrete variable in [0, 1], the following
constraints need to be added.

rikpk
∑
j

δjk −
∑
j

cijkδjk − pk ≤ oklik. (17)

⎛
⎝rikpk

∑
j

δjk −
∑
j

cijkδjk − pk

⎞
⎠ (ok + 1) ≥ oklik. (18)

Equation (17) ensures that xik ≤ 1, and (18) ensures that
xik ≥ 0. After the above steps, xik is quantitatively transformed
from 0, 1 to a discrete variable within [0, 1].

III. BI-SRU AND XAI –BASED IOMT SECURE DATA

MANAGEMENT FRAMEWORK

This section uses anomaly detection using Bi-SRU and XAI
to address different aspects of data security and transparency in
IoMT transactions.

A. Anomaly Detection Using Bi-SRU

Anomaly detection is a technique used to identify unusual
patterns or deviations from the norm in data. In IoMT data
security, this could be used to detect abnormal behavior or data
patterns that might indicate a security breach or unauthorized
access. Bi-SRU effectively captures dependencies in sequential
data, which could help analyze IoMT data streams. Anomaly
detection using Bi-SRU can be a part of the IoMT data security
scheme. It can help identify unusual patterns in IoMT data trans-
actions, potentially signaling security breaches or unauthorized
access, which aligns with the scheme’s goal of ensuring data
integrity and security. Bi-SRU employs bidirectional processing,
allowing the model to capture dependencies in both forward and
backward directions. Additionally, Bi-SRU utilizes a reset gate
mechanism with skip connections, alleviating the vanishing gra-
dient problem by providing direct access to earlier hidden states.
This enables the model to effectively maintain information flow
and learn from long-range dependencies.

IoMT applications play a pivotal role in modern healthcare
by continuously generating vast amounts of data, particularly
multivariate time series data. This data type captures various
measurements recorded over time, such as heart rate, blood
pressure, temperature, and more. The complexity of IoMT data
is heightened by intricate seasonal patterns operating at multiple
scales, making it a unique and challenging dataset to work with.
The architecture is shown in Fig. 3.

The forward and backward SRU capture dependencies in both
directions. Consider a sample sequence:

The forward pass is as follows.

�h1 = f (T1, BP1, HR1) �h2

= f
(
T2, BP2, HR2,�h1

)
�h3 = f

(
T3, BP3, HR3,�h2

)
.

(19)
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Fig. 3. Bi-SRU architecture.

where�ht is the forward encoding at timestep t, Tt is the temper-
ature at timestep t, BPt is the blood pressure at timestep t, and
HRt is the heart rate at timestep t.

And the backward pass is as follows.

←
h3 = f (T3, BP3, HR3)

←
h2 = f

(
T2, BP2, HR2,

←
h3

) ←
h1

= f
(
T1, BP1, HR1,

←
h2

)
. (20)

where
←
ht is the backward encoding at timestep t.

The final encoding at each step contains both contextual
information.

h1 =
[
�h1;

←
h1

]
h2 =

[
�h2;

←
h2

]
h3 =

[
�h3;

←
h3

]
. (21)

where ht is the final concatenated encoding at timestep t.
This allows capturing long-range dependencies in complex

IoMT data.
A single SRU contains a memory cell ct and forget gate ft:

x̃t = Wxgxt + bg ft = σ (Wfgxt + bf ) ct

= ft 	 ct−1 + (1− ft)	 xt yt = g (ct) . (22)

where xt is the input, W , b are learned weights and biases, σ is
the sigmoid activation, g is the output activation, and	 denotes
element-wise multiplication.

A reset gate rt with skip connections tackles vanishing gra-
dients:

rt = σ (Wrgxt + br) yt=rt 	 g (ct) + (1− rt)	 xt. (23)

The model is trained on normal IoMT data. At test time,
anomaly scores are calculated using reconstruction error be-
tween the Bi-SRU embeddings and original input.

The error distribution can be modeled as a Gaussian:

p (x) =
1

σ
√
2π

e−
(x−μ)2

2σ2 . (24)

The error valuex is converted into an anomaly score s ∈ [0, 1]
using the Gaussian CDF:

s = 1− Φ

(
x− μ

σ

)
. (25)

Fig. 4. LIME-based adversarial sample generation.

By leveraging Bi-SRU and modeling the reconstruction error
as a Gaussian distribution, the model can effectively detect
anomalies in complex IoMT time series data.

B. XAI for Trust and Transparency

XAI within the IoMT data security scheme can enhance trust
and transparency. Users and stakeholders can better understand
how and why certain decisions are made, such as data access ap-
provals or transaction verifications. The LIME method generates
local explanations for the anomaly detection model’s predictions
by perturbing input features and observing the impact on the
model’s output. We can identify the most influential features
by analyzing these explanations and understanding the model’s
decision-making process. Furthermore, by generating adversar-
ial samples that can fool the model, we can assess its robustness
and iteratively improve its resilience to potential adversarial
attacks.

The generation process of adversarial samples mainly con-
tains four parts: detection (part A), perturbation (part B), reverse
process (part C), and verification (bottom dashed line), as shown
in Fig. 4.

Therefore, the problem solved by the adversarial example
generation method can be described as follows.{

f (x) = mal
f (x+ r) = ben

. (26)

g (x) = g (x+ r) . (27)

where mal (malicious) is the malicious code classification label,
ben (benign) is the benign code classification label,x is the input
of the target classifier f , indicating the features extracted from
the malicious code, r is the perturbation of x (perturbation),
function g is the main program function for obtaining samples,
g(x) is the original main program function of x, and g(x+ r)
is the modified main program function.

The perturbation constant R is used to describe the cost and
ability boundary of the attacker in a specific attack scenario,
that is, the adversarial capability - the ability of the attacker
to modify the sample within a limited cost and keep the main
program properties of the original sample. The following is the
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Fig. 5 Overall architecture of the blockchain-XAI framework for IoMT data management.

general form of R.

R = {(di, si1, si2) si1 ≤ si2, di ∈ [0, 1]}ki=1 . (28)

where k is a positive integer and di, si1, and si2 are real numbers.
R is a k × 3 vector containing k perturbation rules. ith denotes
the ith perturbation rule, and usually, one or two perturbation
rules are used to describe one kind of feature, corresponding to
addition and deletion rules.

The LIME-based adversarial sample generation method in-
volves perturbing the input features of normal samples to create
adversarial examples that can fool the anomaly detection model.
The perturbations are guided by the local explanations provided
by LIME, which highlight the features that have the most
significant impact on the model’s predictions. By iteratively
modifying these influential features, we generate adversarial
samples close to the model’s decision boundary. These samples
are then used to evaluate the model’s robustness by testing
its ability to classify them as normal or anomalous correctly.
The insights gained from this evaluation are used to fine-tune
the model’s parameters, update the feature representation, or
incorporate additional regularization techniques to improve its
resilience against adversarial attacks.

In the LIME method, a simple model g is chosen to simulate
the target classifier, and in this case a linear model is used as an
example, so that g(x) can be expressed as follows.

R = {(di, si1, si2) si1 ≤ si2, di ∈ [0, 1]}ki=1 . (29)

where ω = {ω1,ω2,ω3, · · · ,ωm} is a parameter of g.
In the context of IoMT anomaly detection, the explanations

generated by the LIME-based method can be presented as user-
friendly to healthcare professionals and patients. For instance,
when an anomaly is detected in a patient’s vital signs data,
the system can provide an explanation highlighting the specific

features that contributed to the anomaly, such as an unusual
heart rate pattern or a sudden drop in oxygen saturation levels.
This explanation can help healthcare professionals understand
the underlying reasons for the anomaly and take appropriate
actions. Similarly, when the system recommends a particular
treatment plan, it can explain the key factors considered, such as
the patient’s medical history, current symptoms, and predicted
outcomes. This transparency allows healthcare professionals
to assess the reliability and validity of the recommendation,
fostering trust in the system.

Fig. 5 depicts the overall architecture of the blockchain-XAI
framework for IoMT data management. Users, including pa-
tients, healthcare providers, and insurers, can access data or
analytic outputs governed by smart contracts. Perceptual hashes
verify the integrity and authenticity of data flowing across this
pipeline.

IV. EXPERIMENTS

A. Blockchain-Based IoMT Scheme

The blockchain-based IoMT data security transaction scheme
proposed in this paper uses simulation experiments to test rel-
evant performance. The simulation configuration is i7-11370H
3.30GHz CPU, 32 GB memory, and Raspberry Pi 4B ARM de-
velopment board. The scheme is divided into three aspects: smart
contract performance testing, zero-knowledge proof efficiency
test, and gaming profit distribution change test.

1) Smart Contract Performance: RNN model temporal se-
quences but suffer from long-term dependency problems.

We test the running time and throughput of smart contracts
used in the blockchain-based IoMT data security transaction
scheme: the advantages of a dual-chain architecture compared
to a single chain; generated and verified zero-knowledge proofs
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Fig. 6. Running time of chain code, throughput test and throughput
test results under dual chain and single chain.

under different numbers of leaf nodes; finally, the profits of IoMT
devices and IoMT data brokers are tested when using a two-
stage Stackelberg game. The IoMT data transaction process is
simulated using the Caltech-256 dataset [30].

Figs 6(a) and (b) show the running time of smart con-
tracts and throughput test results. Seven main functions are
tested: IoMT device registration, buyer registration, IoMT data
search, price agreement, perception hash detection, main-chain
IoMT data transaction, and node zero-knowledge proof ver-
ification. Figs 6(c) and (d) show the comparison results of
throughput in double-chain and single-chain architecture in
blockchain-based IoMT data security transaction schemes under
three nodes, which is a comparison of throughput in query.
Through experiments, it can be seen that Fig. 6(c) corre-
sponds to 500 trading volumes, and Fig. 6(d) corresponds
to 2000 trading volumes. In the case of larger trading vol-
umes, throughput has a significant improvement, and double-
chain query has obvious advantages compared with a single
chain.

2) Zero-Knowledge Proof Efficiency: Compared with the
mainstream zero-knowledge proof frameworks PGHR13 and
Bulletproof, the blockchain-based IoMT data security trans-
action scheme simplifies sending the commitment value. The
efficiency of the generation time and verification time of the
zero-knowledge proof in the blockchain-based IoMT data se-
curity transaction scheme is tested when the value is the same.
The results are shown in Figs 7(a) and (b). Experiments have
proven that the blockchain-based IoMT data security transaction
scheme significantly improves generation and verification time
compared with existing schemes.

3) Gaming Profit Distribution Changes: Fig. 7(c) and (d)
show the profit income of the participants when the price of
IoMT data items increases and the revenue profit share remains

Fig. 7. Zero-knowledge proof efficiency comparison and distribution
trading advantage.

constant. Fig. 7(c) shows the profit situation after IoMT devices
sell data alone. After joining IoMT data brokers, the profit
of IoMT devices significantly improved. Fig. 7(d) shows the
change in the total profit of IoMT data brokers when the price of
IoMT data increases and the rik is constant. With the increasing
price of IoMT data items, the profit of IoMT data brokers also
shows a linear increase.

B. IoMT Secure Data Management Framework

1) Bi-SRU Anomaly Detector: The experiments are per-
formed on the UNSW-NB15 and ToN_IoT datasets containing
modern IoMT attack data [31]. A total of nine different attack
types are included, which are password attacks, ransomware,
scanning, backdoor, denial of service (DoS), distributed DoS
(DDoS), man in the middle (MITM), code injection, and cross-
site scripting (XSS).

Additionally, normal background traffic without any attacks
is also included. The diverse attack types allow a thorough
evaluation of anomaly detection performance.

Raspberry Pis, Arduinos, sensors, medical devices, etc., gen-
erate 24GB of labeled network traffic over 16 days. Unlike
outdated synthetic datasets, this testbed effectively represents
a natural healthcare IoMT deployment. Each network flow is
treated as one timestep with 43 features, including protocol,
packet size, flags, source IP, destination IP, etc. The hyper-
parameters are tuned using random search optimization. The
model is trained for 100 epochs with early stopping based on
the validation loss. The experiments are performed with an Intel
Core i7-11370H 3.30GHz CPU, 32GB RAM, and NVIDIA RTX
A2000 GPU.
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TABLE I
COMPARISON OF ANOMALY DETECTION PERFORMANCE

The proposed Bi-SRU anomaly detector is compared against
state-of-the-art recurrent neural networks and classical detection
algorithms: VLSTM [22], WIF-SGRU [23], IAEAD [24], BS-
iForest [25], DOC [26], SAnDet [27], AnoGLA [28].

The anomaly detection performance of the proposed Bi-SRU
model is compared to state-of-the-art benchmarks. The average
results over ten runs on the ToN_IoT dataset are presented in
Table I.

The Bi-SRU model achieves a considerably higher accuracy
of 99.72% compared to VLSTM (96.42%) and WIF-SGRU
(97.84%). The precision, recall, and F1-score are also substan-
tially improved. This empirically demonstrates the superiority
of modeling IoMT time series data using Bi-SRU compared to
standard recurrent networks. Among classical techniques, the
IAEAD achieves the highest accuracy of 96.82%. However, the
proposed Bi-SRU model outperforms it substantially by nearly
3%, demonstrating the effectiveness of Bi-SRU for intrusion
detection in IoMT networks. The precision, recall, and F1-score
metrics are also markedly higher.

Then, the detection accuracy on each of the nine IoMT attack
types between Bi-SRU and benchmarks is shown in Table II.

The high accuracy of the Bi-SRU model in detecting various
IoMT attack types, as demonstrated in Table II, positively im-
pacts the XAI-driven intelligent IoMT secure data management
framework. The exceptional performance of the Bi-SRU model
in detecting a wide range of IoMT attack types ensures compre-
hensive security for healthcare systems, significantly enhancing
the ability to identify potential threats, including common attack
vectors like password breaches, ransomware, scanning, and
more. The Bi-SRU model’s high accuracy means it can detect
IoMT attacks early, which is crucial for mitigating potential
damage and reducing the impact of cyberattacks on medical data
and patient safety. With its superior performance, the Bi-SRU
model is less likely to generate false alarms, which can disrupt
healthcare operations and lead to unnecessary interventions,
more efficient use of resources, and a reduction in false positives.

2) LIME-based Adversarial Sample Generation: Attack ex-
periments and comparison experiments are carried out sepa-
rately to verify the effectiveness of the LIME-based adversarial
sample generation (LASG) method proposed in this paper. The
attack experiment is used to test the attack effect of the proposed
method on the target classifier. Comparison experiments are
used to compare with similar methods to strengthen the theory’s
validity.

This paper collects two disjoint sets of Win32 PE files, and
for each PE file, the ASM file generated by the disassembly of
its IDA pro is used to represent the PE file. The benign samples
are derived from applications from over 50 vendors installed
in the system image. The malicious samples contain ASM files
corresponding to 10868 Win32 PE malware programs from nine
malicious code families, including Ramnit and Lollipop.

Since the attacker hopes that the identified initially malicious
samples will be marked as benign after being changed into
adversarial samples, the difference between the true positive
rate TPR before and after the attack is the proportion of effective
adversarial samples. For intuitive consideration, the ratio of the
difference between the TPR before and after the attack and
the TPR before the attack is called the attack success rate and is
denoted as ASR, then

ASR = 1− TPRafter

TPRbefore
. (30)

To thoroughly test the effect of the method, the target clas-
sifiers can be divided into 18 according to the used algorithms
or feature differences, as shown in Table III, including LASG,
BS-iForest, DOC, multilayer perceptron (MLP) [32] algorithms,
and the features include API, opc-2gram, opc-3gram.

The alg set represents the algorithm, and the fea set represents
the feature, the cartesian product of the alg and fea sets. There
are 12 ordered pairs of combinations (#1 to #12 in Table III), and
a number represents a combination. For example, #1 represents
(API, IAEAD), a classifier trained using API features and the
IAEAD algorithm. Considering that the MLP-based model may
have significant property differences according to the number of
hidden layers, two additional groups of classifiers with different
numbers of layers are set for #10 to #12 classifiers, so there are
18 target classifiers.

In the attack experiment, 60% of the malicious sample data set
is used to train the target classifier. The LASG method generates
adversarial samples of the above 180 attack samples to attack
each target classifier. The disturbance constant is used to control
the disturbance size, and the disturbance size-TPR diagram and
disturbance size-ASR diagram were plotted to obtain the attack
effect under different disturbance intensities. To further enhance
the persuasion, this paper designs a comparative experiment:
MalGAN and ZOO, two advanced black box adversarial sam-
ple generation methods, generate adversarial samples of attack
samples, attack #1, #4, #7, #10, #13, #16 classifiers, record the
changes before and after TPR attack, and perform comparative
analysis with LASG method.

Fig. 8 shows the change graphs of TPR and ASR generated by
attacking each target classifier by generating adversarial samples
based on different perturbation dimensions (pd). Looking at the
TPR graph, it can be found that the TPR of 18 classifiers drops
to the level close to 0; that is, in the case of high perturbation
cost, the proposed method successfully attacks almost 100% of
any malicious code classifier.

In the comparison experiment, MalGAN and ZOO generate
adversarial samples of attack samples and attack #1, #4, #7, #10,
#13, and #16 classifiers. Each classifier has different properties
and different parameters. We choose the parameters that make
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TABLE II
COMPARISON OF DETECTION ACCURACY

TABLE III
CLASSIFIER SETTING

Fig. 8. Zero-knowledge proof efficiency comparison and distribution
trading advantage.

TABLE IV
API FEATURE CLASSIFIER AND TPR COMPARISON

the adversarial samples more effective. After many experiments,
the summary combined with the LASG method is shown in
Table IV.

It can be seen from Table IV that both MalGAN and the
proposed LASG method have good effects, and the attack effects
are similar (TPR is reduced to a lower level, and the reduction
is similar). ZOO does not perform well in the experiments, with
TPR above 50% after the attack. MalGAN reduces TPR to 0 for
classifiers #1, #10, #13, #16, and 1.67% and 0.56% for classifiers
#4 and #7. The proposed LASG method reduces the TPR of #1,
#4, #10, and #16 classifiers to 0. However, the TPR of #7 and
#13 classifiers dropped to 1.67% and 1.1%, respectively.

The API feature in the experiment is One-Hot, and the corre-
sponding value should be 0 or 1. However, ZOO may have −3,
−1, and 2 values in the feature, and only through screening can
we obtain the required adversarial samples, which will further
reduce the effective adversarial samples. MalGAN is suitable
for One-Hot type features and mainly contrasts the perturbative
dimension of its generated pairs of anti-samples. Table V shows
the average perturbation dimension pd of MalGAN and the pro-
posed LASG method when they achieve good attack effects on
each classifier. Among them, in the case of similar attack effects,
the proposed LASG method has a smaller average disturbance
dimension than the sample generated by MalGAN. This may
be because the proposed LASG method has the design of the
disturbance size of the needle.
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TABLE V
MEAN PERTURBATION DIMENSION OF ADVERSARIAL SAMPLES

TABLE VI
TRAINING TIME COMPARISON (IN SECONDS)

Detecting and addressing these biases is crucial in healthcare
to ensure fairness and avoid discrimination. In the medical field,
explaining why an AI system flags a particular data point as
anomalous is vital.

The proposed blockchain and XAI-driven framework holds
significant potential for transforming healthcare data manage-
ment and improving patient care. By integrating the framework
with electronic health record systems, healthcare providers can
ensure the security, integrity, and privacy of sensitive patient
data while enabling seamless and authorized access across dif-
ferent healthcare entities. The framework can also be deployed
in remote patient monitoring scenarios, allowing for secure
and real-time transmission of vital signs and health data from
IoMT devices to healthcare professionals, enabling timely in-
terventions, personalized treatment plans, and improved patient
outcomes. Furthermore, the framework facilitates secure data
sharing among healthcare providers, fostering collaboration and
knowledge exchange while maintaining patient confidentiality.
Integrating XAI techniques enhances the interpretability and
trustworthiness of AI-driven decision support systems, em-
powering healthcare professionals to make informed decisions.
Overall, the proposed framework has the potential to revolu-
tionize healthcare delivery, enable early disease detection, and
promote personalized medicine while ensuring data privacy and
security.

Subsequently, we conducted experiments on varying-sized
datasets to evaluate the computational efficiency and scalability
of the Bi-SRU anomaly detector. We compared the training and
inference times with the baseline methods. Table VI presents the
training times (in seconds) for different dataset sizes.

The Bi-SRU model demonstrates faster training times than
the baseline methods across all dataset sizes. As the dataset
size increases, the training time grows linearly, indicating good
scalability. Table VII shows the inference times (in milliseconds)
for different dataset sizes.

TABLE VII
INFERENCE TIME COMPARISON (IN MILLISECONDS)

TABLE VIII
SPEEDUP ON DISTRIBUTED COMPUTING ENVIRONMENT

To further assess the scalability of the Bi-SRU model, we eval-
uated its performance in a distributed computing environment
using Apache Spark. Table VIII presents the speedup achieved
by the Bi-SRU model when trained on multiple nodes.

The proposed model exhibits faster training and inference
times than the baseline methods, making it suitable for real-time
IoMT anomaly detection tasks. The linear growth of training
and inference times concerning the dataset size indicates good
scalability. Furthermore, the Bi-SRU model’s ability to achieve
significant speedup in a distributed computing environment
highlights its potential for large-scale IoMT deployments.

V. CONCLUSION

The proposed integrated framework, which combined
blockchain technology and XAI, addressed the critical chal-
lenges surrounding the security, transparency, and intelligent
management of medical data in the IoMT. It enhanced the secure
transaction of IoMT data while protecting privacy and individual
rights, utilizing a dual-chain architecture and perceptual hash
technology. Bi-SRU was used for anomaly detection within med-
ical time-series data, while a LIME-based adversarial sample
generation method enhanced the explainability and robustness of
the anomaly detection model. Simulation results demonstrated
the superior performance of the proposed framework compared
to benchmark solutions.

However, the proposed framework has limitations, such as the
computational overhead associated with blockchain consensus
mechanisms and AI model training. The consensus process can
be resource-intensive, potentially impacting the system’s scala-
bility. Training complex AI models for anomaly detection and
explainability also requires significant computational resources
and time. These limitations can hinder the framework’s deploy-
ment in resource-constrained environments and real-time appli-
cations. Addressing these challenges requires further research
into lightweight consensus algorithms, model compression tech-
niques, and efficient training strategies. Another challenge is the
scalability and performance of the framework in handling large
volumes of IoMT data in real-time. As the number of connected
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devices and the volume of generated data continue to grow, the
framework needs to process and analyze the data efficiently to
support timely decision-making and interventions, which may
require optimizations in terms of data processing, storage, and
transmission protocols.
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