IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 28, 2026

5909

GNSS Jamming and Spoofing Threats in UAV
Navigation: Countermeasure Status
and Challenges

Yejia Zeng", Zukun Lu", Xiaoyu Zhao", Zhu Xiao", Senior Member, IEEE, Shaojie Ni,
Zhu Han", Fellow, IEEE, and Keqin Li", Fellow, IEEE

Abstract—Uncrewed aerial vehicles (UAVs) have become indis-
pensable in both civilian and military applications. However, their
reliance on Global Navigation Satellite System (GNSS)-based
navigation exposes them to escalating threats from sophisticated
jamming and spoofing attacks. These threats severely compro-
mise operational safety and mission integrity, necessitating the
development of effective countermeasures. This survey provides
a comprehensive overview of GNSS interference threats specific
to UAV navigation, with a focus on the analysis of jamming
and spoofing attacks, and summarizes state-of-the-art techniques
for interference detection and mitigation. We first review the
principles of satellite navigation for UAVs and identify the
inherent vulnerability of GNSS signals to interference. Then,
we systematically examine existing countermeasures, includ-
ing signal processing-based, array antenna-based, and artificial
intelligence-based approaches, highlighting their effectiveness
against jamming and spoofing. Despite these advances, significant
challenges remain in ensuring robust UAV navigation in adver-
sarial electromagnetic environments, particularly those arising
from resource constraints, limited algorithmic flexibility, and the
lack of UAV-specific countermeasures. To address these issues,
we propose a hierarchical framework that integrates robust
signal reception, intelligent algorithm optimization, and system-
level collaboration. This framework provides practical strategies
for enhancing the resilience of next-generation UAV navigation
systems to complex interference.
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I. INTRODUCTION

NCREWED aerial vehicles (UAVs) have experienced

rapid growth in both market scale and application
diversity, contributing to the emergence of the low-altitude
economy. In July 2024, the global UAV industry increased
in size by 4.7%, driven by the establishment of more
than 33,000 companies and the filing of more than 29,000
UAV-related patents worldwide [1]. Recent advancements in
sensor technologies and machine learning algorithms have fur-
ther enhanced the environmental perception and autonomous
decision-making capabilities of UAVs [2]. As a result, the
global UAV market is projected to reach USD 25.9 billion
by 2030 [3].

Among the various types of UAVs, medium-sized industrial-
grade UAVs stand out because of their strong environmental
adaptability, high reliability, and favorable cost effectiveness.
Their ability to support diverse mission payloads further
enables the execution of a wide range of operational tasks [4].
These advantages position such UAVs at the core of the grow-
ing low-altitude economy and tactical operations. In civilian
applications, they are widely used for precision agriculture,
power inspection, and disaster management [5]. The use of
UAVs in these applications reduces labor requirements while
improving operational safety. Owing to their flexibility and
cost efficiency, these UAVs are also extensively employed in
military roles, including reconnaissance, target tracking, and
precision strikes [6]. Moreover, UAV swarms with distributed
sensing and network communication have further expanded
the scope of UAV applications (e.g., collaborative search
and rescue missions) [7]. Equipped on these UAVs, multiple
navigation sensors (e.g., Global Navigation Satellite System
(GNSS) and Inertial Navigation System (INS) sensors) not
only provide essential state information (e.g., position and
velocity) to the flight control system but also obtain precise
calibration data for mission payloads to ensure the reliable
execution of these tasks.

As the primary source of navigation data, the GNSS pro-
vides real-time positioning, navigation, and timing (PNT)
services. Advances such as modern GNSS constellations
and real-time kinematic (RTK) methods have significantly
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Fig. 1. GNSS interference-induced catastrophic failures in UAV navigation.
Various UAVs rely on satellite navigation systems for precise navigation
and positioning. However, intentional interference, particularly jamming and
spoofing, compromises navigation functionality. These anomalies pose severe
safety hazards.

improved the accuracy and availability of data, which has pro-
moted high-precision, wide-area, and all-weather navigation
for UAVs [8]. Empirical evidence has shown that RTK-
enhanced systems (e.g., those deployed on the DJI Matrice
series) significantly improve the accuracy of aerial photog-
raphy by improving attitude estimation [9]. Moreover, the
GNSS plays a vital role in multisensor fusion frameworks, as it
corrects inertial navigation drift and enhances the robustness
of visual-odometry systems [10]. This integration highlights
the critical importance of the GNSS in modern UAV systems.

However, the inherent vulnerability of GNSS signals to
interference poses a significant threat to the operational
integrity of UAVs, directly compromising flight safety and
mission success [11]. Intentional interference (e.g., jamming)
degrades precision by increasing random errors, whereas
spoofing reduces accuracy by introducing systematic biases,
collectively compromising the performance of RTK systems
[12]. Disruptions in GNSS services can degrade the accuracy
of flight state estimation, potentially leading to navigation
failure, system crashes, or even structural damage [13]. As
illustrated in Fig. 1, GNSS interference can induce UAV
heading errors, position deviations, and uncontrolled crashes
[14]. In swarm operations, such interference may also induce
relative position shifts within swarms, increasing the risk of
intervehicle collisions [15].

A robust and reliable navigation system is essential for
the successful execution of UAV missions (e.g., agricul-
ture, logistics, and patrols). UAV navigation performance is
often degraded in urban GNSS-denied environments. However,
intentional interference further increases risk by jeopardizing
the UAV platform itself and endangering nearby personnel and
infrastructure, particularly in military operations [11]. Partic-
ularly concerning is the fact that low-cost software-defined
radio (SDR) platforms, such as HackRF One, can generate
interference capable of severely disrupting the commercial
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GNSS receivers commonly used on UAVs [16]. Consequently,
countries are strengthening legislation against GNSS inter-
ference (e.g., the FCC’s jamming device ban [17] and the
European Aviation Safety Agency’s Easy Access Rules [18]).
The latest ICAO Annex 10, released in 2024, formally
introduced critical GNSS safety provisions for UAV opera-
tions. Notably, it established technical criteria for navigation
integrity alerts triggered by interference [19]. Given the grow-
ing dependence on UAVs across various fields, developing
robust countermeasures against such intentional interference
is paramount.

Several studies of UAV satellite navigation safety and inter-
ference countermeasures have been conducted, as summarized
in Table I. Rugo et al. [22] and Hadi et al. [24] surveyed
the cybersecurity threats faced by UAVs from hardware and
software perspectives. Additionally, researchers [29] and [30]
analyzed threats at the overall UAV system level on the basis
of an analysis of real incident cases. Focusing specifically
on UAV swarms, Wang et al. [27] analyzed security attacks
from a data link perspective. In addition to investigating
specific interference types, such as jamming, spoofing, and
data tampering [21], [25], and [28], Burbank et al. [26]
extensively analyzed intentional interference targeting UAV
GNSS receivers, particularly jamming and spoofing attacks.
With respect to interference countermeasures, prior surveys
had distinct focuses and limitations. Although Gyagenda et al.
[23] explored alternative sensor-based navigation in GNSS-
denied environments, they did not address the core challenge
of maintaining GNSS availability under active interference.
Conversely, Morales et al. [20] provided a systematic coun-
termeasure framework, encompassing tasks such as detection
and identification. In addition, Jiang et al. [31] further ana-
lyzed technical categories such as array antenna and signal
encryption-based methods. Nevertheless, these studies lacked
analyses of emerging threats and Al-driven countermeasures.
More importantly, they ignored algorithm performance under
specific UAV constraints.

Collectively, existing studies have three limitations: i) Insuf-
ficient attention to the novel navigation interference faced by
UAVs in application scenarios. In-depth analyses of various
types of navigation interference and the corresponding effects
on UAVs in practical contexts are lacking, particularly in
terms of the summary of emerging threats. ii) Limited cross-
method analysis for evaluating the techniques used to combat
GNSS jamming and spoofing tailored for UAVs. Current
research lacks a comparative analysis of countermeasures tai-
lored specifically to jamming versus spoofing, and technology
selection strategies tailored to specific UAV types have not
been sufficiently explored. iii) Inadequate identification of
challenges from platform resources to strategic responses.
Previous studies generally summarized the relevant technical
challenges without providing comprehensive anti-interference
design insights for enhancing the safety of the GNSS for UAV
systems.

To bridge the current research gaps, our survey systemati-
cally reviews existing detection and mitigation strategies for
GNSS jamming and spoofing in UAV navigation over the
past five years. We analyze, in particular, the shortcomings
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TABLE I
SUMMARY OF SATELLITE NAVIGATION SAFETY RESEARCH FOR UAVS
Reference Years Contents Contributions
Taxonomy of interference types and models: Overview of interference countermeasures:
[20] 2019 o Jamming (e.g., AM, Chirp, and Pulse) e Detection e Localization
e Spoofing (e.g., Meaconing and Intermediate spoofing) o Identification o Suppression
Taxonomy (?f cyb.erattacks on UAVs: Classify attacks based on their attack entry points:
[21] 2021 ¢ s{hannel Jammmg ) L ¢ Radio channels e On-board systems.
e Message attack (interception, deletion, injection, and spoofing) o Messages
e On-board system attack
Review of cyber-security threats of UAVs: A detailed gap analysis of threat solutions:
[22] 2022 o Physical layer attack e Overload to sensors o Vulnerabilities of commu-
o Sensors attack o Risks to supply chain nication
(23] 2022 Multisensor alternatives to address GNSS failure: Current state of GNSS-independent navigation solutions.
o Inertial e Visual o LiDAR
Systematic division of security issues of UAVs: Discussion about emerging technologies:
[24] 2023, Software o Communication o Blockchain usage o Intrusion detection
o Hardware o Machine learning
Taxonomy of cyberattacks on UAVs: Analysis of open security challenges in UAV:
[25] 2024 4 GPS spoofing e Malware o Standardization for vulnerability testing
o Jamming o Data tampering o Extensive deployment and scalability
Taxonomy of factors for a GPS-disrupted environment: Overview of detection and mitigation techniques:
[26] 2024  Multipath o Jamming o Signal statistics-based e Machine learning-based
o Unintentional interference e Spoofing e Antenna array-based
A comprehensive review on the security of UAV swarm networks: Introduction of security technologies to address attacks:
[27] 2024 ° Denial-of-service attacks o Cryptography
o Man-in-the-middle attacks o Blockchain
A detailed category from the view of cyberspace security: Countermeasures are categorized on the basis of the UAV
[28] 2024 * Spoofing attacks o Denial-of-service (DoS) at- system architecture:
e Reply attacks tacks o Software-based o Communication mechanism-
e Jamming attacks e Hardware characteristic- based
based
A systematic analysis of multifaceted cybersecurity threats: Emerging directions to inspire robust and adaptive security
[29] 2025 ¢ Communication links e Onboard controllers architectures:
o Navigation subsystems o Ground control stations o Blockchain integration o Quantum-resistant crypto-
o Federated learning graphic
A detailed examination of RFI in UAV systems based on real-world Comparative insights into mitigation strategies:
[30] 2025 incidents and simulated impacts: o Regulatory practices o Dynamic UAV sensing sys-
o GNSS systems o Instrument Landing Systems o Spectrum filters tems
o Altimeters o Shielding architectures
(31] 2025 A comprehensive review of the classification of GNSS interference: Strength analysis of various anti-interference technologies:
e The principles and impacts of jamming and spoofing o Multiantenna-based o Signal encryption
a) A comprehensive discussion of interference: a) Evaluating metrics and advice for selecting countermeasures:
e Separate analysis of the principles and impacts for jamming and e Detection and identification
spoofing o Mitigation and suppression
Our work e Introduction of emerging interference (e.g., adaptive interference, b) Multilevel framework in response to current challenges for
covert interference, and multidimensional interference) future development:
b) Techniques for interference detection and mitigation: o Signal reception improvements
o Signal processing o Artificial intelligence o Algorithmic improvements
e Array antennas o System advancements
of current countermeasures and the challenges associated with scenarios and case studies. In addition to conventional
considering size, weight, and power (SWaP) constraints. interference, we specifically summarize the emerging

A. Contribution

threats and review the current countermeasures adopted
by UAVs in different application scenarios.

The key contributions of this survey can be summarized as e We separately classify countermeasures for jamming and
follows. spoofing and review recent advances in interference
e We conduct a detailed analysis of GNSS interference detection and mitigation, with comparative analysis to

specific to medium-scale UAVs on the basis of real-world elucidate trade-offs across approaches. We subsequently
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Fig. 2. Survey organization and sectional overview of GNSS anti-interference research for UAV navigation.

TABLE I
TYPICAL ROTORCRAFT UAV TYPES AND APPLICATION SCENARIOS

Maximum takeoff

Risks faced by navigation

Types X Specific scenarios Navigation systems
weight systems

Racing, filming, and Low-cost GPS and visual Data link jamming and ambient
FPVs < 5kg L . o

emergency searches navigation light limitations

. Single-frequency GPS/Beidou

Disaster rescue, power . o . .

. . . satellite navigation, Inertial GNSS spoofing, Urban multipath
Small UAVs 5kg to 25kg inspection, and environmental .

o Measurement Unit (IMU), effects
monitoring . . o
visually assisted localization

Logistics distribution, Multiconstellation and
Medium o . .
UAV 25kg to 150 kg precision agricultural, target multifrequency GNSS, dual- GNSS jamming, GNSS spoofing

S
positioning and tracking antenna RTK
Large-scale logistics Anti-interference GNSS . . .
. . ) . Military GNSS jamming and
Large UAVs >150kg transportation and material receiver and multisource
) . o GNSS covert spoofing
delivery fusion navigation

perform semiquantitative evaluations to provide practical ~with UAVs and the receiving and processing of GNSS signals.
selection guidelines for diverse UAV application scenar-  Section III provides an overview of jamming and spoofing
ios. Special attention is given to Al-based approaches, and briefly summarizes existing countermeasures. Sections IV
with a critical analysis of their effectiveness in different and V delve into detection and mitigation for jamming and
learning paradigms under several constraints. spoofing. Section VI highlights the current challenges in UAV

e Furthermore, we identify the key challenges associated anti-interference navigation. In Section VII, future research
with current countermeasures, spanning multiple levels directions are proposed. Finally, Section VIII summarizes this
of emerging threats and resource limitations, and analyze survey.

the relationships among these challenges. On the basis
of this analysis, we propose a hierarchical framework

II. GNSS-BASED NAVIGATION WITH UAVS

that enhances signal reception robustness, algorithmic A. Evolution of GNSS Applications in UAV Navigation
adaptability, and system-level collaboration to provide As indicated in Table II, medium-sized UAVs are exten-
actionable strategies for next-generation UAV navigation sively utilized in industrial applications along with certain

security.

B. Survey Structure

As illustrated in Fig. 2, this survey is organized as follows. &€ essential for completing such missions and maintaining
Section II introduces the application of satellite navigation real-time motion state awareness. Moreover, the security of the

small UAVs. Capable of carrying mission payloads, these
UAVs perform complex tasks such as logistics distribution
and target positioning. Accurate navigation and positioning
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Fig. 3. GNSS signal structure and reception flow. Navigation receivers
onboard UAVs acquire GNSS signals from multiple satellite constellations.
The receiver sequentially processes signals through the RF front end, baseband
processing, and ultimately position solution.

navigation system critically affects the effectiveness of mission
execution, especially under SWaP constraints when operating
in an interference environment.

UAV navigation technologies have progressed from tradi-
tional inertial and satellite navigation to visual and LiDAR
navigation and further to relative positioning using UWB and
5G signals [32]. While alternative technologies such as INS
[10] and visual SLAM [33] can support short-term navigation,
GNSS remains the only viable solution for providing precise,
absolute positioning and heading reference data over extended
periods.

The role of satellite navigation (SatNav) in UAV operations
has evolved significantly. Initially, SatNav was primarily used
for basic positioning to provide the UAV location and velocity.
The transition from single-point positioning to relative posi-
tioning (i.e., RTK technology) has enabled UAVs to achieve
high-precision and reliable positioning. RTK employs a base
station to process GNSS signal correction data and transmits
these data to UAVs in real time, effectively compensating
for signal delays and achieving centimeter-level accuracy.
This capability is particularly valuable in high-precision fields
such as surveying and agriculture [34]. In addition, carrier
phase differences across multiple antennas can be exploited
to estimate baseline variations on the basis of dual-antenna
RTK, enabling high-precision attitude determination [35]. This
capability significantly enhances the accuracy of UAV flight
status monitoring.

The advent of multi-GNSS constellations has further
improved navigation robustness by providing redundant sig-
nal sources. By exploiting the complementary strengths of
different systems, combined measurements enhance integer
ambiguity resolution (AR) in relative positioning [36]. For
instance, the joint use of GPS L1 and Galileo El signals
has been shown to improve AR success rates and attitude
estimation accuracy [37]. In challenging environments such
as urban areas, compared with single-system solutions, multi-
GNSS integration, which benefits from increased satellite
availability and improved geometric diversity, delivers superior
positioning and attitude performance [38].

B. Principles of GNSS Signal Reception

1) Signal Characteristics: As illustrated in Fig. 3, the
GNSS encompasses multiple satellite constellations. These
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systems differ in signal frequency and modulation but share
similar signal structures based on direct-sequence spread spec-
trum (DSSS) technology. DSSS modulates the signal using
a high-rate spreading code, enabling code-division multiple
access [39].

The GNSS signal can be mathematically modeled as fol-
lows:

s(t) = A-D(t) - C(t) -cos(m (fe+ Af)t+ (), (1)

where s(t) denotes the transmitted signal, A represents the
amplitude determined by transmitter power and path loss,
D(t) is the navigation data bitstream (£ 1), and C(¢) is the
spreading code sequence. The spreading and navigation data
codes are modulated onto the carrier wave to form a composite
GNSS signal. This structure ensures the precise measurement
of signal propagation delay through code phase tracking. Such
a code phase corresponds to the satellite-to-user distance and
is the fundamental input for positioning calculations [40]. The
carrier frequency f. (e.g., 1575.42 MHz for GPS L1) is offset
by a Doppler shift Af because of relative satellite-receiver
motion, and ¢(¢) accounts for aggregate phase noise from
oscillator instabilities and atmospheric effects.

GNSS signals travel over 20 000 km through free space
before they reach user equipment. Along this path, they
traverse atmospheric layers such as the ionosphere and tro-
posphere and experience significant attenuation because of
path loss [41]. Consequently, the received signal power at the
antenna can be as low as —160 dB - W, much lower than the
thermal noise level. This inherent signal weakness makes the
GNSS highly vulnerable to various forms of interference.

2) Processing Flow of Signal Reception: From antenna
reception to baseband demodulation, each component of the
GNSS receiver is designed to reliably process extremely weak
signals [42]. As shown in Fig. 3, the RF front-end receives
navigation signals via a multiband antenna. These signals
are downconverted to an intermediate frequency via bandpass
filtering and sampling. They are then digitized with an analog-
to-digital converter (ADC) for baseband processing.

The baseband processing stage encompasses signal acquisi-
tion, tracking, and data demodulation. This process is used
to sequentially extract the pseudorange, carrier phase, and
Doppler shift information from the navigation signals [43].
Finally, these measurements are used to calculate the receiver’s
position, velocity, and other information via least squares or
Kalman filtering methods [44].

The resulting navigation solution is then transmitted in
real time to the UAV’s flight control system. Using these
data along with mission profiles and control algorithms, the
system generates flight commands for attitude control, speed
regulation, and path planning [45].

C. Vulnerabilities and Practical Lessons

GNSS signals used in UAV navigation are inherently
vulnerable to interference, particularly in complex electro-
magnetic environments. These vulnerabilities, combined with
the increasing sophistication of intentional interference, under-
score the urgent need for effective countermeasures to ensure
safe and reliable UAV operations.
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1) Inherent Vulnerabilities of the GNSS on UAVs: The
SatNav system on UAVs is vulnerable because of factors
ranging from signal characteristics to platform limitations.
This vulnerability manifests in three main aspects:

e Signal Characteristics: The GNSS signals employed by
UAVs typically have open signal architectures and exhibit
extremely low power levels at receivers.

e Hardware Limitations: The adaptive adjustment ability
of the GNSS receiver hardware is limited (e.g., insuf-
ficient adjustment capacity for automatic gain control
(AGC) and restricted bandwidth of the tracking loop).

o Platform Constraints: UAV platforms are constrained by
payload and computing resources, making it challenging
to adopt effective anti-interference techniques (e.g., large
antenna arrays and complex algorithms).

Consequently, when high-power barrage jamming occurs at
the RF front end, hardware with a limited adjustment range
becomes saturated and operates in the nonlinear region. More-
over, the open civil GNSS signal structure makes it difficult for
the receiver to distinguish between authentic signals and fake
spoofing signals with identical formats. These issues highlight
an inherent security vulnerability of UAV GNSS systems to
both jamming and spoofing attacks.

2) Reality and Harmfulness of Interference: UAVs fre-
quently operate in electromagnetically contested environments,
where the growing sophistication of electronic warfare systems
has led to a wide range of interference sources. Advanced
systems can simultaneously employ multiple interference
strategies to disrupt satellite navigation signals [46]. For
instance, the use of extensive electronic jamming equipment
during the Russia-Ukraine conflict to conduct large-area GPS
spoofing caused Russian UAVs to obtain incorrect position
information [47]. Concurrently, reports indicate that in the first
half of 2024, more than 1600 instances of GNSS interference
were reported by civil aviation in the Baltic region, affected
by battlefield electronic warfare [48].

Furthermore, research on aircraft operational capabilities in
complex electromagnetic environments has demonstrated that
UAVs with limited anti-interference capabilities struggle to
reliably follow predefined mission plans under such conditions
[49]. Additionally, current software-defined radio (SDR)-based
UAV management systems can generate both jamming and
spoofing signals, enabling various attack methodologies that
can disrupt the normal operation of satellite navigation systems
on UAVs [46].

These real-world cases sufficiently demonstrate that in cases
with malicious navigation interference, UAVs with limited
anti-interference capabilities struggle to maintain normal oper-
ation of their onboard navigation systems. Consequently, such
systems fail to provide the reliable position and orientation
data required for effective flight path planning.

3) Specific Standards and Insights Into UAV Operations:
To enhance the operational safety of UAVs in interference-
prone environments, aviation-grade safety standards have been
introduced internationally. For instance, the Radio Technical
Commission for Aeronautics (RTCA) has published a series
of standards [50], such as RTCA DO-373 and RTCA DO-
292A. Besides, China has established its own framework of
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TABLE III

SUMMARY OF GNSS INTERFERENCE RESEARCH
ON UAVS IN RECENT YEARS

Types Literature Time Specific patterns
Noise jamming, sweep jamming, tone
[53] 2024  jamming, follower jamming, smart
jamming
[54] 2024 CWI jamming
(55] 2024 Tone j{lmmir}g, swept jamming, protocol-
aware jamming
[25] 2024  No specific patterns
[24] 2023  No specific patterns
Jamming [22] 2022  Partial-band jamming
[46] 2022 Barrage jamming,_ tone jamn_1ing, sweep
jamming, successive pulses jamming
Noise jamming, follower jamming, tone
156] 2021 jammifllg, chir§ ! ¢
Co-channel jamming, the mixer sub
(571 2020 channel jameing ¢
[58] 2019  No specific patterns
[53] 2024  Static spoofing, dynamic spoofing
[59] 2024  Position spoofing
[60] 2024  Position spoofing
[55] 2024  Generated spoofing
[25] 2024  Path spoofing, location spoofing
[61] 2023  Generated spoofing
[24] 2023  Hijacking, position spoofing
[22] 2022  Hijacking, generated spoofing
Spoofing  [46] 2022  Generated spoofing
[56] 2021 Sensor spoofing, Meaconing, SCER
Meaconing, Fabrication, time spoofing,
[62] 2021 location spoofing, time and phase
compensated spoofing
[63] 2021 Generated spoofing, multi-UAVs
spoofing
[64] 2020 Direction spoofing
[58] 2019 Repeater spoofing, generated spoofing
[65] 2019  Soft GPS spoofing, hard GPS Spoofing

UAV safety standards including GB/T 38909-2020 and GB/T
38997-2020 [51], [52].

These standards indicate that enhancing UAV flight safety
in interference environments is both an industry consensus
and a mandatory requirement. Accordingly, anti-interference
solutions must be compatible with the data link architecture
of UAVs and the allocation constraints of onboard hardware
resources.

Therefore, enhancing the interference resilience of UAV
navigation systems is a critical priority for both military
and civilian applications, particularly as reliance on GNSS
continues to grow.

III. GNSS INTERFERENCE TAXONOMY

UAVs are being increasingly exposed to various types of
interference. As summarized in Table III, intentional interfer-
ence has become the dominant concern in UAV navigation
research [22]. Such interference implemented via human con-
trol can severely disrupt UAV flight operations [56]. This
section focuses on two primary types of intentional inter-
ference, jamming and spoofing, detailing their principles,
classifications, and impacts on UAV navigation systems.
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TABLE IV
SUMMARY OF PRINCIPLES AND IMPACTS FOR TYPICAL JAMMING

Types Models Impacts
RF front-end Acquisition & tracking Positioning

CWI J(t) = Aj-sin (27 ft + ¢5) o AGC fails, and o The correlation peak is
Multitone Jit) = SN A, - signal gain cannot be submerged by noise; o Loop loss reduces the
jamming sin (27 fnt + dn) regulated; o Jamming signals number of visible stars
Chirp Jt) = A; - e The CNR decreases generate an abnormal used for positioning;
jamming sin(27r ( fot + % kt2 ) + ¢j) Pecause ?f noise jitter code phase and a e Jamming noise increases
Pulse J(t) — Aj ~sin(27r fjt + ¢j) . introduction; ) carrier phase; measurement error;
jamming s rect (t*mTp> o Front-end devices e The abnormal deviation o Position cannot be

m=—00 T produce nonlinear

Partial-band

F=7
J(t) = Aj - rect( B jJ> : effects because of

caused by interference
causes the loop to lose

obtained when jamming
is severe.

Jamming sin(27 fjt) ® n(t) excessive operation. its lock.
Symbol Definitions:
t: Time variable (s) Aj: Jamming amplitude f;: Center frequency (Hz)
¢;: Initial phase (rad) N: Number of tones /fn: Amplitude of nth tone

fn: Frequency of nth tone (Hz)
k: Sweep rate (Hz/s)

m: Pulse index (m € Z)

®: Convolution operator

¢n: Phase of nth tone
7: Pulse width (s)

n(t): Additive noise

A. Jamming

1) Principles and Characteristics: Jamming involves trans-
mitting high-power signals to overwhelm or mask GNSS
signals [66]. Owing to the inherently low received power of
navigation signals, even low-power jammers can be highly
effective. For instance, 1 W jamming can disrupt GNSS
reception within a 30 km radius [67]. For low-altitude plat-
forms such as UAVs, only minimal jamming power is needed
to degrade or completely disrupt navigation capabilities. As
summarized in Table IV, jamming signals can be categorized
into several types on the basis of their spectral and temporal
characteristics [68].

e Continuous wave interference (CWI): Also known as
single-tone jamming, a narrowband sinusoidal signal near
the GNSS carrier frequency is transmitted, concentrating
energy at a specific point [69].

e Multitone jamming: Comprising multiple sinusoidal
tones, it results in wider spectral interference than CWI
does [70].

e Chirp jamming: Sweeping through a range of frequen-
cies, it covers a wide bandwidth in a short time. This
reduces the effectiveness of time- or frequency-domain
mitigation algorithms [71].

e Pulse jamming: Composed of high-power and short-
duration pulses, it has a narrow bandwidth and high
energy density. Its duty cycle can be adjusted to disrupt
various signal types [72].

e Partial-Band jamming: It injects noise into a specific
subband of the GNSS signal spectrum, selectively degrad-
ing signal quality within that frequency range.

Among the aforementioned types of jamming, CWI, multitone
and partial-band jamming are classified as types of narrowband
jamming because of their concentrated energy within a limited
frequency range. Once within the navigation signal bandwidth,
it can cause the navigation receiver’s channel to saturate or
overflow [73]. Broadband jamming, such as chirp jamming,

rect(z): Rectangular function

fo: Initial sweep frequency (Hz)
Tp: Pulse repetition period (s)
Bj: Jamming bandwidth (Hz)

covers a wide spectrum range with complete submergence of
the signal band [74].

2) Impact of Jamming: Owing to its high power relative
to that of GNSS signals, jamming significantly decreases
the carrier-to-noise ratio (CNR), leading to signal acquisition
failure or tracking loss. These ultimately degrade positioning
accuracy or even disable navigation functionality [71]. The
specific effects of jamming on receivers can be categorized as
follows.

o RF Front-End: Jamming primarily affects the receiver’s
front end by significantly reducing the CNR. An increase
in the Jamming-to-Noise Ratio (JNR) from 55 dB - Hz to
92 dB - Hz can lead to a 15 dB degradation in the CNR
[75]. Besides, when the interference power exceeds the
dynamic range of AGC, the signal becomes clipped or
distorted because of quantization limitations [12].

e Signal acquisition and tracking: Jamming-induced
CNR degradation directly impairs the receiver’s ability
to acquire and track GNSS signals [76]. Specifically, a
low CNR reduces the prominence of the correlation peak,
making it difficult to distinguish the authentic signal from
noise [77]. During tracking, jamming introduces jitter in
both the code and carrier phases, leading to deviations in
the discriminator outputs [67].

e Positioning: Jamming impacts positioning solutions in
two ways: by reducing visible satellites and increasing
measurement errors. Under strong jamming, front-end
saturation may prevent the receiver from maintaining
lock on sufficient satellites. For example, Borio et al.
[75] reported that at Jamming-to-Signal Ratios (JSRs) of
65 dB and 70 dB, a u-blox 5H receiver achieved valid
positioning only 16% and 14% of the time, respectively.

These jamming-induced impairments also affect the appli-
cation of the GNSS to UAVs. For instance, RTK reference
stations may fail to compute fixed solutions under jam-
ming conditions, preventing correction data dissemination.
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TABLE V
SUMMARY OF PRINCIPLES AND IMPACTS FOR TYPICAL SPOOFING

Types Models Impact
Tpes RF front-end Acquisition & Tracking Positioning
Jeen(t) = Aj -
Generated enl(®) ’ . . .

; Dtyie (t) - Chage (t) - o The receiver mistakenly o The position output
spooling cos (21 fet + ¢5) o False signals occupy the captures the wrong deviates because the
— Jrelay(t) = - S(t—7) - processing channel; correlation peak; .measurement value is

cos (27 (fo + AL+ ¢;) o AGC reduces the o The 109p trac'ks onto mcorrecf;' '
Jasne () = effective gain because of false signals instead of e The position and flight
Asynchronous deception signal energy. authentic signals; direction are tampered
Aj 'Dfake(t)'c(t_ec)' i i i
spoofing o It introduces phase with by deceptive
cos (2 (fe + Ad)t + ¢;) discrimination error in signals;
Synchronous Jsyne(t) = Aj Drake (t)- measurements. o The flight path deviates
spoofing C(t)-cos (2mfet + ¢o) from the planned route.

Symbol Definitions:

Aj: Jamming amplitude

Dhye (t): Fake navigation data
Chake (t): Fake PRN code
C(t): Authentic PRN code
¢o: Synchronized carrier phase

Simultaneously, broadband jamming can eliminate frequency
diversity across multi-GNSS constellations, undermining
redundancy. Furthermore, the loss of carrier-phase continuity
severely degrades the attitude determination accuracy, which
is critical for UAV flight control.

B. Spoofing

1) Principles and Characteristics: Spoofing involves trans-
mitting counterfeit GNSS signals that mimic authentic signals
in structure, power, and timing, thereby misleading the receiver
into computing a false position or time [78]. As shown in
Table V, spoofing can be categorized by signal source or
synchronization strategy [79]:

e Generated spoofing: This refers to artificially synthe-
sizing GNSS-like signals using known signal structures.
[80]. However, this requires prior knowledge of the
structure of the authentic signal.

e Meaconing: Authentic GNSS signals are intercepted and
retransmitted with a time delay [81]. This approach can
target encrypted military signals via code estimation and
replay (SCER) attacks [82].

e Asynchronous spoofing: High-power fake signals are
transmitted to force the receiver to lose lock and relock
onto the spoofed signal [83].

e Synchronous spoofing: The spoofing signal is aligned
with the authentic signal in terms of time and frequency,
allowing both to be tracked simultaneously. The spoofing
signal is gradually amplified to take over the tracking
loops [84].

2) Impact of Spoofing: Spoofing can hijack a UAV by
manipulating its perceived position and velocity. Its low cost
and stealthy nature make it a significant threat [65]. As exper-
imentally validated in [63], controlled delay adjustments can
hijack multiple UAVs simultaneously within a targeted area.
The impact of such attacks on navigation can be summarized
as follows.

fec: Carrier frequency (e.g., GPS L1)
«: Relay gain (o > 1)

S(t): Authentic signal (D(t) 4+ C(t))
6.: Code phase offset (chips)

¢;: Initial phase offset

7: Relay delay (for fake pseudorange)
A f: Doppler shift adjustment

Adg: Carrier frequency offset

e RF Front-End: Spoofing signals consume additional cor-
relator resources and may exceed the power of authentic
signals, causing AGC instability and reducing the number
of available processing channels.

e Acquisition and Tracking: A spoofing signal just 2 dB
stronger than the authentic signal can dominate the cor-
relation peak [85]. It introduces bias in pseudorange and
carrier-phase measurements. PLL discriminators may also
be misled to lock onto the false signal.

e Positioning: Biases in pseudorange and carrier phase
measurements lead to significant deviations in positioning
solutions [64]. These deviations enable control over the
position and flight direction of UAVs by precisely manip-
ulating the spatiotemporal characteristics of fake signals
[65].

Spoofing introduces counterfeit pseudorange and carrier-
phase measurements, compromising carrier-phase-dependent
techniques such as the RTK and attitude determination.
Notably, progressive-phase spoofing induces deviations in the
heading of the UAV, which can lead to unauthorized control.
Furthermore, spoofers simultaneously fabricate multisystem
signals by leveraging the geometric consistency between sig-
nals to enhance deceptive credibility.

C. Emerging Interference Threats

Beyond traditional jamming and spoofing, modern GNSS
face emerging threats characterized by adaptive, stealthy, and
multidimensional coordination. These techniques significantly
influence the effectiveness of interference and operational
efficiency.

1) Adaptive Interference: The parameters of adaptive inter-
ference can be dynamically adjusted on the basis of the
target behavior or environment. Various intelligent attack
paradigms tailored for specific scenarios have been developed.
For instance, Chang et al. [86] proposed a scenario-constrained
dynamic spoofing method. This technology can be used to
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evaluate GNSS skyplots in real time to identify vulnerable
periods in the navigation process. For example, when the
target leaves the tunnel in an urban environment, it relies on
the GNSS for positioning measurement and correction. By
launching spoofing attacks during these critical windows, the
method significantly increases the success rate from less than
40% (with traditional methods) to approximately 75% and
can rapidly induce significant lateral deviations in the target
at high-risk locations. Similarly, He et al. [87] established
a simulation platform capable of perceiving UAV positions.
By utilizing a GPS signal simulator, they adaptively adjusted
spoofing signals, successfully causing two drones to misin-
terpret their respective positions. This led to a collision at a
predetermined point, demonstrating the concrete threat of such
attacks in instigating physical impacts.

Furthermore, coordinated interference strategies targeting
UAV swarms exhibit even greater complexity. Ceccato et al.
[88] designed a formation spoofing method for drone clusters.
Using a multitransmitter antenna array, the entire swarm
simultaneously receives spoofing signals mimicking more than
four satellites. This approach lures the entire formation toward
a false destination without disrupting the internal relative
positioning, thus avoiding the triggering of consistency checks
and eliminating the need to track each UAV’s trajectory
individually. Additionally, Ma et al. [89] integrated radar
detection with game theory and knowledge-driven deep rein-
forcement learning. They estimated the flight intent of UAVs
(e.g., approaching, returning, or deceiving) to dynamically
apply hybrid interference. This strategy maneuvers UAVs into
a controllable area before capture tasks are implemented,
showcasing the adaptive capability of interference across both
temporal and strategic dimensions.

These studies indicate that adaptive interference represents
a critical threat, as adjustments are made in real time on the
basis of target assessment to induce navigation errors. The
main detection challenge stems from the ability to contin-
uously adapt strategies based on context-aware algorithms.
This closed-loop adaptability makes it exceptionally difficult
for static detection methods to distinguish interference from
normal operational variations.

2) Covert Interference: Current research on covert spoof-
ing focuses on evading detection mechanisms in advanced
navigation systems. The core concept involves controlling
the dynamic characteristics of spoofing signals within the
insensitive range of receivers or fusion filters, thereby avoiding
anomaly detection. One representative method is the tar-
geted spoofing algorithm proposed by Gao et al. [90]. By
analyzing the response patterns of UAVs to spoofing, they
developed a multistep progressive attack that induces a —1.13°
heading deviation within 670 s without triggering alarms.
Geng et al. [91] targeted tightly coupled GNSS/INS systems
and constructed a spoofing model constrained by innovation
sequences and state estimation parameters. By adding pseu-
dorange and pseudorange rate offsets, they gradually altered
the system’s positioning output. Their vehicle experiments
achieved a spoofing position error of better than 1.01 m
in 3D, and the success rate increased by 39%. Chen et al.
[92] further formulated the problem as a constrained
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single-objective optimization problem. Using an improved
genetic algorithm to adjust spoofing parameters in real time,
they achieved spoofing convergence within 0.3 s for loosely
coupled systems.

Research has extended from the signal layer to the system
architecture layer, achieving deeper concealment by exploiting
logical vulnerabilities within navigation systems. Jung et al.
[93] analyzed the integration vulnerabilities between the state
estimation layer (e.g., Extended Kalman Filter) and the plan-
ning layer (e.g., deep reinforcement learning for autonomous
navigation). By directly tampering with the relative position
and yaw angle inputs of the reinforcement learning system,
they successfully induced UAVs to collide with obstacles. In
addition, Geng et al. [94] targeted the system steady-state
matrix and introduced velocity and attitude error constraints
to optimize the signal model. Their vehicular experiments
demonstrated a spoofing distance of 157.27 meters within
100 seconds, increasing the covert spoofing success rate by
13.64%.

Unlike adaptive interference, covert interference poses a
profound threat because it specifically targets the integrated
GNSS/INS system of UAVs. The primary threat lies in grad-
ually and imperceptibly seizing control. This results in the
accumulation of navigation drift while actively evading built-
in integrity checks. The key detection difficulty stems from
the design principle of this approach, where the spoofing
signals are carefully optimized to be consistent with the target
system’s dynamic model and state update process.

3) Multidimensional Interference: The essence of multidi-
mensional interference lies in the collaborative utilization of
multiple physical domains or strategic dimensions of freedom
to achieve jamming or spoofing effects unattainable in any
single dimension. In terms of physical domain coordination,
the work by Tang et al. [95] serves as a typical example.
They employed a hybrid game-theoretic model to dynamically
and holistically optimize the resources of distributed jammers
across the spatial, temporal, spectral, and power domains. This
approach achieves an optimal balance between interference
efficacy and resource cost, enhancing the utility of multidi-
mensional interference by more than 49.93%. From spatial
and systemic dimensions, Geng et al. [96] conducted research
leveraging the networking characteristics of UAV swarms. By
implementing GNSS spoofing against key nodes, they induced
coordinated heading deviations across the entire swarm.

Furthermore, the introduction of intelligent algorithms
extends interference from the physical domain into the strate-
gic and cognitive domains. Ma et al. [59] utilized deep
reinforcement learning to enable an attack agent to adap-
tively select the optimal spoofing timing in the temporal
dimension, successfully overcoming the challenge associated
with an unknown target model in noncooperative scenarios.
To enhance the concealment and complexity of spoofing
strategies, they further integrated spatial information entropy
and maximum entropy reinforcement learning. This approach
optimizes the diversity and uncertainty of the action distribu-
tion in the strategy generation dimension, thereby promoting
detection evasion based on behavioral pattern analysis [97].
These studies demonstrate that modern multidimensional
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TABLE VI
INTERFERENCE THREATS AND TYPICAL COUNTERMEASURES FOR UAV'S IN DIFFERENT SCENARIOS
Types Scenarios Threats Constraints Countermeasures References
Commercial/ Aerial displays, aerial Cost and SWaP are Single-antenna-based
Narrowband . . . . [98], [99],
Consumer- photography and urban . . . extremely sensitive, requiring signal processing, low-cost
. . jamming, Meaconing . o [100], [101]
grade UAVs inspections ease of operation. MEMS-INS combination
. . Broadband jamming, Performance, reliability, and .
Tactical/ Environmental . Lo Anti-interference array
- . generated spoofing, security are prioritized and . [102], [103],
Military- reconnaissance and . . . . antenna, multisensor deep
. . . adaptive and covert are relatively insensitive to . [104], [105]
grade UAVs target identification fusion

interference

cost.

interference has evolved into a complex system confrontation
problem requiring deep integration and coordination across the
physical, behavioral, and decision-making layers.

Multidimensional interference represents a strategic-level
threat. Intelligent algorithms autonomously learn optimal spa-
tiotemporal attack strategies without prior knowledge of the
target. This optimized diversity in attacks makes distinguishing
static, model-based detectors from normal complex operational
environments exceptionally challenging.

In summary, these emerging interference paradigms, char-
acterized by dynamic adaptability, active concealment, and
multidomain coordination, collectively constitute the most
complex and challenging threats to current UAV GNSS naviga-
tion security. Their danger lies not only in causing navigation
failure but, more critically, in their ability to hijack control
authority.

D. Existing Countermeasures Against GNSS Interference

On the basis of the current typical types of GNSS inter-
ference, the interference threats and existing countermeasures
faced by UAVs in civilian and military scenarios are analyzed
in this section.

1) Interference Threats: As shown in Table VI, UAVs in
different scenarios currently face various forms of interference.

e Commercial/consumer-grade UAVs: These low-cost
drones are primarily used for civilian applications such
as aerial displays and urban inspections. They com-
monly encounter interference aimed at drone dispersal
for airspace control. The predominant interference meth-
ods used to target these UAVs are low-cost narrowband
jamming and repeater-style spoofing.

e Tactical/military-grade UAVs: Deployed for military
missions, including environmental reconnaissance and
target identification, these drones operate in contested
environments. They face more aggressive interference
intended to disrupt flight or even destroy the platform.
The primary threats include high-power broadband jam-
ming, generated spoofing, and emerging threats such as
adaptive and covert interference.

2) Examples of Typical Countermeasures: To restore the
navigation function under GNSS interference in aforemen-
tioned scenarios, different countermeasures are adopted in
practical.

a) For commercial/consumer-grade UAVs: When jam-
ming causes a UAV to lose its GNSS signal, one

countermeasure uses sensor data (e.g., acceleration, angular
velocity, and timestamps) recorded during flight to estimate
its current position and plan a safe return path, enabling
secure homing postjamming [98]. Alternatively, GNSS threat
simulators have been developed to evaluate a UAV’s flight
capabilities under simulated jamming and spoofing scenarios
before actual missions. This proactive assessment approach
aims to minimize potential equipment loss caused by in-
flight interference [99]. In contrast to spoofing, techniques
that involve data link technology are employed to encrypt
and authenticate civil GNSS signals [100]. For UAV swarm
operations, cooperative methods leveraging multi-UAV sensor
fusion and consistency checks can detect spoofing, whereas
multilateration techniques help reduce positioning errors [101].
Machine learning approaches have also been applied, using
GNSS observations to predict spoofing-induced measurement
errors and identify the interference status of a UAV [106].

b) For tactical/military-grade UAVs: The adoption of
array antennas is a prevalent countermeasure. For instance,
anti-jamming array antennas are deployed on platforms such
as the US “Gray Eagle” UAV [102]. Physical shielding, such
as enclosing the GNSS antenna in a metallic structure, can
also be used to filter out low-elevation angle signals, thereby
suppressing terrestrial jamming [103]. In the context of spe-
cialized attacks such as SCER, which target military signals,
cryptographic authentication mechanisms are critical at the
signal level. Representative implementations include the U.S.
military’s M-code [105] and Galileo’s Open Service Naviga-
tion Message Authentication (OS-NMA) in the E1 band [104].
These approaches significantly mitigate the risk of navigation
message tampering, ensuring reliable positioning solutions.

Notably, the navigation methods of commercial and
consumer-grade UAVs follow a pragmatic design philosophy
driven primarily by cost and SWaP constraints. This leads to
a preference for software-based and sensor-fusion approaches,
such as using existing IMU data for homing, preflight threat
simulation, and machine learning models applied to standard
GNSS observations. These improve robustness without adding
specialized, costly hardware. Similarly, data-link authentica-
tion and cooperative swarm techniques build security upon
existing communication modules and coordination protocols,
avoiding standalone high-grade cryptographic receivers. These
low-cost countermeasures fundamentally shape the develop-
ment of anti-interference solutions in the civilian low-altitude
economy.
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TABLE VII

SUMMARY OF INTERFERENCE DETECTION AND IDENTIFICATION METHODS

Interference Appmac.h Speaﬁ.c Operating Mechanisms Technical Constraints References
Types Categories Techniques
Time and Different signals exhibit It is difficult to balance the [108], [109],
frequency analvsis different distributions in time-frequency resolution [110], [111],
Signal Processing q y y the time-frequency domain. when selecting parameters. [112]
Based Jamming causes abnormal It is difficult to distinguish [113], [75]
AGC detector adjustment of AGC between interference and (1 4]’ ’
parameters. environmental factors.
Identification between The detection performance
. jamming and GNSS is limited by the number
Jamming Array Antenna Arr;gs:ilfnal signals based on different of elements; specific types H%%’ Hig%’
Based P £ signal arrival angles and of jamming cannot be ’
energies. identified.
Manual feature extraction
) . Detect and categorize is required; Detection [119], [120],
Machine learning based on sienal features performance depends on [121], [122],
) S1g o the type and quantity of [123]
Artificial Intelligence features. :
Based ' Good perfo.rmance. is
Automatically extract often associated with
Deep learnin features and learn the high network complexity [124], [125],
P g relationships between these and the consumption of [126]
features. a significant amount of
computing resources.
Detection is susceptible
Sienal qualit Deceptive signals cause to multipath effects, and [127], [128],
m(%nito?in y distortion of the correlation performance is affected [129], [130],
& function. by the power of deception [128], [131]
signals.
Utilize differences in Feature selection needs
. . : [132], [133],
. . Signal feature signatures between a to be comprehensive [134], [135]
Signal Processing extraction deception signal and an and characterize signal [13 6]’ ’
Based authentic signal. characteristics.
Extracting the RFF
Radio frequenc Rely on weak differences requires a large number of [137], [138],
finge rin(tl y in the time-frequency computations; A high CNR [139], [140],
£erp characteristics of signals. is required for reliable [141]
detection.
Measurement Detect anomalies in Real-time detection is poor [142], [143],
monitorin measurement values caused because of the lag caused [144], [145],
& by deceptive signals. by demodulation. [146], [147]
. . . . [148], [149],
Array Antenna Array signal Detect based on the arrival It requires additional [150], [151]
Based processing angles of different signals. hardware equipment. [152]’ ’
Identify and classif Classification effectiveness
Spoofing y Y is affected by the number, [153], [154],

Artificial Intelligence,

Machine learning

signals by using signal
characteristics

type, and relevance of
features.

[155], [156]

Based

Deep learning

The networks automatically
extract and recognize
signal features.

Complex networks can
lead to high computational
resource consumption.

[157], [158],
[159], [160]

INS

Use inertial navigation
measurements for anomaly
detection.

Long-duration detection
performance decreases
because of INS-
accumulated errors.

[161], [162],
[163]

Hybrid System
Based

Communication
system

Detect the difference
between the measured
values obtained by
communication signals
and GNSS signals.

Communication signal
transmission delay easily
affects measurement
accuracy.

[164], [165],
[166]

Visual system

Detect location anomalies
using image position
correlations.

The detection performance
is easily affected by visible
light in the environment.

[167], [168],
[169]

Regardless of the application scenario, current responses to
UAV GNSS interference follow two primary phases: detection
and identification, which determine the presence and type
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of interference to guide subsequent actions; and mitigation
and suppression, which aim to reduce or eliminate its impact
on navigation performance. As illustrated in Fig. 4, this
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Fig. 4. Key stages of GNSS interference countermeasures. GNSS receivers
first detect and characterize interference within composite signals. Interference
is subsequently mitigated to increase positioning accuracy, which is compro-
mised by interference effects.

process enables UAVs to obtain prior awareness of interfer-
ence, upon which appropriate mitigation measures are applied.
The following sections review state-of-the-art anti-interference
techniques, supported by simulations and analyses to demon-
strate their effectiveness.

IV. INTERFERENCE DETECTION AND IDENTIFICATION

Reliable detection and identification of interference are
crucial for initiating effective countermeasures. Most mod-
ern receivers incorporate some basic interference monitoring
capabilities [107]. Table VII summarizes existing detection
methods for jamming and spoofing, outlining their mecha-
nisms and practical limitations.

A. Jamming Detection and Identification

Jamming is typically detected by monitoring deviations in
key receiver metrics such as CNR degradation, AGC instabil-
ity, and changes in signal statistics [107]. These anomalies,
observed at the signal processing stage, are fundamental for
effective detection.

1) Signal Processing-Based Methods: These approaches
detect jamming by analyzing changes in signal characteristics,
such as time-frequency distribution, correlation peak shape,
and energy level [121].

a) Time—frequency analysis: Jamming alters the time- or
frequency-domain characteristics of received signals. Time-
frequency transforms (e.g., the short-time Fourier transform
(STFT) [108], wavelet transform (WT) and the Wigner—Ville
distribution (WVD) [109]) can reveal abnormal energy patterns
and be used to distinguish jamming signals from GNSS
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signals [110]. The typical time-frequency transform is defined
as follows:

o0

STFT(t,w) = /m z(T)w(t — 7)e 9T dr, )
WT(a,b) = /Z z(T)%w (T - b) dr, 3)

o0

:c (t + 1) z* (t - Z) e ITdr,  (4)

WVD(t, w) = / ’ d

— 0o
where xz(t) denotes the input signal, ¢ represents time, w
signifies frequency, and 7 is a time-shift variable used in the
integration process across these transforms. w(t) represents
the sliding window function in the STFT. a and b represent
the scale and position parameters, respectively, and v is the
mother wavelet in wavelet transform. In the WVD, z*(¢)
denotes the complex conjugate of the input signal.
Time-frequency (TF) analysis requires no additional hard-
ware and can reveal both the timing and spectral content
of jamming signals [111]. However, it involves a trade-off
between time and frequency resolution, and its limited adapt-
ability to rapidly changing interference characteristics may
reduce detection performance in dynamic jamming scenarios
[112].

b) AGC detector: Jamming can be detected by mon-
itoring AGC levels, as interference-induced SNR changes
are reflected in AGC behavior [113]. AGC behavior can be
modeled as follows:

Vage = K -logo(Pn + P;) + C, (5a)

AVace = [Vace = Vaom| > 7, (5b)
P,

SNReg = m, (5¢)

where Vjgc is the gain control voltage and P, and P; are
the noise and jamming power, respectively. The parameter K
signifies the AGC loop gain coefficient, while C represents
a calibration constant determined during receiver charac-
terization. The voltage deviation AVagc is the difference
between the observed AGC voltage and its nominal value
Viom under interference-free conditions. ~ is the detection
threshold established through statistical analysis of false alarm
probabilities. The effective SNR¢ reflects the degradation in
receiver sensitivity, where Ps indicates the desired satellite
signal power.

To account for bandwidth normalization, the CNR (C'/Ng)
is used instead of the raw power. After accounting for C'/Ny
variations caused by environmental factors, jamming detection
becomes more effective [75]. When C'/ Ny decreases, the AGC
detector becomes as follows:

<C> __ ¢
Ny eff_ No+ Jo’

log [

(6a)

(C/ N O)rlom

(C/No)ett
where Jy represents the interference power spectral density
(W/ Hz), and Ny is the thermal noise density. In addition to
monitoring AGC and C/Ny values, using their entropy as a
detection threshold further reduces false alarms [114].

AVpce = K -

” >, (6b)
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Fig. 5. DOA estimation using MUSIC algorithm in a four-element array

antenna with one GNSS signal and two jamming sources.

In summary, both time-frequency analysis and AGC mon-
itoring provide viable means for jamming detection, yet
they present distinct trade-offs. TF analysis provides a
detailed, feature-centric approach by transforming the signal
to expose spectral-temporal anomalies and offers high diag-
nostic value for characterizing interference. Its fundamental
trade-off involves time-frequency resolution and computational
complexity. Its performance is also highly dependent on the
chosen transform and parameters, making it less adaptable to
dynamic jamming scenarios. Conversely, the AGC detector
employs a hardware-centric, indirect approach by monitoring
the receiver’s internal gain control voltage. It outperforms
other methods in terms of minimal computational overhead
and easy integration but faces a critical trade-off between
detection sensitivity and robustness to false alarms caused by
natural signal power variations. This dichotomy positions TF
analysis as a powerful diagnostic method for postprocessing
or controlled environments, whereas the AGC detector serves
as an efficient operational monitor for real-time and resource-
constrained platforms.

2) Array Antenna-Based Methods: Spatial processing using
antenna arrays enables the detection of jamming without
relying on specific time or frequency features [115]. In this
technique, the direction of arrival (DOA) of incoming signals
is estimated, allowing for the identification and separation of
jamming signals from GNSS satellite signals. As shown in
Fig. 5, the classical multiple signal classification (MUSIC)
algorithm uses eigenvalue decomposition of the received signal
covariance matrix to distinguish signal and noise subspaces,
enabling accurate DOA estimation [170]. MUSIC is illustrated
as follows.

1
Is 0) = , 7a
Mmusic (0) a(0)U U al0) (7a)
0 = arg max Pyusic(9), (7b)

where U  is the noise subspace, a(6) is the steering vector,
and 0 is the estimated angle of jamming.

Traditional algorithms are slower in performing
exhaustive search for signal DOA. To address this issue,
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Fig. 6. Jamming identification using an SVM with statistical features (RMS,
mean amplitude, variance, kurtosis, and skewness) at an SNR = —10 dB.

Osman et al. [116] proposed the fast orthogonal search (FOS)
algorithm to increase the speed of DOA estimation. The
FOS approach not only improves estimation accuracy and
robustness under low SNRs but also effectively separates
closely spaced signals. In addition, the FOS algorithm
enhances interference nulling and reduces the distortion of
GPS signals when jamming and satellite signals arrive from
similar directions [117].

Besides regular array antennas, jamming detection can also
be performed by leveraging the different physical orientations
of antennas. Sharifi et al. [118] used omnidirectional antennas
installed on the drone body to receive mixed signals of
satellites and jamming, as well as downward sloping direc-
tional antennas to only receive jamming from the ground. By
comparing the power distributions, they achieved low cost and
low complexity without the need for a full antenna array.

In summary, the above methods represent a fundamental
trade-off between precision and practicality in spatial jamming
detection. The classic array-based algorithms (e.g., MUSIC
and FOS) utilize the full spatial sampling of an antenna
array to achieve high-resolution DOA estimation, enabling the
precise discrimination and nulling of jammers. This capabil-
ity, however, comes at the cost of significant computational
complexity and hardware requirements. In contrast, meth-
ods employing physically oriented antennas forgo precise
DOA estimation for a simpler, hardware-intuitive comparison
of power levels between differently pointed antennas. This
approach offers a low-cost, low-complexity solution suitable
for binary detection of ground-based jammers but at an inher-
ently coarser spatial resolution. The choice thus pivots on
whether the system prioritizes high-fidelity spatial filtering or
minimalistic, cost-effective awareness.

3) Artificial Intelligence-Based Methods: Al methods can
effectively utilize the features of received signals to classify
interference, reducing reliance on manual processing [122].
The main Al-based approaches for jamming detection are
summarized in Table VIIIL.

a) Machine learning (ML): Traditional machine learning
approaches focus primarily on supervised learning, includ-
ing classification, regression, and ensemble methods. Typical
classifiers include support vector machines (SVMs), K-nearest
neighbor (KNN), logistic regression (LR), and decision trees
(DTs), whereas regression is represented by multilayer percep-
trons (MLPs) and ensemble techniques incorporate rand forest
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TABLE VIII
SUMMARY OF TYPICAL AI-BASED METHODS FOR INTERFERENCE DETECTION

Learning

Dataset

Types paradigm Techniques Methods Deployability Robustness limitations Failure modes References
o SVM, KNN, [119], [120],
. Classification LR, DT, NB 2.2, AAAA [ 1 [ [ 000 [121]. [122]
Supervised
Learning Regression MLP 2.2.0 ¢ AAAAN HEO 0000 [120]
Random
‘ posemble forest, Kok ke AAAAA  EEED 00O [gg]’ [121],
Jamming carning XGBoost [123]
ResNet50,
VGGL16, . [124], [125]
CNNs * k7Y AAAA | 1 [ [ 000 > >
s TSFANnet, [171], [172]
Deep AlexNet
Learning LSTM
RNNs BILSTM ** AAAAN HEEE 000 [173]
Transformer ~ LCN- o AAAAA EEEEE o0 [174]
Transformer
KNN, LR,
Classification DT, SVM, Fodkkve AAA [ |m| { 1 0] [153], [175]
Supervised NB
Learning Regression MLP *k AAN HEO 000 [153]
Ensemble Random
Learni forest, * v AAN | [ [ [ L] [153], [155]
ming XGBoost
. Clustering K-means KKk vT AN | || 0000 [154]
Unsupervised Dimensionality PCA
Spoofi arni : >
poofing Learning Reduction Autoencoder b 2.0.8 8¢ AAAN HEE [ 1} [154], [176]
Semi-supervised GANomaly 4y AAAA mEC 00O [177]
Learning network
PCA-CNNS,
CNNs AdaBoost- 2. 2.0.8 8¢ AAAAN HEE ( 1} [159], [178]
Deep CNN
Learning LSTM,
RNNs PCA-CNN- ** AAAN HERC 000 [158], [160]
LSTM
GAN b 3. 8.0 AAAA HEEEC 0000 [157]
Notes:

a) Deployability: % - poor, %% - moderate, %% % %% - excellent
b) Robustness: A - poor, AAA - moderate, AAAAA - excellent

c¢) Dataset limitations: Bl - little impact, Il - moderate impact, INEIEEE - serious impact
d) Failure modes: @ - low sensitivity to model errors, @®O - moderate sensitivity, @@@®@®® - high sensitivity

(RF) and extreme gradient boosting (XGBoost). Inputs are typ-
ically time-domain, frequency-domain, or measurement-level
features. Figure. 6 illustrates standard SVM-based jamming
detection and classification results. Alkhatib et al. [120]
employed these supervised methods to identify barrage, single-
tone, successive-pulse, and protocol-aware jamming. An MLP
demonstrated optimal performance, achieving 98.9% detection
accuracy (DA) and a 0.28% false alarm rate (FAR).

For supervised learning, feature selection is a critical fac-
tor in determining model efficacy. Common inputs include
temporal, spectral, and signal-domain characteristics. The use
of many features increases computational complexity during
feature extraction; thus, dimensionality reduction is often
applied. Qin et al. [119] optimized selection by prioritiz-
ing features correlated with jamming attributes. Alternatively,
Morales et al. [122] employed SVM-based feature clustering
to preprocess inputs for subsequent learning.

To reduce computational latency, direct extraction of statis-
tical signal features (e.g., signal energy, kurtosis and entropy)

can be employed. Merwe et al. [121] utilized DT and XGBoost
for classifying these features. This approach achieves rapid
training convergence while balancing human and ML efforts,
making it suitable for SWAP-constrained platforms. Alterna-
tively, hybrid approaches integrating conventional detection
methods can be adopted. Sormayli et al. [123] implemented a
sliding-window predetection mechanism for jamming-induced
AGC and noise-level anomalies. It achieved 99.97% DA and
99.94% precision in cases with Ublox-M8T GNSS receivers,
with a per-sample processing time of 20 us.

b) Deep learning (DL): DL models enable automated
feature extraction, surpassing the performance of traditional
ML approaches. Prevalent architectures include convolutional
neural networks (CNNs), recurrent neural networks (RNNSs),
and Transformers. These methods leverage hierarchical neural
networks to extract discriminative features from 2-dimensional
signal representations or 1-dimensional sequential data (e.g.,
power spectrum distributions and time-frequency representa-
tions).
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CNNs demonstrate excellent feature extraction and clas-
sification capabilities for image-based representations, with
residual networks (ResNet) and VGG networks being promi-
nent examples. Hybrid architectures combining ResNet50’s
deep residual learning with VGG16’s robust feature extrac-
tion exhibit exceptional recognition performance [171]. This
method achieved enhanced detection rates and FI1 scores
for signal spectrograms, time-frequency distributions, and
IQ constellation diagrams. With respect to sequential signal
processing, RNNs outperform other methods in capturing
long-range temporal dependencies, particularly long short-
term memory (LSTM) variants [173].

The recent integration of attention mechanisms in Trans-
former networks has revolutionized multidimensional feature
extraction through global dependency modeling. To address
the substantial training data requirements for UAV-based
implementations, distributed systems employing temporal
convolutional network-Transformer (TCN-Transformer) archi-
tectures were proposed [174]. This framework synergized local
feature extraction via TCN’s historical signal analysis with
Transformer’s global pattern recognition. Moreover, federated
learning enables efficient weight aggregation across drone
clusters. It achieved 91.97% DA and a 91% F1 score, sig-
nificantly reducing centralized training burdens with minimal
performance degradation.

The feature extraction capability of DL models funda-
mentally depends on the characteristics of the input data.
Common representations include power spectrum distributions
(PSDs), spectrograms, histograms, STFTs, WVDs, wavelet
transforms, Hilbert-Huang transforms (HHTs), and I/Q con-
stellations [171]. While WVD and STFT enable real-time TFR
generation from RF front-end data streams, practical imple-
mentation faces performance degradation issues because of
hardware limitations, such as those related to quantization bit
depth and filtering effects [124]. Notably, STFT efficacy varies
with interference power levels. Chen et al. [125] proposed
a hybrid approach combining time-frequency and time-power
analysis as RF fingerprint features, achieving 95% DA with
superior generalization capability, particularly for low-power
interference scenarios.

The extracted signal features are often associated with
challenges such as high dimensionality and redundancy. To
address these issues, Reda et al. [173] developed a feature
selection algorithm integrating principal component analysis
(PCA) with Bayesian optimization. It achieved 98.08% DA
with 97.84% F1 scores, while reducing the feature dimension
by 33% and training time by 23%. Alternatively, Zhong et al.
[172] proposed a temporal-spatial feature aggregation net-
work (TSFANet) with multilevel feature fusion modules for
multiscale feature extraction. Compared with CNNs and
transformers (typically > 150 MB parameters), TSFANet
demonstrates superior memory efficiency (3.9 MB parameters)
while maintaining competitive performance.

As shown in Table VIII, in terms of real-world deploya-
bility, classic tools such as SVMs and KNNs are superior
because of their low complexity, making them suitable for
resource-constrained systems [119], [121]. Conversely, deep
learning models, especially CNNs and RNNSs, face significant
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deployment challenges because of their high computational
and memory demands [171]. However, this is offset by their
superior robustness, i.e., deep learning architectures consis-
tently achieve higher ratings in dynamic environments because
of their powerful feature extraction capabilities [125]. A major
common limitation is their sensitivity to dataset quality and
diversity, with all methods showing moderate to high depen-
dency. This data-hungry nature is particularly pronounced for
deep learning [172]. With respect to failure modes, traditional
models may fail with complex, nonlinear interference patterns,
whereas deep learning models are more likely to degrade data
that differ significantly from their training distribution or in
extreme signal conditions [174].

Overall, the Al-based jamming detection methods differ
fundamentally in their approach to feature representation, lead-
ing to distinct performance-resource trade-offs. Traditional ML
methods rely on manually engineered features (e.g., statistical
moments and spectral parameters), which require significant
domain expertise for feature selection and parameter dimen-
sionality reduction. The core advantage of these methods are
their relatively low computational complexity and rapid infer-
ence, making them suitable for real-time, SWAP-constrained
platforms. However, their performance is inherently bounded
by the quality and comprehensiveness of the manually selected
features. In contrast, DL models (e.g., CNNs and transform-
ers) perform automatic, hierarchical feature extraction directly
from raw or minimally processed data (e.g., spectrograms
and IQ samples). This enables superior generalization and
detection accuracy for complex, unseen interference patterns.
This capability comes at the cost of substantially higher
computational demands for training and inference, extensive
data requirements, and high model complexity, posing chal-
lenges for on-device deployment. Thus, the selection between
ML and DL involves a critical balance between deployment
pragmatism and analytical power, dictated by the available
platform resources, data accessibility, and required level of
sophistication of the detection scheme.

B. Spoofing Detection and Identification

Spoofing is detected by exploiting subtle differences
between authentic and counterfeit signals. Typical detection
methods are summarized in Table VII. Specific discussions of
the main methods are as follows.

1) Signal Processing-Based Methods: Signal processing
methods monitor signal quality changes in the receive channel
and measurement anomalies caused by spoofing.

a) Signal quality monitoring (SOM): The SQM is a
common navigation interference monitoring method. It eval-
uates signal integrity by monitoring key parameters such as
amplitude, frequency, code phase, and correlation peak during
signal reception and processing [127]. A typical SQM method
always identifies distortions in the autocorrelation function
(ACF), as defined in Eq. (8).

| Nl

R.(7) = N Z x[n]x*[n — 7], (8a)
n=0

A= max |Re(7) — Ro(—7)], (8b)

TE [_Tmax >Tmax]
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o Rx (0) — Rm (Tth)
Authentic,

Spoofed,

if A <6, andfy<92,

8d
otherwise. (8d)

Decision =

Here, x[n] represents the discrete-time signal samples, z*[n]
is its complex conjugate, 7 is the time delay of the samples,
and N is the window length. 7,,,x represents the maximum
detection delay, and A is the symmetry deviation metric.
R,(0) is the zero-delay autocorrelation peak, and 7y, is a
delay threshold. y is the peak attenuation ratio, and 61, 6> are
empirical decision thresholds.

SQMs based on ACFs suffer from strong spoofing, phase
shift, and multipath issues, leading to a high FAR [128].
To address these limitations, Wang et al. [129] proposed
a four-complex-correlator metric based on the quadra-phase
correlation outputs. This method outperforms other methods,
especially for high spoofing-signal ratios. Zhou et al. [179]
leveraged the Kolmogorov-Smirnov test to detect slight dis-
tortions in different power levels in the correlation function.
This method can achieve a detection rate of more than
95% at a 10% FAR while reducing alarm time and com-
putational complexity. Zhang et al. [130] combined signal
power analysis with early, punctual, and late code corre-
lation outputs to smooth detection values. They validated
the method’s effectiveness based on real BeiDou spoofing
data (e.g., matched-power, overpowered, static, and dynamic
spoofing).

Fang et al. [128] introduced a new ACF similarity measure
combined with image feature extraction to detect ACF and
power distortions in tracking loops, achieving an 87% DA
for the Texas Spoofing Test Battery (TEXBAT) dataset at
a 1% FAR but still being affected by multipath effects. To
eliminate multipath effects, Sun et al. [131] proposed a new
SQM metric focusing on abnormal energy in the quadrature
signal branch and developed an intersatellite cross-detection
scheme to separate multipath signals from spoofing signals.
This method achieved a 95% DA in TEXBAT Scenario 2 with
a 1% FAR.

b) Signal feature extraction: Spoofing alters signal statis-
tics such as power and Doppler shift. These indicators can be
used as detection metrics. Key features are listed in Table IX.
Since spoofing signals typically have greater power than
authentic signals do and can take over tracking loop control
[81], simultaneous monitoring of AGC and C/Nj is effective.
A change in AGC without a corresponding change in C/Ny
suggests spoofing, whereas a decrease in both indicates likely
jamming [136]. Combining these metrics into a receiver power
monitoring (RPM) framework enables adaptive threshold set-
ting across flight phases [135].

For multifeature spoofing detection frameworks, Li et al.
[132] incorporated seven features, such as C'/Ny and pseu-
dorange residuals from signal processing, observation, and
solution layers. This method, combined with correlation
coefficients, improved detection performance by 25% over
traditional methods (e.g., clock difference detection). Wei et al.
[133] introduced SigFeaDet, in which signal C/Np and
Doppler features are used for spoofing detection. Validated
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TABLE IX
SUMMARY OF TYPICAL FEATURES FOR SPOOFING DETECTION

Features Expression Characterisics
Moving . It describes short-term
Average MA, = L. S changes and is sensitive to
(MA) N i=t—N+1 sudden power fluctuations.
Moving MV, = L. It ge_scrlbesk signal stability,
. N and its peaks represent
Variance . .
(MV) t ) distortion caused by
(x; — MAy¢) interference.
i=t—N+1
It detects the offset of
Early-Late ELP = |E — L| code phase and requires
Phase (ELP) > 5 optimization of the spacing
or E*-L between correlators.
As a direct quality
R - i, e sy
(C/No)

reflect the presence of

Pgignal
1010 (4)
10 \ Puoise interference.

It reflects changes
in speed, and its

. _ 1 do . .
Doppler Shift fa=s5:ar inconsistency can reflect
or fa=fr— fo the presence of deceptive
signals.
Receiver a0 sbmorml clock dynanics:
: _ d(At ;
Clock Drift dclock = ~ g threshold depends on
Rate . -
oscillator stability.
Eigen-decomposition
Subspace U noise | % separates spoofing signals;
Energy Ratio n= 10 ignal 12 It reflects the components
of deception signals.
Cross- — It reflects signal correlation
. Pxy =
Correlation X . and can detect synchronous
Power 2 k=1 Tk Y deception. .

VEE o2 S5 vkl

Symbol Explanation:
N: Window size for averaging
E, L: Early and late correlator

x;: Signal value at time ¢
Piigna1: Power of the authentic

outputs signal
Pioise: Power of noise/spoofing fr: Received signal frequency
components

fo: Nominal carrier frequency U yoise: Noise subspace

eigenvector matrix
K: Number of samples in
correlation window

via UAV experiments, it achieved over 95% DA at a 5% FAR
across different UAV speeds, heights, and positions. Addition-
ally, smoothing the C'/Ny in both in-phase and quadrature
branches was effective for detecting sudden noise changes
caused by spoofing signals [134]. When the spoofing signal
was 5 dB stronger than the authentic signal, this improved
method yielded 98% DA and a 10% FAR, whereas the
traditional method yielded a 30% FAR.

¢) Radio frequency fingerprint (RFF): The RFF
approach identifies spoofing by exploiting the unique
characteristics of the received signal [137]. Time-frequency
transforms such as wavelet or STF transforms are typically
used to extract hidden signal fingerprints and leverage
machine learning for signal recognition [138]. Guo et al.
[139] proposed two RFF-deep learning integration methods:
one preprocesses signal IQ channels for CNN input, and
the other combines STFT with ResNet50 for efficient
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Fig. 7. Monitoring of pseudorange variations for spoofing detection using
multisatellite measurements.

classification. A convolutional autoencoder can also be
used for adaptive threshold decision-making to increase
detection rates in complex spoofing scenarios [140]. RFF
can be applied both before and after correlation detection.
Postcorrelation detection is less effective because of filtering-
induced distortion. Challenges include high precorrelation
computational cost and reduced detection reliability at low
SNRs, whereas postcorrelation methods require a C/Ny
above 45 dB - Hz [141].

d) Measurement monitoring: Spoofing can be detected
by monitoring anomalies in measurements (e.g., pseudorange,
carrier phase, and clock differences). Figure. 7 shows how
the pseudorange standard deviation varies across satellites,
revealing spoofing when satellites are affected unequally. By
comparing the pseudorange double differences between two
receivers with the expected estimate, spoofing signals from
different sources can be identified [142]. Shang et al. [144]
examined the pseudorange difference across epochs and used
a robust extended Kalman filter to reduce errors in multiple
correlation measurements.

The norm of the difference between baseline vectors
obtained from multiple receivers can also be used for detection
[145]. By simultaneously tracking the GNSS and spoofing
signals with multiple receivers and generating baseline vectors
from the double-difference carrier phase measurements, the
initial detection time is greatly reduced.

Spoofing signals often fail to synchronize with authentic sig-
nals because of differing propagation delays. Building on this,
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the quasisynchronous spoofing localization method exploits
time difference measurements to estimate the difference in
distance between the spoofer and receiver [143]. Truong et al.
[146] detected spoofing by monitoring the deviations of clock
bias after switching from an authentic to a spoofing signal.
Monitoring clock bias is a low-cost and effective approach,
especially for GNSS-reliant UAVs.

In summary, this subsection describes four signal
processing-based spoofing detection strategies, each operating
at a distinct layer of the receiver chain and exploiting
different artifacts introduced by a spoofer. The SQM
scrutinizes distortions at the correlation level (e.g., in the
autocorrelation function), offering direct sensitivity to signal
overlap but facing a fundamental trade-off with multipath
interference. Signal feature extraction leverages anomalies
in readily available observable parameters (e.g., C/Ny
and Doppler shift), enabling low-complexity, multimetric
fusion at the cost of potential confusion with natural signal
dynamics. The RFF targets unique, physical-layer transmitter
imperfections from the raw signal, providing high specificity
against advanced spoofing at the expense of significant
computational overhead and data quality requirements.
Finally, measurement monitoring includes consistency checks
at the navigation solution level (e.g., pseudorange, clock bias),
offering a low-incremental-cost approach whose effectiveness
involves a trade-off with detection latency or the need for
additional hardware (e.g., multiple receivers).

A comparative analysis reveals a clear spectrum of trade-
offs, primarily involving analytical depth, implementation
cost, and environmental robustness. SQM and RFF constitute
deep-inspection methods that probe the signal’s fundamental
properties, yielding high detection specificity but demanding
considerable processing resources and exhibiting sensitivity
to channel impairments such as noise and multipath effects.
In contrast, feature extraction and measurement monitoring
are pragmatic, system-integrated methods that utilize existing
receiver outputs or states, resulting in low complexity and easy
deployment. However, they compensate with high false alarm
susceptibility to benign dynamics or require spatial hardware
diversity for timely alerts. Consequently, the selection hinges
on a critical balance between the required level of spoofing dis-
crimination and the constraints imposed by platform resources
and the operational electromagnetic environment.

2) Array Antenna-Based Method: The array antennas esti-
mate the DOA of all incoming signals, including spoofing
signals. By identifying discrepancies in the DOA, spoofing
signals can be detected, and the direction of the spoofer can be
estimated. Esswein et al. [148] exploited the polarization dif-
ferences between authentic and spoofing signals to distinguish
multiple spoofers. Differences in carrier phase across antennas
also enable spoofing detection and spoofer localization via
multireceiver observations [149].

The number of degrees of freedom (DOFs) of array
antennas influences the ability of these arrays to handle
spatial interference. DOFs are limited by the number of
antenna elements; i.e., arrays can only handle signals lower
than the element count. Increasing the number of elements
increases the hardware cost and thus restricts the application of
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resource-constrained UAVs. To address this problem with a
fixed number of elements, Zhao et al. [150] used coprime
arrays to enhance processing flexibility. By constructing
a noise-reduction covariance matrix and applying DOF-
enhancement decorrelation, this method effectively detected
spoofing even when the signal count exceeded the element
count. To reduce hardware resource consumption, Chen et al.
[151] proposed a spoofing detection scheme with three
low-cost colinear antennas. Via the use of antenna colinearity-
constrained observation equations, this approach improved
direction-vector estimation precision, reducing the pointing-
angle error standard deviation by 55% and enabling real-
time spoofing detection. Furthermore, the sum-of-square-error
(SSE) method combines baseline priors with carrier-phase
differences to detect single- or multidirectional spoofing in
real time, even when only a few array elements are available
[152].

Overall, the array-based spoofing detection methods dis-
cussed above address the trade-off between spatial discrim-
ination capability and hardware feasibility, governed by DOF
limitations. Conventional DOA estimation techniques face a
hard performance ceiling based on the number of antenna
elements. Subsequent innovations diverge along two paths.
One path involves employing advanced algorithmic processing
steps, such as coprime arrays and enhanced decorrelation, to
overcome the DOF limit. This approach improves robustness
against multiple spoofers while leading to higher computa-
tional cost. The other path involves adopting a minimalist
hardware design. Low-cost collinear arrays or geometric con-
straints are used to achieve practical and real-time detection
suitable for resource-constrained platforms. These paths high-
light the core design compromise: extending performance
through sophisticated algorithms versus ensuring deployability
through streamlined hardware and efficient processing.

3) Artificial Intelligence-Based Methods: Spoofing signals
exhibit minimal distinguishable features in power spectro-
grams and time-frequency representations because of their
structural similarity with authentic GNSS signals. Conse-
quently, Al-based detection primarily occurs at the post-
correlation stage, leveraging signal observables and derived
measurement parameters for spoofing identification. Represen-
tative methodologies are categorized in Table VIIL

a) Machine learning: Unlike jamming detection, spoof-
ing detection benefits from both supervised and unsupervised
learning approaches. Aissou et al. [155] conducted a compre-
hensive comparison of tree-based machine learning methods
(e.g., RF, XGBoost, and LightGBM). They reported that
XGBoost is particularly suitable for UAV applications because
of its superior performance, with 95.25% DA, 4.3% FAR,
and 2 ms processing latency. Unsupervised methods such as
K-means with PCA or autoencoders avoid the need for labeled
spoofing data. Khoei et al. [154] systematically evaluated both
paradigms and reported the exceptional feature extraction abil-
ity of an autoencoder (e.g., C/NO, pseudorange, and correlator
outputs), with 99.53% DA, a 1% FAR, and a 0.39 s inference
time.

Fusing SQM metrics with observables such as the
CNR, Doppler shift, and pseudorange enables multidomain
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detection. This approach combines observation-domain,
signal-domain, and computational-domain characteristics.
Specifically, two-dimensional correlation functions and one-
dimensional features can be processed in parallel by dual-
branch networks [177]. Sefercik et al. [176] proposed a
temporal-spatiovariational autoencoder (TSVAE) that recon-
structs signals on the basis of spatiotemporal features. By
employing clean GNSS signals as attention mechanism inputs,
this method enhances traditional SQM by expanding feature
dimensions, and composite detection metrics from in-phase
and quadrature components are constructed, achieving 99.1%
DA and 99.5% F1 scores.

Detection performance can be further enhanced by incor-
porating navigation solution data, such as real-time GPS
measurements and UAV state parameters during flight oper-
ations. Nayfeh et al. [153] validated this approach using
actual flight datasets and logistic regression. They demon-
strated effective detection of both static and dynamic spoofing
with low computational overhead (i.e., 96.77% precision,
1.59% FAR, and 0.22 ms latency). Their method capitalized
on multisensor consistency verification, where GNSS-derived
position and velocity data are cross-validated with inertial
measurements (e.g., gyroscope attitude) to construct robust
feature sets [175].

b) Deep learning: DL effectively captures the nonlin-
ear correlations among spoofing-induced feature distortions.
Notably, spoofing introduces systematic anomalies in the ACF.
Thus, Mao et al. [158] employed LSTM to analyze ACF
distortions. Their approach detected diverse spoofing types
(e.g., power disparities and code and phase offsets) with a
98.5% detection rate at a 5 ms latency.

When spoofing deviates only slightly from authentic signals,
single-peak acquisition patterns occur. Li et al. [157] used
GAN-based discriminators to amplify subtle signal discrep-
ancies, achieving a more than 98% detection rate when the
code phase difference exceeds 0.5 chips. Igbal et al. [180]
further used a variational autoencoder (VAE) and a GAN.
The features used for training are extracted from the radio
frequency and tracking modules of a standard GNSS receiver.
When tested on the TEXBAT dataset, the detection perfor-
mance across simple to intermediate datasets for the proposed
detectors reaches approximately 99%, demonstrating high
robustness. For UAV-specific scenarios with limited training
data, She et al. [178] developed an AdaBoost-CNN framework
that combines multiple weak CNNs into a robust classifier via
parameter transfer learning. This approach achieved 95.83%
accuracy with only 120 measured samples and precisely iden-
tified spoofing types (e.g., static/dynamic, position/time, and
power-matched/overpowered).

To address model compression and data scarcity issue,
researchers have developed hybrid approaches that integrate
dimensionality reduction with deep learning. Korium et al.
[159] pioneered a CNN-PCA framework that transformed
extracted features into composite images coupled with transfer
learning to enhance generalization. This approach achieved
99.25% DA with 2.72 s latency and significantly expanded
effective training diversity. For temporal signal analysis,
Sun et al. [160] proposed a PCA-CNN-LSTM cascade model.
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TABLE X
SUMMARY OF TYPICAL GNSS INTERFERENCE DATASETS

Types Name Content Reference
Spectral features of 72 million
GNSS .
randomly generated interference
processed . ; .
. signals (e.g., single-tone, multi- [181]
interference . . .
£ tone, linear chirp, and band-limited
eatures .
noise).
. Multi-feature ~ Spectrum images of eleven types
Jamming - 5Ngg of interference and navigation [172]
jamming signals (e.g., chirp, CWI, pulse,
(MFGJ) spread spectrum jamming).
Feature images of the clean signal
Public and five types of jamming signals
GNSS (e.g., amplitude modulated jam- [122]
jamming ming, FM jamming, narrowband
jamming).
Texas Features of fixed synchronous
Spoofing and asynchronous spoofing (e.g., [182]
Test Battery receiver clock bias, C'/ Ny, doppler
(TEXBAT) frequency offset).
Oak Ridge
Spoofin, L
Spoofing arllj d g More test scenarios for spoofing
research compared to TEXBAT [183]
Interference (. "GPS and Galileo spoofing)
Test Battery & sP &
(OAKBAT)
UAV attack F?lght datqsets under nqrma] _
dataset flight and interference, including [184]

simulation and actual testing.

The PCA first condenses the GNSS data dimensionality; then,
the CNN extracts spatial features from the reduced data, and
the LSTM captures the temporal dependencies. This method
achieved 99.43% DA and a 97.22% F1-score for composite-
wing UAVs.

Artificial intelligence approaches, encompassing both tra-
ditional machine learning and deep neural networks, are
fundamentally data-driven modeling methods. The perfor-
mance of trained models critically depends on the quantity and
quality of datasets, as exemplified by the existing GNSS inter-
ference datasets in Table X. The current benchmark datasets
primarily consist of interference signals and their extracted
features but exhibit notable limitations in addressing emerging
complex interference scenarios.

As shown in Table VIII, a clear evaluation between deploya-
bility and robustness across Al methods for spoofing detection
is presented. Traditional supervised learning methods (e.g.,
KNN, SVM, and decision trees) offer the highest deployability
because of their low computational complexity, making them
suitable for resource-constrained systems [153]. In contrast,
deep and semisupervised learning models (e.g., CNNs and
GANomaly) achieve superior robustness against dynamic and
novel attacks but present significant deployment challenges
owing to high computational demands [159]. Furthermore,
deep learning models rely strongly on large-scale and high-
quality training data; thus, their primary failure risk stems from
performance degradation under data distribution shifts [158].
Traditional and unsupervised models with comparatively less
data reliance face inherent algorithmic limitations, such as
an inability to model highly nonlinear decision boundaries or
sensitivity to poor feature engineering [154], [177]. Ensemble
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methods can mitigate some single-model failures but may fail
if base learners are highly correlated [155].

In summary, the Al-based spoofing detection methods
discussed herein fundamentally diverge into two paradigms
with distinct data-processing philosophies and inherent
performance-resource trade-offs. The ML paradigm primarily
operates on the basis of the features of signal processing-
based methods, leveraging both supervised and unsupervised
models. This approach offers the advantages of relatively low
computational complexity and fast inference times, making it
suitable for real-time UAV applications. However, its effective-
ness is intrinsically bounded by the quality of the engineered
features. In contrast, the DL paradigm employs end-to-end
hierarchical models to automatically extract complex and non-
linear patterns from raw or minimally processed inputs. This
enables superior capability in capturing subtle and systematic
anomalies and generalizing to complex spoofing types. This
enhanced performance comes at the cost of significantly higher
computational demand and model complexity and a notable
reliance on large, high-quality training datasets.

This reveals a core trade-off between model sophistica-
tion and practical deployment constraints. ML methods excel
in scenarios with limited data, but their detection accuracy
may have a potential upper limit when dealing with novel
or highly complex spoofing attacks. DL methods push the
boundaries of detection performance and feature discovery
but face challenges in terms of computational load and data
reliance. To mitigate the data dependence of DL methods,
recent hybrid approaches (e.g., AdaBoost-CNN and PCA-
CNN-LSTM) integrating dimensionality reduction and transfer
learning have been developed, effectively bridging the gap by
enhancing generalization with limited samples. Therefore, the
selection between ML and DL methods for UAV spoofing
detection is not merely algorithmic but strategic, depending
on the available onboard computational resources, the acces-
sibility and quality of training data, and the required level of
sophistication of the detection scheme against evolving threats.

4) System-Aided Detection: Inertial navigation and vision
systems, which are unaffected by GNSS interference, can
assist in detecting interference, particularly erroneous mea-
surements caused by spoofing.

a) INS-aided detection: Owing to their resistance to
external electromagnetic interference, INSs are an ideal choice
for spoofing detection [163]. Feng et al. [161] compared the
angular velocity integral of gyroscopes with GNSS-measured
heading changes. On the basis of the sensitivity to the angular
and velocity changes of INSs, this approach was effective for
low-complexity spoofing detection for quadcopters on both
straight and curved flights. Feng et al. [162] proposed a
two-step training method based on GA-XGBoost with both
historical and real-time sensor data. Applying the GA to
optimize XGBoost parameters enabled successful spoofing
attack detection within 1 second of onset.

b) Communication-aided detection: The UAV-to-ground
communication link remains unaffected by GNSS spoofing and
can be exploited for detection. This is especially true with the
large-scale deployment of 5G base stations and the widespread
use of UAV formations [164]. 5G networks can deliver
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auxiliary data (e.g., satellite ephemeris, approximate position,
and time) to GNSS receivers. Time difference of arrival
(TDOA)-based coarse positioning can be achieved through
5G signals. Moreover, hybrid 5G-GNSS integration enables
joint high-precision positioning. Bai et al. [165] proposed a
three-level true position estimation algorithm. It uses extended
Kalman filtering to fuse GNSS and 5G signal measurements,
performing coarse estimation, fine estimation, and true sig-
nal restoration in sequence. Dang et al. [166] mapped the
trajectory offset of UAVs caused by GNSS spoofing to the
propagation loss of the communication path. By analyzing path
loss decisions, a 97% spoofing detection rate is achieved with
two receiving base stations.

c) Image-Aided detection: Visual sensors on UAVs can
detect spoofing by comparing visual odometry with GNSS
positions. For instance, video streams often include asso-
ciated GPS coordinates; comparing these with calculated
positions helps identify positional deviations of approximately
2.5 meters [167]. Wang et al. [168] extracted ORB features
from monocular camera streams and estimated attitude via
homography transformation. By fusing these visual attitude
angles with IMU data and comparing them against GNSS
outputs, they detected spoofing-induced anomalies in lati-
tude, longitude, and altitude, achieving a 98.75% detection
rate within an average of less than 1 second. Leveraging
visual sensors for spoofing detection during environmental
perception offers a cost-effective, real-time solution, though its
performance depends on stable environmental features such as
adequate lighting and flight altitude [169].

In summary, the system-aided spoofing detection methods
surveyed here leverage external or independent sensor data
to cross-validate GNSS-derived information, exploiting incon-
sistencies introduced by spoofing. The three subcategories,
INS-aided, communication-aided, and image-aided detection,
rely on distinct reference sources and principles. INS-aided
methods use inertial sensors, which are immune to RF inter-
ference, to check consistency between IMU data and GNSS
dynamics. This approach is low-complexity and autonomous
but faces a trade-off between detection accuracy and the
accumulating drift of low-cost MEMS-INS. Communication-
aided methods, especially with 5G, establish an external RF
reference via the unspoofed UAV-ground link, using tech-
niques such as TDOA-based positioning or fused SG-GNSS
filtering to detect anomalies. These introduce dependence
on network coverage and availability. Image-aided methods
provide a passive environmental reference by comparing visual
odometry or geotagged video with GNSS positions. While
cost-effective and dual-purpose, their effectiveness is con-
strained by environmental conditions and flight altitude.

A comparative analysis reveals a spectrum of trade-offs
centered on autonomy, environmental dependence, and system
integration complexity. INS-aided detection provides complete
autonomy and a fast response but is ultimately bounded by
sensor quality and drift. Communication-aided methods offer
high accuracy and infrastructure-level validation but sacri-
fice operational independence and geographical freedom. The
image-aided method strikes a different balance when onboard
cameras are used for passive and feature-based environmental
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referencing but requires sufficient and stable visual features to
operate reliably. Consequently, the choice among these sub-
methods involves a strategic decision based on the operational
environment (e.g., urban or remote), available infrastructure
for 5G coverage, mission duration, and platform capabilities
(e.g., camera and processing power), with a trend toward
hybrid solutions that combine their complementary strengths
for resilient UAV navigation.

C. Performance Evaluation and Selection Guidelines

To provide concrete guidance for selecting interference
countermeasures, a unified evaluation framework based on
four critical metrics is established: detection accuracy, false
alarm rate, computational load, and deployment readiness
(e.g., hardware requirements). A consolidated summary of
these metrics for all the reviewed methods is presented in
Table IX. The following subsections offer a synthesized,
cross-method analysis of detection techniques to jamming and
spoofing, concluding with actionable selection advice tailored
to different UAV operational scenarios.

1) Techniques for Jamming:

a) Cross-Method comparative analysis: The analysis of
jamming detection methods, as summarized in Table IX,
reveals clear trade-offs between analytical performance and
resource consumption. Al-based methods, particularly deep
learning methods, achieve the highest detection accuracy when
complex spectral-temporal features are learned. However, this
comes at the cost of a high computational load and a
dependence on extensive training data. Array antenna-based
methods provide high accuracy and unique spatial filtering
capabilities but are characterized by a triangular trade-off
involving performance, hardware cost, and computational load
for direction-finding algorithms.

In contrast, conventional signal processing methods priori-
tize practicality. They exhibit low-to-moderate computational
load and minimal hardware needs. Their main trade-off is
between efficiency and robustness: while TF analysis offers
good accuracy, it is computationally more intensive than AGC.
The AGC detector is extremely lightweight but is characterized
by low accuracy and high susceptibility to false alarms from
legitimate signal power variations.

b) Selection advice for UAV platforms: On the basis of
the aforementioned analysis, the optimal choice of method
depends on the constraints of platform SWaP consumption
and cost. For medium-sized commercial and tactical UAVs
with sufficient payload and processing capabilities, high-
performance solutions can be utilized. For instance, array
processing based on a limited number of antennas is highly
suitable for robust interference detection. Furthermore, when
adequate training data and on-board computational resources
are available for inference, deep learning methods can be
employed to achieve superior detection accuracy for complex
or evolving interference patterns.

For small consumer UAVs with strict SWaP constraints,
the balance between performance and resource consumption
is crucial. Techniques involving AGC detectors or lightweight
feature monitoring offer a default and low-cost solution. When
data for specific scenarios are available, the use of lightweight
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machine learning models is a favorable compromise that
provides higher accuracy than traditional methods with a
controllable increase in computational load.

2) Techniques for Spoofing:

a) Cross-Method comparative analysis: Spoofing detec-
tion methods exhibit broad diversity in terms of their operating
principles and associated trade-offs, as shown in Table IX. Al-
based methods yield high accuracy, with DL outperforming
traditional ML. The trade-off remains significant in terms of
computational cost and data dependence. Signal processing
methods diverge on the basis of their inspection layer: SQM
provide good accuracy but high false alarm rates in multipath
cases and trade sensitivity for environmental robustness. RFFs
provide high specificity by exploiting physical-layer features
but at high computational and hardware costs.

For simplicity, measurement-based methods are low cost but
slower than other methods, trading timeliness for simplicity.
Array-based methods for spoofing share similar trade-offs
as those for jamming: high-accuracy spatial discrimination
versus hardware complexity and computational load. System-
aided methods introduce a different paradigm, trading platform
autonomy for external integrity verification. Their accuracy is
often moderate, but they add a valuable independent check,
with deployment feasibility being a key constraint.

b) Selection advice for UAV platforms: With the support
of various current deception detection methods, the selection
process must consider the deception threat model and oper-
ational environment. For medium UAVs, these platforms can
implement multilayer defense. For example, combining DL-
based signal analysis with system-aided checks (e.g., INS and
visual) creates a robust, hybrid solution that mitigates the
weaknesses of individual methods, leveraging the available
payload for diverse sensors.

For small UAVs, the focus is on efficient, receiver-integrated
technologies. Lightweight machine learning models trained
on key features (such as C'/Ny and pseudorange informa-
tion) provide a good balance. Moreover, basic measurement
consistency checks add minimal overhead. Although system-
aided detection is challenging because of the need for auxiliary
sensors, low-cost MEMS-IMUs can be valuable resources for
consistency monitoring.

In summary, this evaluation demonstrates that no single
method dominates across all metrics. The selection framework
highlights a consistent engineering compromise: advanced
methods (e.g., Al-based and array-based) achieve better per-
formance at the expense of computational and hardware
resources, whereas simpler methods (e.g., conventional signal
processing and lightweight ML) favor deployability under
strict SWaP constraints. The optimal strategy for resilient
UAV navigation often involves the intelligent hybridization
of complementary techniques tailored to specific platform
capabilities and mission threat profiles.

V. INTERFERENCE MITIGATION AND SUPPRESSION

Interference mitigation aims to alleviate the degradation
of navigation services or to reconstruct the GNSS signal
waveform in the presence of interference [185]. Following
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TABLE XI
METRICS OF INTERFERENCE DETECTION AND IDENTIFICATION
Types Specific Detection False Computa  Deployment
P techniques accuracy alarm -tional load readiness
rate
TF analysis 4 puve  AA mm A
based
AGC based *kk AAN | ] A
Array
Jamming antenna %k K vy AAN HEE B
based
Supervised 4y kv AA EEEO C
learning
Deep *kkkk AA EEEEO  AB
learning
SQM Fkok v AAA HE0 A
Feature
analysis % %k k AAA/ HEHEED B
based
RFF ok ok Kk AA | [ [ [ ] C
Measurement 4o AAAA mEQ A/BIC
based
Array
Spoofing antenna D 8.8 %1 AAN | | [ ] B
based
Supervised 4 4y yv AAA  EEEE A/B
learning
Semi-
supervised *hkkvr  AAA [ | [ [ (W] A/B
learning
Deep *hkKK AN EEEEE C
learning
INS aided ok k AAN HEE
Commun'lcatlon Kk AAA mEE D
system aided
Visual Fkk AA EEEE D
system aided
Notes:

a) Detection accuracy: * - low (< 85%), %% - moderate (85% — 95%),
* %% %% - high (> 95%)

b) False alarm rate: A - low (< 1%), AAA - moderate (1% — 5%),
AAAAA - high (> 5%)

¢) Computational load: l - low, HEQ - moderate, NN - high

d) Deployment readiness: A - Single antenna, B - multi antennas,
C - special receivers, D - auxiliary sensors

detection, the mitigation stage involves applying countermea-
sures tailored to the identified interference class [186]. As
summarized in Table XII, current techniques fall into three
categories: signal processing, array antennas, and artificial
intelligence-based algorithms.

A. Jamming Mitigation and Suppression

Traditional mitigation techniques, such as filtering and spec-
tral analysis, are effective against interference with known
characteristics, whereas array antennas filter signals from a
spatial perspective regardless of the specific characteristics.
Emerging Al-based approaches offer unique advantages in
handling unmodeled or adaptive interference and complex
environments.

1) Signal Processing-Based Methods: Traditional signal
processing involves the application of antijamming filters after
the RF end to filter and remove interference from mixed sig-
nals. This approach can also leverage time-frequency analysis
to concentrate interference signals for suppression.
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TABLE XII

SUMMARY OF INTERFERENCE MITIGATION AND SUPPRESSION METHODS

Interference Approac.h Speclﬁ.c Operating Mechanisms Technical Constraints References
Types Categories Techniques
Broadband interference
Attenuate and filter the cannot be suppressed; Filter [igg] [igg]
Notch filter frequency point of the frequency points should be [189], [190],
jamming signal. aligned with the jamming [ig;]’ (192,
Signal Processing frequency. (193]
Based The jamming signals are It is difficult to achieve [194], [195],
Time-frequenc separated from the GNSS a balance of resolution; [196], [197],
) 4 Y signals in the transform Multiple jamming produces [198], [199]
transform . X . ’
domain and then suppressed cross interference during [200], [201],
. by filtering. transformation. [202]
Jamming Arrays consume hardware [203], [204]
Array sienal Beamforming is achieved to resources; Interference [205]’ [206]’
Array Antenna rochs' r% support spatial filtering for suppression capability is 207 ’ 208 ’
Based p ng the jamming direction. limited by the number of [209]’ [2 O]’
array elements. [209], [210]
The neural networks f]:jzrz;;l::urr:]ettviv;fk;flncrease
Artificial Tntelli are used to separate the computin fesources- [211], [212],
ruficial Intelligence Deep learning interference and GNSS puting o [213], [214],
Based X . . Suppression performance
signal by learning the signal . . [215]
. depends heavily on training
correlation.
data.
Multiple correlators correct
the correlation peak error Multiple correlators [144], [216]
Multicorrelator caused by deception, in turn increase hardware resource ’ ’
reducing the measurement consumption. (217], [218]
Signal Processing error. i i i
Based Use the correlation of This only effectively applies
to situations where different [219], [220],
Measurement measurement values to - -
. o receivers are interfered [221], [222]
correction eliminate errors caused by . . > ’
with by the same deception [223], [224]
spoofing. . >
signal.
Spoofing

Array Antenna
Based

Array signal
processing

Estimate the arrival angle of
the spoofing signal, and then
use beamforming to suppress
the signal in that direction.

Arrays consume hardware
resources; Interference
suppression capability is
limited by the number of
array elements.

[225], [226],
[227], [228],
[229]

Artificial Intelligence

Machine learning

The model identifies and
eliminates outliers, thereby
achieving measurement bias
correction.

With its limited suppression
capability, it is unable

to correct abnormal
measurements.

[230]

Based

Reinforcement
learning

Adjust response strategies
dynamically on the basis of
the impact of spoofing.

The mitigation performance
relies heavily on complex
network models and training
datasets.

[231], [232],
[233], [234]

System Integration
Based

Tightly coupled
GNSS/INS

Correct the bias caused by
spoofing using the short-term
accuracy of INSs.

High requirements for fusion
filtering algorithms.

[235], [236],
[237], [238]

a) Notch filter: Notch filters attenuate input signals at

bias, and code jitter [188].

specific frequencies to suppress interference. Adaptive notch
filters (ANFs) dynamically adjust the notch frequency through
the FLL to track the jamming signal, especially for jamming
at varying frequencies. As shown in Eq. (9), the typical power
ratio-based strategy improves the fidelity between the received
waveform and its nominal model, thus suppressing frequency
jitter and enhancing subsequent acquisition and tracking [187].

ANFs are effective against narrowband interference such
as CWI. However, improper notch frequency or bandwidth
settings may distort GNSS signals, resulting in pseudorange
measurement deviations [189] and modulation-related clock
deviations [190]. These effects on the receiver are typically
assessed using metrics such as peak-to-noise-floor ratio, code

H(iz)=1—-wn]-z7' +772, %a)
wln +1] = wln] + p - efn] - (z[n —1]
+ z[n + 1)), (9b)
filn] = 5 co -1 (wén]) , (%)
e[n] = dln] — y[n]
= z[n] — w[n]z[n — 1] + x[n — 2], (9d)

where w[n] denotes the adaptive weight coefficient and 7!

and z~2 represent the unit delay operator and two-sample
delay, respectively. The parameter p (0 < p < 1) controls
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Fig. 8. The suppression of sweep frequency jamming based on FRFT.

the convergence rate, and e[n] defines the error between the
desired reference signal d[n] and the filter output y[n]. The
input signal z[n] contains both GNSS signals and interference.
The instantaneous jamming frequency is estimated as fj [n],
where cos™!(-) yields the inverse cosine in radians.

To minimize distortion, Song et al. [191] proposed adap-
tive sparse filtering (ASF), which dynamically adjusts filter
characteristics on the basis of the interference and signal band-
width relationship, thereby preserving signal integrity while
suppressing the jammer. To enhance ANF tracking of dynamic
interference, Merwe et al. [192] introduced the multiparameter
adaptive notch filter (MPANF). They applied three consecutive
ANFs to dynamically adjust the notch loop bandwidth, width,
and depth. This method is particularly effective for suppressing
rapidly changing signals such as chirp signals while reducing
signal distortion. Additionally, with a check unit to monitor the
changes in interference conditions, switchable iteration factors
can be used to update the ANF state on the basis of detected
jamming types [193].

b) Time-frequency transform: Time-frequency trans-
forms can separate signals and interference in the time-
frequency domain. By filtering out the interference and
applying the inverse transform, common interference types
such as narrowband, broadband, and pulse jamming interfer-
ence can be suppressed [194]. When combined with techniques
such as nonnegative matrix factorization (NMF) [195], time-
frequency transforms can be used to precisely identify and
suppress narrowband and broadband jamming within specific
regions of the time-frequency plane. The fractional Fourier
transform (FRFT) is typically used to suppress interfer-
ence signals with time—frequency varying characteristics (e.g.,
sweep jamming), as demonstrated in Fig. 8. To quickly deter-
mine the optimal FRFT order, methods such as energy residual
searching [197] and the first-order moment of magnitude of
the FrFT approach [198] can be used. After the interference
parameters from time—frequency transforms are estimated,
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notch filtering can be further applied for suppression [199].
The estimated parameters (e.g., chirp rate) can also be used
to adjust the observations and state noise in Kalman filtering
for tracking interference signal parameters [200].

Wavelet transforms decompose signals into components at
different scales for multiscale analysis. Kambham et al. [196]
proposed a parameterized wavelet packet thresholding method
based on improved particle swarm optimization (IPSO). They
adopted IPSO to determine the optimal threshold for wavelet
packet decomposition and the number of layers. An adaptive
threshold function based on the soft sign function was applied
for flexible handling of various signal types. Additionally,
the Zak transform can be applied for long-sequence signals
or when fine-scale local time-frequency analysis is needed
[201]. When dealing with complex multiple interference, TF
transforms may encounter cross-term interference. To address
this issue, Sun et al. [202] proposed a method based on the
Radon—Wigner transform to effectively suppress cross-term
interference.

In summary, two core signal-processing approaches for
jamming mitigation are compared in this subsection. The
Notch filter operates directly in the frequency domain, selec-
tively attenuating the high-energy spectral component. It
offers high computational efficiency and real-time feasibility,
making it highly effective against narrowband and swept-
tone jammers. However, its core weakness is the inherent
trade-off between the suppression depth and signal integrity.
Conversely, time—frequency transform methods operate in the
joint time—frequency domain, which allows them to concen-
trate on and isolate the energy of nonstationary interference,
such as chirp and pulsed signals. This grants them superior
capability against complex jammers, but this comes at the cost
of significantly higher computational complexity because of
the required transformations and the need to address cross-
term interference in multicomponent scenarios.

The selection between these methods thus hinges on the
jammer characteristics and platform constraints. For resource-
constrained UAVs facing primarily narrowband threats,
enhanced ANF/MPANF offers a pragmatic, low-latency solu-
tion. For platforms with greater processing capability operating
in complex electromagnetic environments, time—frequency
transform-based methods provide the necessary analytical
depth to excise sophisticated interference, justifying greater
computational investment. A hierarchical strategy that employs
a lightweight notch filter as a first line of defense with
selective activation of a more sophisticated time-frequency
processor can optimally balance this performance-resource
trade-off.

2) Array Antenna-Based Methods: Array antennas sup-
press interference through beamforming, as shown in Fig. 9.
By adjusting element weights to form nulls in the jam-
ming direction, arrays effectively suppress narrowband and
broadband interference. They can also suppress jamming and
spoofing interference separately via subspace separation tech-
niques [203]. Common array processing criteria include power
minimization, variance minimization, and mean square error
minimization [204]. These criteria have been used to establish
typical algorithms such as the power inverse (PI) algorithm and
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Fig. 9. Adaptive beamforming pattern for jamming suppression using a four-
element array with one GNSS signal and two jamming sources (the same
situation as in Fig. 5).

minimum variance distortionless response (MVDR) algorithm
as follows.

e PI [205]: This adjusts the weighting vector to minimize
the array output power, creating nulls in the direction of
interference to suppress interference, as illustrated below.

R's
Wopt = m’ (102)
Pou = w"” Rw, (10b)
R=E[z(t)z" ()], (10c)

where w denotes the weight vector, R represents the
covariance matrix of the received signal vector x(t) at
time ¢, s is the steering vector of the desired signal, and
E[-] is the expectation operator. The Hermitian transpose
(-) ensures conjugate symmetry in complex-valued sig-
nal processing.

e MYVDR [206]: MVDR optimizes the weighting vector to
minimize the output signal variance while keeping the
signal from the desired direction unchanged, which is
expressed as follows.

H

min w” Rw subject to w"s =1, (11a)
w
R7's
WMVDR = m, (11b)
Py = w Rw, (11c)

where w is the weight vector designed to minimize the
total output power while preserving the distortionless
response in the desired direction, as ws = 1 shows.
This differs from PI, which focuses solely on nulling
interference without explicit distortionless constraints.

Arrays can suppress signals from specific directions, but
channel inconsistencies can cause phase center deviations,
leading to errors in pseudorange and carrier-phase measure-
ments [207]. Daneshmand et al. [208] proposed a two-stage
array suppression method. First, conventional space array
processing (SAP) is used to estimate the interference-free
subspace and project the signal. Then, a distortionless SAP
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filter is designed to minimize mutual correlation and maximize
the SNR. For mobile platforms such as vehicles and aircraft,
distributed antennas or small subarrays can achieve equivalent
array processing. However, an antenna spacing exceeding half
a wavelength can cause signal delay and reduce signal cor-
relation, affecting suppression performance. Brachvogel et al.
[209] used space-time array processing (STAP) to compensate
for signal delays introduced by large antenna baselines and
to restore correlations. Experiments with sparse subarrays
on vehicles revealed that STAP significantly enhances the
CNR and positioning precision, especially under wideband
interference.

In summary, array antenna-based jamming suppression
relies on adaptive beamforming, with the PI and MVDR
algorithms representing two core optimization methods. The
PI algorithm offers computational simplicity but lacks an
explicit constraint to preserve the desired signal. In contrast,
the protection capability for the desired signal in the MVDR
algorithm provides a more theoretically sound solution for
maintaining signal fidelity. However, the performance of this
approach is highly sensitive to model errors, such as steer-
ing vector mismatches caused by channel inconsistencies or
antenna phase center variations.

When UAVs utilize distributed antennas to achieve equiva-
lent array processing, their performance may degrade because
of excessive antenna spacing, leading to increased latency and
reduced signal correlation. STAP technology addresses this
issue by jointly processing signals in both space and time.
This approach compensates for delays and effectively restores
correlations in sparse or distributed arrays, albeit with an
increased computational cost. Therefore, the choice between
PI and MVDR involves a trade-off between robustness and
optimality, whereas the adoption of STAP introduces a further
trade-off between suppression performance under practical
constraints and system complexity.

3) Artificial Intelligence-Based Methods: Al has proven
effective in interference detection and is being increasingly
used in interference suppression [211]. Al-based jamming
mitigation fundamentally involves separating the obscured
navigation signal from interference. While supervised machine
learning struggles with signal recovery, DL models have
become the predominant approach, as illustrated in Table XIII.
DL models autonomously extract features from signals with-
out requiring prior knowledge of interference models or RF
environmental parameters.

The direct-prediction approach leverages neural networks
to learn the nonlinear characteristics of navigation signals,
enabling the reconstruction of obscured GNSS signals from
interference-corrupted observations. Sun et al. [213] employed
a deep convolutional neural network to separate satellite
signals that coexist with co-frequency interference, achieving
36 dB interference suppression and weak signal recovery
without requiring precise channel parameters. Wang et al.
[214] compared the performance of reservoir computing (RC),
MLP, and LSTM networks in direct signal separation. The
experimental results demonstrated that the inherent memory
mechanism of LSTM effectively eliminates interference by
learning sequential patterns, whereas RC maintains a bit error
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TABLE XIII
SUMMARY OF TYPICAL AI-BASED METHODS FOR INTERFERENCE MITIGATION

Learning . .- Dataset .
Types paradigm Techniques Methods Deployability Robustness limitations Failure modes References
Supervised  pooression MLP *x * AAA Emm 0000 [214]
Learning
Jammi [213],
amming Multilayer [239]
*k AAA | [ | ] ’
Deep CNNs CNN o000 [240],
Learning [241], [242]
Reservoir
RNNs Computing, *k A AAAN | [ [ 0000 [214], [215]
LSTM
izgfg;;ed Classification ~ SVM,KNN,DT k% AAA [ [ ] (1o} [230]
Spoofing N P [231]
ARAM-RL * ok k AAA [ [ [ | (=] ’
Reinforcement [233], [234]
learning Deep-RL * kY AAAA [ 1 [ [ ] 000 [232]
Notes:

a) Deployability: % - poor, %% - moderate, %% % %% - excellent
b) Robustness: A - poor, AAA - moderate, AAAAA - excellent

c) Dataset limitations: B - little impact, Il - moderate impact, INNIEEE - serious impact
d) Failure modes: @ - low sensitivity to model errors, @@®O - moderate sensitivity, @@@®@® - high sensitivity

rate (BER) below 1% even at a JSR of 60 dB. In addition,
Yang et al. [239] utilized spatially distributed antennas on
aircraft. One Earth-facing antenna captures pure interference
signals, while a sky-facing antenna collects composite signals.
Then, the CNN-based cancellation network reconstructs the
navigation signal by canceling the received signals from these
two antennas.

The indirect-prediction method is used to train networks to
extract and isolate interference components from raw signals,
although it typically requires prior knowledge of interference
types. Xie et al. [215] developed an innovative LSTM-based
array algorithm that uses the GNSS correlation integral gain
as a loss function. By leveraging spatial correlation in array
data to nonlinearly estimate aggregate interference, the method
achieves simultaneous broadband suppression and a 24 dB
improvement in the interference cancellation ratio (ICR). To
address the challenges associated with separating mixed nar-
rowband, linear sweep, and pulsed interference, Song et al.
[240] proposed a time-frequency U-Net (TF-UNet) based on
a CNN. The approach generates time-frequency spectra via
high-resolution STFT and employs a U-Net architecture for
precise interference feature segmentation. A signal fusion
mechanism further enables effective interference suppression
and GNSS signal reconstruction.

Signal separation and reconstruction can also be approached
from a spatial perspective. Wentz et al. [241] proposed a
classification-based transfer learning (CBTL) beamformer. A
pretrained CNN is used for signal classification, and transfer
learning is applied to optimize beamforming weights, enabling
blind beamforming without prior knowledge of the array man-
ifold. For a 4-element array, this method improves the output
SINR by more than 8 dB. Uyen et al. [242] employed a CNN
to directly estimate optimal beamforming weights from beam
pattern images. The resulting patterns feature narrow main
lobes and deep nulls, achieving an interference suppression
ratio of —49.83 dB.

Furthermore, Al-based approaches support cognitive inter-
ference suppression frameworks that autonomously select
antijamming strategies. Chen et al. [243] employed a pre-
trained GooglLeNet deep learning model to automatically
select the optimal interference suppression method on the
basis of time-frequency spectrum features. Compared with
traditional methods, this approach improves suppression
performance, with a CNR exceeding 38 dB - Hz, and demon-
strates low sensitivity to interference parameters.

As shown in Table XIII, in terms of deployability, traditional
supervised tools such as MLPs offer moderate performance
because of their relatively simple architectures [214], whereas
deep learning models exhibit lower deployability because of
their high computational complexity and parameter counts.
Thus, real-time implementation on resource-constrained plat-
forms is challenging and often requires dedicated hardware
acceleration [215]. With respect to robustness, DL techniques
generally achieve good to high robustness. Models such as
CNNs and LSTM networks excel at extracting complex fea-
tures from jamming signals, enabling effective suppression
across various interference types. However, DLs may display
only moderate robustness in highly dynamic scenarios, as they
are more sensitive to specific jamming patterns and parameter
tuning [214], [215].

A major limitation of data-driven approaches is their strong
dependence on data quality and scale, especially for deep
learning models, the performance of which hinges on the
availability of large, well-labeled training datasets [240].
Therefore, the performance of DLs significantly decreases
when they encounter jamming patterns that are absent from
the training data or under extreme signal-to-noise con-
ditions [213]. In contrast, traditional supervised methods
show moderately lower sensitivity; their failures are often
more predictable and typically stem from inherent algorith-
mic limitations in modeling highly nonlinear interference
dynamics [214].
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Fig. 10. Spoofing suppression using multicorrelator processing (code phase
offset: 0.5 chips, JSR = 1.2 dB).

In summary, Al-based jamming mitigation via deep learning
can be divided into two complementary paradigms defined
based on their target objective and required prior knowledge.
In the direct-prediction approach, the problem is treated as a
regression or time series reconstruction task, where a neural
network is trained to directly map interference-corrupted sam-
ples to the estimated clean GNSS signal. In contrast, in the
indirect-prediction approach models are trained to explicitly
estimate and then subtract the interference component from the
composite signal. This method provides high interpretability
and can leverage prior knowledge of interference types.

Both paradigms share a core trade-off; i.e., they deliver pow-
erful, model-agnostic suppression capabilities and outperform
many conventional model-based methods, but this comes at the
cost of high computational demands for training and inference,
a dependence on extensive and representative datasets, and
difficulties in generalizing to interference types not adequately
represented in the training data.

B. Spoofing Mitigation and Suppression

For spoofing suppression, the general approach involves
separating the spoofing signals from the authentic signals or
identifying the DOA of the spoofing transmitter and then using
beamforming to attenuate signals arriving from that direction
[244].

1) Signal Processing-Based Methods: In traditional signal
processing, spoofing is suppressed by exploiting two prop-
erties: the creation of multiple correlation peaks and the
introduction of consistent measurement errors. The uncorre-
lated characteristics between spoofing and authentic signals
are also leveraged in this approach. We specifically discuss
several methods as follows.

a) Multicorrelator processing: The use of multiple cor-
relators to monitor correlation peaks allows for the detection
and estimation of spoofing signal characteristics, reducing
their impact on the phase estimation of authentic signals.
The correlation values from each correlator can be used to
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reconstruct the peaks and gradually eliminate deceptive com-
ponents, as illustrated in Fig. 10. Yang et al. [216] introduced
the spoofing correlation peak cancellation (SCPC) method,
which generates an inverse cancellation sequence to neutralize
spoofing effects. When tested on the TEXBAT dataset, the
SCPC corrects mixed signals, improves the CNR, and restores
the correlation peak shape. Shang et al. [144] applied a
robust extended Kalman filter to minimize the phase estimation
errors of correlators, especially in dynamic environments. This
approach reduced the position offset caused by spoofing from
600 m to approximately 20 m. Spoofing-induced correlation
peaks can also be directly cancelled.

To tackle the detection difficulty cased by the similarity
between repeater spoofing and multipath signals, Guo et al.
[218] developed a multicorrelator tracking channel based on
maximum likelihood estimation. After parameters such as the
time delay and amplitude for each channel are estimated, a
countersignal is added to recover the authentic signal. This
method accurately estimates spoofing parameters with a delay
of 0.6 chips and maintains positioning stability under both
short-delay spoofing and long-delay spoofing. To achieve
gradual spoofing suppression, Dabaghi et al. [217] integrated
a multicorrelator structure with machine learning. An MLP
network uses multicorrelator outputs to detect spoofing, while
a Kalman filter estimates the DLL discriminator output,
dynamically adjusting the code phase to suppress spoofing
signals. In tests involving short-, medium-, and long-range
bias scenarios, reliable positioning was achieved in 84.25%,
93.20%, and 97.24% of the cases after mitigation, respectively.

However, increasing the number of correlators not only
improves detection and suppression performance but also
increases system resource consumption and complexity [245].
Additionally, strong spoofing signals can suppress the correla-
tion peaks of authentic signals, leading to erroneous estimation
results.

b) Measurement correction: Spoofing signals received
by adjacent receivers often originate from common inter-
ference sources, resulting in correlated measurement biases.
Leveraging this inherent correlation, dual-frequency double-
difference processing of pseudorange and carrier-phase
measurements provides effective spoofing mitigation. By
leveraging double-difference pseudorange and carrier-phase
measurements from adjacent receivers, Stenberg et al. [219]
detected spoofing signatures. This approach allows compro-
mised measurements to be excluded from the positioning
and timing solutions. Their results revealed that pseudorange
double-differencing works for receivers spaced 20 m or more,
whereas carrier-phase-based methods are suitable for shorter
distances and require strict synchronization. When spoofing
is detected, redundant GNSS measurements combined with
Kalman filtering or nonlinear prediction models can be used
to estimate and predict flight trajectories, ensuring that the
results are spoofing-free [220].

To address the inability of traditional methods to correct
signals during the initial deviation stage of synchronous
spoofing, Fang et al. [223] exploited the oscillatory charac-
teristics of the receiver’s Doppler shift under spoofing and
used nonlinear least-squares curve fitting to estimate authentic
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signal parameters. This enabled spoofing mitigation before
frequency lock through Doppler-smoothed pseudoranges and
corrected code frequency. To improve estimation accuracy
limited by correlator spacing, Jin et al. [222] first detected
spoofing and performed a coarse estimation using a windowed
sum of relative delays (WSRD) metric. An iterative strategy
was then applied to refine the delay estimate beyond the
correlator spacing limit. This approach was combined with
an adaptive extended Kalman filter (AEKF) to handle abrupt
changes in observation noise caused by spoofing. In contrast,
Chen et al. [224] proposed a low-complexity method by lever-
aging the consistency between the code and carrier phases.
They constructed a code-carrier difference (CCD) metric to
estimate the pseudorange deviation directly, eliminating the
need for multicorrelator parameter estimation. Their approach
reduces the positioning error by up to 97.0% in the late-stage
spoofing phase across various TEXBAT scenarios. Finally, to
maintain measurement continuity after antispoofing, Sun et al.
[221] implemented abnormal state prediction and feedback
based on the vector tracking loop (VTL) through an extended
Kalman filter (EKF), bridging signal interruptions through
auxiliary channels and thereby preserving the continuity of
PNT services.

In summary, the two primary signal processing-based spoof-
ing mitigation methods operate at fundamentally different
layers of the receiver chain, each with distinct trade-offs
among performance, complexity, and hardware dependence.
Multicorrelator processing functions at the correlation level
within a single receiver. While more correlators increase
suppression performance, they also linearly increase computa-
tional and resource costs. Furthermore, efficacy can decrease
when spoofing signals are strong enough to dominate or sup-
press the authentic correlation peak. In contrast, measurement
correction is implemented at the positioning solution level,
requiring data from multiple spatially separated receivers or
antennas. The effectiveness and applicability of this method
are directly governed by the antenna spacing and synchro-
nization quality.

Therefore, the choice hinges on the operational con-
straint; i.e., multicorrelator processing offers a self-contained,
receiver-integrated solution at the cost of internal computa-
tional resource and robustness against very strong spoofers,
whereas measurement correction provides a robust and
geometry-based exclusion method at the expense of external
hardware configuration.

2) Array Antennas-Based Methods: Unlike jamming,
spoofing is mostly addressed through spatial filtering rather
than time- and frequency-domain filtering [225]. By lever-
aging the characteristic that spoofing signals are typically
emitted from a single direction, multiantenna systems can
detect spoofing through DOA correlations. Once the angle
of arrival differs between authentic and spoofing signals,
multiple antennas can form adaptive beams to nullify spoofing
from common directions while preserving the GNSS signals
[226]. Arribas et al. [228] proposed an intelligent antenna
architecture based on antenna arrays. It estimates the DOA
to identify spoofing signals and adaptively nulls interference
in the corresponding direction.
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Noh et al. [227] evaluated arrays with varying numbers
of antenna elements for spoofing mitigation. They reported
that increasing the number of elements enhances suppression,
but performance gains diminish as the spoofing-to-authentic
signal power ratio narrows. With respect to repeater spoofing,
which is correlated with authentic signals, Ren et al. [246]
analyzed the performance of multibeam antijamming receivers.
Their results showed that the MVDR algorithm consistently
suppresses spoofing below the authentic signal power level,
with higher spoofing power yielding better suppression.

When the spoofing signal power is close to that of
an authentic signal, distinguishing spoofing from multipath
effects is challenging. Zhao et al. [247] employed an improved
feature space spectrum method with signal preprocessing,
such as self-coherence denoising and forward-backward spa-
tial smoothing, to estimate the DOA of all incident signals.
They combined power estimation and cross-correlation peak
monitoring to detect spoofing and used subspace projection
and beamforming for interference suppression. For multidi-
rection collaborative spoofing attacks, Venturino et al. [229]
utilized phase difference measurements from antenna arrays
integrated with navigation filter state estimation. They design
a generalized likelihood ratio test to detect spoofing signals.
An adaptive resilience navigation filter (ARNF) was proposed
to dynamically estimate the bias introduced by spoofing and
adjust the measurement model for suppression. The ARNF
accurately detects multiple spoofing attacks (e.g., four signals)
and estimates biases to improve positioning accuracy.

In summary, array-based spoofing mitigation primarily
involves spatial filtering, but diverging strategies regarding
hardware reliance and algorithmic sophistication are used.
Increasing the number of antenna elements enhances suppres-
sion but at the cost of greater hardware complexity, size, and
power consumption, which is a critical constraint for UAVs.
Moreover, performance gains diminish as the spoofing-to-
authentic signal power ratio decreases, revealing a fundamental
sensitivity limit. This reflects an overarching trade-off between
achieving better performance through increased hardware
resources and developing more intelligent, adaptive algorithms
to maximize capability within strict SWaP limits.

3) Artificial Intelligence-Based Methods: For spoofing mit-
igation, Al methods primarily exploit the correlations between
signals and measurement outputs to mitigate the impact of
spoofing signals on true measurements.

a) Machine learning: In scenarios with limited dynam-
ics, this approach is similar to spoofing detection; i.e., after
identifying malicious measurements, anomalous values re sys-
tematically discarded. Pardhasaradhi et al. [230] distinguished
authentic and spoofing signals by analyzing received signal
power and correlation peak changes. They leveraged machine
learning algorithms such as an SVM and a KNN to screen out
spoofing-affected measurements and select the best ones for
position estimation on the basis of the relationship between
measurements and features.

b) Reinforcement Learning (RL): For dynamic spoofing
scenarios, RL can compensate for trajectory deviations caused
by spoofing-induced position and attitude changes during UAV
flights [231]. Eldosouky et al. [234] proposed an active defense
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framework based on cooperative localization to counter stealth
spoofing attacks, with the attacker-defender interaction mod-
eled as a dynamic Stackelberg game. Their approach can
protect all drones in a swarm when the spoofing signal induces
a positional deviation of up to 60 meters by employing a Stack-
elberg equilibrium strategy. Tang et al. [232] introduced a deep
RL-based positioning correction algorithm featuring adaptive
reward augmentation (ARAM) to improve GNSS accuracy.
By learning the nonlinear mapping between measurements
and positioning outputs, ARAM effectively mitigates spoofing-
induced biases and enables real-time trajectory correction.

To reduce the resource consumption of RL models, Hu et al.
[233] proposed a lightweight and integrated RL framework.
It dynamically selects between GPS-based and vision-based
navigation strategies and incorporates an improved prioritized
experience replay mechanism based on past incorrect deci-
sions. For three types of spoofing attacks (random, replay,
and covert), the system achieves an average detection accuracy
exceeding 96% and a task completion rate over 91%, with an
average real-time decision latency below 23 ms.

Moreover, the learning abilities of artificial intelligence
methods can be integrated with signal reconstruction tech-
niques from compressive sensing (CS). Wang et al. [248]
combined a spiking neural network (SNN) with compressive
sensing. The SNN learns the characteristics of spoofing-
free cross-ambiguity functions (CAFs) to detect spoofing.
Subsequently, an improved sparse Bayesian learning (ISBL)
algorithm performs sparse reconstruction of the time-domain
autocorrelation function (TACF). By constructing an over-
complete dictionary, the received signal is decomposed into
parameterized combinations of authentic and spoofing com-
ponents. The reconstructed spoofing component is then
subtracted to recover the authentic signal.

As shown in Table XIII, traditional supervised learning clas-
sifiers demonstrate advantages for integration into real-time,
resource-constrained systems such as UAVs with minimal
hardware overhead because of their relatively simple archi-
tecture and low computational demands [230]. In contrast, RL
and Deep-RL methods with more complex network structures
often require specialized hardware acceleration in practical
implementations, posing significant challenges to edge deploy-
ment [233]. With respect to robustness, Deep-RL methods
achieve superior performance by learning adaptive policies that
can effectively counter dynamic and evolving spoofing tactics
through continuous environmental interaction [232]. However,
the robustness of supervised classifiers is moderate, as they
may struggle to generalize to novel and sophisticated spoofing
strategies not represented in their training data [230].

As mentioned, the severe limitations of datasets profoundly
impact most data-driven approaches, particularly deep learn-
ing and reinforcement learning (RL) models. These models
heavily rely on large-scale, high-quality, and representative
training data to comprehensively cover potential spoofing
scenarios and signal conditions [232]. Their performance can
significantly decrease, such as unexpected erroneous feedback
and judgments, when the training data lack diversity or fail
to encompass real-world operational variations. In contrast,
the failures of supervised models in such cases are often
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relatively predictable, as they primarily stem from the inherent
limitations of the algorithms [230].

In summary, Al-based spoofing mitigation methods employ
a versatile, data-driven paradigm that operates across the mea-
surement and positioning layers, and the nonlinear mapping
relations between corrupted inputs and corrected navigation
states are learned. In low-dynamic scenarios, methods based on
features such as signal power and correlation peak distortion,
such as using an SVM or a KNN, provide a selective filtering
approach to identify and discard spoofed measurements. For
high-dynamic scenarios involving UAVs, RL and Deep-RL
frameworks (e.g., with adaptive reward augmentation) support
active trajectory correction by learning to compensate for
spoofing-induced deviations in real time. This reflects a key
contrast: static or low-dynamic methods focus on measurement
classification and exclusion, whereas dynamic methods shift
toward continuous control and state recovery.

In addition, AI methods for spoofing mitigation inherit
the common Al trade-offs of computational cost, dependence
on extensive and representative training data, and potential
challenges in real-time deployment on resource-constrained
platforms. Thus, Al-based mitigation is most advantageous in
scenarios where spoofing patterns are sophisticated, variable,
or poorly characterized by traditional models, provided that
sufficient onboard processing and learning data are available.

4) System Integration-Based Methods: As a system of
independent sensors, the INS can provide high-precision state
information in the short term and is immune to spoofing.
Beyond spoofing detection, integrated GNSS/INS navigation
systems can also utilize information updates to achieve spoof-
ing mitigation. Huang [235] proposed an INS-aided tracking
(INSAT) framework based on robust Kalman filtering for
spoofing suppression. This framework uses INS-derived short-
term precise states to support and adaptively adjust the GNSS
receiver’s tracking loops, thereby maintaining lock on the
authentic signal. Evaluated on the TEXBAT dataset, INSAT
reduced the maximum positioning error under spoofing from
600 m to within 12 m, achieving a 98% error reduction. In
slow spoofing scenarios with an average speed of 0.5 m/s, its
the maximum error is only 20.3% of that of a multicorrelator
mitigation algorithm. The framework also sustains authentic-
signal tracking during spoofing pulls and supports subsequent
INS error correction, preventing divergence under prolonged
attacks.

Spoofing can also disrupt the high-precision positioning
of RTK/INS tightly coupled systems, where traditional EKF
suffer from noise-statistics mismatch and frequent AR failures,
leading to state estimation divergence. To address this, Hao
[236] proposed a joint strategy combining an adaptive robust
Kalman filter (ARKF) with partial ambiguity resolution (PAR).
The ARKF performs float estimation, the PAR achieves a fixed
solution, and INS errors are used for dynamic compensation.
The ARKF+PAR method reduces the 3D position error (RMS)
from 23.60 m to 1.03 m, significantly enhancing system
reliability.

Against advanced spoofing strategies, such as targeted
spoofing and jamming-spoofing hybrid attacks, traditional
GNSS/INS methods suffer from low detection probability
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and ineffective mitigation. Shang et al. [237] integrated the
multipath estimation delay lock loop (MEDLL) approach with
the INS. Their approach uses multiple correlators to estimate
signal parameters (delay, amplitude, phase) and separates
spoofing from authentic components via maximum likelihood
estimation. Moreover, the INS is used to predict pseudorange
errors and cancel the spoofing-induced component.

To counter spoofing attacks that exploit system vulner-
abilities, such as periods of low LiDAR reliability for
covert vehicle deviation, Chang [238] proposed an improved
Kalman filter model that uses measurement variance monitor-
ing (MVM) to monitor innovation changes. When spoofing
causes innovation anomalies, the MVM constrains the impact
of GNSS outliers on the fusion filter. The proposed mini-
mum covariance constraint method (MCCM) imposes a lower
bound on the position-related covariance matrix, enhancing
the corrective capability of the LIDAR between GNSS signals
to improve robustness. When evaluated using the KAIST
real-world dataset in both open-sky and urban canyon sce-
narios, this model reduces the maximum lateral deviation
from 11.34 m (using a traditional loosely coupled method)
to 1.79 m.

In summary, in system-integrated spoofing mitigation,
primarily through GNSS/INS coupling, the INS’s spoofing-
immune, short-term high-fidelity motion estimates are used to
correct the GNSS solution, fundamentally altering the miti-
gation paradigm from signal-domain excision to state-domain
robustness. This approach can be applied at the tracking loop
level, as in the INSAT framework, which uses INS data to
adaptively adjust receiver tracking parameters and assist in
locking onto the authentic signal. Alternatively, integration
occurs at the fusion filter level, e.g., MEDLL with the INS.
Collectively, these tightly coupled methods demonstrate that
leveraging the complementary strengths of the INS and GNSS
provides a powerful, system-level defense that is highly effec-
tive against both simplistic and sophisticated spoofing attacks.

C. Performance Evaluation and Selection Guidelines

To compare the specific differences among various tech-
niques, methods are evaluated using a unified framework based
on four key metrics in this section: suppression capability,
position recovery capability, computational load, and deploy-
ment readiness. A consolidated assessment is presented in
Table XII. The following analysis synthesizes the performance
trade-offs for jamming and spoofing mitigation, culminating in
practical selection guidelines for UAV platforms.

1) Techniques for Jamming:

a) Cross-method comparative analysis: The evaluation
reveals clear trade-offs among performance, resource cost,
and application scope. Notch filters and TF transforms excel
against narrowband jamming based on interference sparsity.
However, their efficacy diminishes in cases with broadband
jamming, and their position recovery is moderate, as signal
distortion can introduce biases. Although the TF transform
yields better jamming suppression performance than notch
filters, it is more complex than basic notch filters are. Array
signal processing achieves the highest suppression capability
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for both narrowband and broadband jamming and offers excel-
lent signal preservation but at the cost of a high computational
load and the requirement of multiple antennas. Deep learning
methods yield strong, generalized suppression but currently
lag in position recovery, as signal reconstruction remains a
challenge. Their most significant drawback is the very high
computational load, although deployment can range from
single-antenna systems to multiantenna systems.

b) Selection advice for UAV platforms: Medium-size
UAVs with high payloads and power capacities can support
the most effective solutions. Array signal processing is the
optimal choice for robust, high-performance suppression in
contested environments, justifying its hardware and compu-
tational cost. DL-based methods present powerful, adaptive
alternatives, especially against unknown or complex jamming,
provided that sufficient onboard processing is available for
model inference.

However, for small UAVs under strict SWaP constraints,
efficiency is paramount. Notch filters are the default, low-
complexity solution for narrowband jamming. For more
complex or mixed threats, TF transforms offer a balanced
increase in capability with a manageable increase in computa-
tional load. DL is generally infeasible unless highly optimized,
lightweight models are deployed.

2) Techniques for Spoofing:

a) Cross-Method comparative analysis: Spoofing mitiga-
tion methods exhibit a wide range of hardware dependencies
and operational principles. Multicorrelator processing provides
good suppression and recovery but imposes a high com-
putational load and requires specialized receiver hardware.
Measurement correction directly enables high-integrity posi-
tioning by excluding faulty measurements but supports limited
suppression. Array signal processing again offers a strong spa-
tial filtering solution but depends on multiantenna hardware.
Al methods clearly improve performance. Supervised learn-
ing methods display good performance with moderate cost,
whereas deep learning achieves the highest scores at the cost
of the highest computational demand. The integrated systems
approach offers the highest theoretical suppression capability
and robust position recovery, but it requires additional sensors,
making it a resource-intensive, system-level solution.

b) Selection advice for UAV platforms: For medium
UAVs, these platforms can leverage high-performance, mul-
tisensor solutions. Array signal processing is highly effective
if hardware resources permit. Besides, DL-based mitiga-
tion represents the state-of-the-art approach for countering
sophisticated spoofing strategies. Meanwhile, system integra-
tion provides the ultimate robustness for critical missions,
assuming that the platform can be equipped with additional
sensors and corresponding data processing. Alternatively, a
hybrid approach, such as using measurement correction with a
multiantenna setup, provides robust, geometry-based integrity.

For small UAVs, practicality and ease of integration are
key considerations. Supervised learning provides an excellent
balance of good performance, low computational cost, and
minimal hardware needs. But multicorrelator techniques are
less ideal because of specialized receiver hardware require-
ments. In cases where real-time performance is not highly
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TABLE XIV
METRICS OF INTERFERENCE MITIGATION AND SUPPRESSION

Types iscelcll_ﬁc Suppression Positiong  Computa Eﬁglll(:y
p . capability recovery -tional load .
niques capability readiness
Notch NB:k* k7% NBAAAA pg A
filter BB:%x% BB:AA
Jamming TF NB:Xx%%%*x NB:AAAA EEO A
Transform BB:%x %% BB:AAA
Array .
signal LBk NBBB:  pgm B
processing AAAAL
Deep NB/BB: NB/BB:
learning 0 8.8 .8 8% AAA EEEEE A/B
Multi- **k#  AAAA HEEEE C
correlators
Measurement o AAA EEEE  ABC
correction
Spoofing Array
signal ¥k AAAN | | | ] B
processing
Supervised 4y x AAAA EEE A
learning
Reinforcement 4y 4 4% AAAAA HEEEE AB
learning
GNSS/INS %k Fek ok AAAN HEE C/D
Notes:

a) Suppression capability: % - low, % %3¢ - moderate, % %% %% - high
b) Location recovery capability: A - low, AAA - moderate, AAAA
A - high
c) Compu{gational load: W - low, M - moderate, HIMEEMN - high
d) Deployment readiness: A - Single antenna, B - multi antennas,
C - special receivers, D - other sensors
e) NB: narrowband jamming BB: broadband jamming

needed, the measurement correction method can also be
adopted. The low-cost GNSS/INS solution may be constrained
by device performance, resulting in certain limitations in
terms of interference suppression and positioning recovery
capabilities.

In summary, the optimal mitigation strategy is dictated
by a core trade-off: high-performance methods (e.g., array
processing and DL methods) demand significant hardware
and computational resources, whereas more resource-efficient
methods (e.g., notch filters and ML methods) involve conces-
sions in suppression breadth or recovery fidelity. For jamming,
the choice is driven primarily by the jammer’s spectral char-
acteristics and platform resources. For spoofing, the choice
further depends on the available sensor configuration (e.g.,
number of antennas or receivers) and the required level of
solution integrity. There is no universal best method; the
selection must align the technique’s inherent strengths and
costs with the UAV’s operational constraints and mission
threat profile.

VI. CURRENT CHALLENGES RELATED TO SATNAV
ANTI-INTERFERENCE

As mentioned in Sections IV and V, a comprehensive
technology system has been established for addressing jam-
ming and spoofing, spanning from interference detection and
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identification to mitigation and suppression. Table XV presents
a comparative analysis of current navigation interference
countermeasures for UAVs, summarizing and evaluating the
characteristics, performance and feasibility of each category.

Traditional signal-processing methods operate at the signal
level with low hardware demands and moderate computational
cost, but offer limited robustness against unknown or dynamic
interference. Array antenna-based approaches leverage spatial
filtering, providing enhanced performance at the expense of
higher hardware complexity (e.g., multiple antennas and RF
channels) and substantial computational load for real-time
covariance estimation. Similarly, Al-based methods incur high
computational costs during training and inference and exhibit
strong dependence on representative training data. However,
once deployed, Al models can capture subtle signal char-
acteristics for superior performance while only occupying
storage memory. Consequently, for resource-constrained con-
sumer UAVs, lightweight signal processing remains practical
for basic detection and evasion. In contrast, industrial-grade
platforms with greater payload and computing resources can
integrate small antenna arrays and Al models to handle com-
plex interference in tactical scenarios.

Although these methods exhibit distinct advantages and
have been partially deployed in practice, significant chal-
lenges persist in achieving robust interference detection and
mitigation for UAV operations, particularly in increasingly
complex and noncooperative interference environments. The
primary implementation challenges of the existing navigation
countermeasures for UAV deployment are summarized as
follows.

A. Technical Bottlenecks Under Onboard Resource
Constraints

The primary challenge in achieving robust UAV navigation
interference resistance is related to onboard resource con-
straints (e.g., payload, computing resources, and power output)
[249]. These constraints hinder the implementation of existing
interference countermeasures because of their hardware and
algorithmic complexity.

As shown in Table XV, although array antennas demonstrate
effectiveness in interference detection and mitigation, they
impose significant computational loads and require specific
antenna hardware configurations. However, the limited pay-
load of UAVs prevents them from carrying arrays with multiple
elements. This constraint limits the signal gain and directivity
of antennas, degrading the actual performance of array-based
methods [250].

Advanced methods such as signal separation and the recon-
struction of Al-based methods require substantial amounts of
computing and storage resources, as indicated in Table IX and
Table XII. This creates a significant implementation bottleneck
for resource-constrained UAV platforms [251]. Furthermore,
battery capacity and low power output restrict the use of inter-
ference suppression devices. Therefore, the high hardware and
software demands of existing interference countermeasures
are often incompatible with the resource-constrained reality
of UAVs, hindering the improvement of their navigation and
antijamming capabilities.



ZENG et al.: GNSS JAMMING AND SPOOFING THREATS IN UAV NAVIGATION 5939
TABLE XV
ANALYSIS OF PERFORMANCE AND FEASIBILITY FOR INTERFERENCE COUNTERMEASURES
. Robustness .

Interference Overall Computational Hardware . . Theoretical Actual
Methods . against evolving SWaP R opers

types efficacy load requirements threats feasibility feasibility
Sienal processin Jamming  kkk¥ * Kk * Kk * Kk 3\] 0.0. [ | ] [ ] ]

Al PIOCESSING - g Gofing  AA AAL AA AL P 80 TYY I Y Y

Jamming  kkkkd  kkkw *kkk Kok kk S: 000 EEEE EEEO
Array antennas W: 000

Spoofing L2, 8. 8% L2, 8. 8% 2. 8.8.8.9 * ok ok P: 000 L 2 2 4 L 2 2%

T Jamming  kkkk  kkkkd *h Kk *k Kkt S: @80 EEED mO

Artificial intelligence wW: @O

Spoofing dkok kT hkke K%k 2.2.8.0.¢ P o000 **ee L 2 2 2o

Notes:
Evaluation metrics for jamming: % - low %% - medium, %% %% - high
S: Size W: Weight P: Power
Feasibility to jamming: l - low, HIElJ - medium, IEEEN - high

B. Insufficient Flexibility of Existing Countermeasures

A robust anti-interference system requires considerable
flexibility, such as the ability to dynamically adapt its
countermeasures in real time when encountering unknown
interference. However, the emergence of dynamic and covert
interference poses significant challenges to conventional
approaches, which often fail to meet the real-time and adaptive
response requirements of navigation.

Conventional countermeasures were typically based on a
cascaded “detect-then-suppress” processing chain. This struc-
ture introduces inherent latency, limiting the real-time response
under dynamic interference conditions [20]. In addition, as dis-
cussed in Sections IV and V, existing techniques often exhibit
applicability to specific types. For example, time-frequency fil-
tering with a single antenna effectively suppresses narrowband
jamming but performs poorly against broadband jamming.

Data-driven artificial intelligence methods demonstrate
strong performance in complex interference environments.
Nevertheless, their effectiveness highly relies on training data
quality and coverage [183]. The absence of comprehen-
sive datasets encompassing jamming, spoofing, and emerging
threats specific to UAV navigation restricts model generaliz-
ability. Thus, performance degrades significantly when real-
world interference falls outside the training data distribution.

Moreover, compared with traditional signal processing or
array antenna techniques, Al-based methods generally require
more computational and memory resources. However, the lim-
ited processing capabilities and memory of UAVs render the
real-time execution of complex Al algorithms infeasible [252].
Furthermore, the prevalent offline training paradigm restricts
the model’s ability to adapt to dynamic interference in real
time. Additionally, current Al approaches typically leverage
features from either the signal layer or the vehicle behavior
layer independently. The lack of deep fusion across these
layers hinders further advancements in Al-driven interference
mitigation.

C. Deficient UAV-Specific Strategies for GNSS
Anti-Interference

The current methods of enhancing UAV navigation in
interference-prone environments fall into two main categories.

SWaP cost: @ - low, @@O - medium, OO@®O®® - high
Feasibility to spoofing: ¢ - low, ¢4 -medium, ¢€€€4€ - high

The first is onboard integrated navigation, which combines
multisource systems such as the GNSS, IMU, and vision. This
strategy uses systems immune to electromagnetic interference
to maintain continuous navigation when the GNSS signal is
denied [253]. However, this approach is limited by the inherent
drawbacks of alternative systems, such as error accumulation
in inertial navigation and visibility dependence in visual nav-
igation.

Methods in the second category employ conventional detec-
tion and suppression at the signal-processing level. As shown
in Table XV, the performance of these methods is constrained
by the specific characteristics of the UAV platform. In addition,
most current approaches focus specifically on suppressing
either jamming or spoofing attacks and lack comprehensive
coverage to handle varied interference scenarios effectively.

Both aforementioned strategies address interference at the
signal or information level but do not incorporate the unique
flight maneuvering characteristics of UAVs. As a result, a
dedicated and comprehensive interference-handling solution
for UAV satellite navigation systems is currently lacking.

Additionally, as UAVs now face increasingly complex
and adaptive interference patterns that evolve dynamically
during interference-countermeasure engagements, the malig-
nant effects caused by the inadequate design become more
severe. In contested environments such as military operations,
UAVs often encounter hybrid attacks combining jamming
and spoofing. Existing strategies often fail to ensure mis-
sion completion under such conditions. Therefore, dedicated
interference-handling solutions for UAV satellite navigation
systems are needed to ensure resilient response capabilities.

D. Emerging Challenges in UAV Swarm-Based
Anti-Interference

While the limitations of countermeasures at the individual
UAV platform level were analyzed in previous subsections, in
this subsection, focus is shifted to the UAV swarm level. In
several studies, anti-interference research has been conducted
based on UAV swarms.

For instance, Michieletto et al. [101] analyzed received
signal strength (RSS) measurements among UAVs to achieve
reliable UAV self-positioning. Zhou et al. [254] proposed
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a cooperative beamforming technique in which interference
signals received by collaborative UAVs are aggregated and
suppressed at a reference node through frequency-domain
power inversion. Moreover, this approach is complemented
by a least-squares-based collaborative positioning algorithm,
fully exploiting the multinode characteristics of the swarm to
enhance overall localization accuracy and resilience [255].

However, the dynamic and large-scale nature of UAV
swarms introduces complexity in real-time information fusion
and distributed decision-making, often leading to latency in
the interference response. Additionally, maintaining secure
and reliable interdrone communication under sophisticated
interference remains problematic, as adversarial attacks may
exploit vulnerabilities in cooperative perception or data-
sharing mechanisms.

When critical nodes are compromised, insufficient sys-
tem redundancy reduces resilience. Moreover, adaptive hybrid
interference overwhelms current static mitigation frameworks,
requiring intelligent and self-organizing solutions. Thus,
future efforts must be made to address these issues through
lightweight distributed learning, resilient communication pro-
tocols, and hierarchical swarm control architectures.

These four challenges form an interdependent hierarchy.
Fundamental onboard resource constraints directly limit the
flexibility and real-time performance of countermeasures. This
scarcity further contributes to the lack of UAV-specific strate-
gies, as most solutions are generic adaptations rather than
codes designed for the unique dynamics and SWaP limits of
different platforms. When scaling to the swarm level, these
individual platform limitations are compounded, introducing
new complexities in terms of coordination latency, commu-
nication security, and system resilience. These complexities
thereby require more sophisticated but still resource-aware
solutions.

VII. FUTURE DIRECTIONS IN UAV GNSS
ANTI-INTERFERENCE

Given the current countermeasure limitations, future
research can be conducted at the signal, algorithm, and system
levels to provide systematic protection for safe and reliable
UAV navigation in interference-prone environments, as illus-
trated in Fig. 11.

A. Robustness Enhancement for Signal Reception

The main goal is to increase the signal power and redun-
dancy at the RF front end of the receiver, thereby increasing
the reception robustness by reducing the impact of interference
at the signal level.

1) Cost-Effective Compact Array Robust Reception:
Although conventional array processing is effective, it is
difficult to implement under payload limitations. Optimizing
the array antenna design can help promote good performance
in cases with small arrays or tight spacing. This requires
antenna coupling and achieving a balance between com-
putational complexity and anti-jamming effectiveness [250].
Reducing the number of elements while maintaining anti-
jamming performance remains a key challenge. A promising
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Fig. 11. Technological roadmap for future GNSS interference countermea-
sures in UAV navigation systems.

and cost-effective pathway is to leverage the RTK dual-
antenna systems commonly equipped on UAVs to enhance
anti-interference performance. The key to realizing this poten-
tial lies in addressing the issue of signal phase distortion during
this process.

2) Multifrequency and Multisystem Signal Redundancy:
The high integration of current processing chips enables
the simultaneous reception of signals from multiple satellite
systems and across multiple frequency bands [256]. When
interference affects a specific frequency band, navigation
can continue using signals from other bands. Furthermore,
interference characteristics can be identified via joint analysis
of multisystem signal measurements [257]. Multiconstella-
tion positioning also increases signal availability in complex
electromagnetic environments, ensuring a sufficient num-
ber of satellite signals for positioning during band-specific
interference.

3) Low-Earth-Orbit Satellite Signal Navigation Enhance-
ment: Compared with traditional MEO signals, current
low-Earth-orbit (LEO) satellites, with their navigation-
enhancement services, can significantly increase the received
power [258]. Their close-proximity orbits and large-scale con-
stellation coverage can accelerate the convergence of precise
point positioning (PPP), enabling rapid and accurate position-
ing that meets the real-time response needs of UAVs [259].
This allows user terminals, especially UAV swarms, to access
numerous satellites simultaneously.

B. Adaptability Augmentation for Algorithm Application

The current interference-resistance algorithms could be
improved from two aspects: i) enhancing the adaptabil-
ity of traditional methods and ii) expanding and refining
deep-learning algorithms for better interference-countering
performance.
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1) Counteracting Complex Interference With Adaptive Anti-
Interference: To address the complex interference challenges
associated with UAVs, flexible countermeasures are essen-
tial to handle adaptive or covert interference. By leveraging
cognitive intelligent decision-making based on interference
perception, appropriate suppression methods can be selected.
The development of unified approaches and end-to-end
detection-mitigation systems can meet the real-time response
needs of UAVs.

2) Improvement in the Application of AI Methods: Al-based
methods can be further applied to learn signal correlations and
correct measurement biases caused by signal distortion from
interference. Existing datasets need to be expanded to include
more interference types to improve model adaptability and
generalizability. With respect to network design, lightweight
networks such as attention-enhanced or parameter-pruned
transformers can be used for efficient feature extraction [260].
Modular hybrid network architectures with partially iteratively
trained layers can improve model adaptability to emerging
interference [261]. Finally, knowledge distillation can be used
to compress pretrained models for UAV deployment, reducing
complexity while retaining performance [262].

C. Advances in Resilience for System Deployment

Leveraging multisensor fusion, swarm collaboration, and
intelligent countermeasures provides a viable path for signifi-
cantly enhancing navigation resilience at the system level.

1) GNSS-Centric Multisource Deep Fusion: Current multi-
sensor fusion-based UAV navigation technologies are limited
by the shortcomings of individual systems, leading to per-
formance degradation. To enhance navigation reliability,
GNSS-centered data fusion methods, including model-based
approaches such as Kalman filters and factor graphs, as well
as learning-based approaches, could be adopted [263]. With
the GNSS providing absolute positioning capability and other
systems offering redundant information, this fusion approach
ensures a correct position reference to enhance overall anti-
interference capabilities.

2) Swarm-Based Collaborative Interference Countermea-
sures: The collaboration of UAVs in a swarm involves
integration of the time, frequency, and power domains to
enable multidimensional countermeasures to be implemented.
Howeyver, the selection of information transmission and fusion
strategies, as well as effective methods to enhance system
redundancy, still requires in-depth research [264]. Future
swarm anti-interference systems may integrate distributed
learning to reduce the computational loads of UAVs [265].
Federated learning can also be deployed to enhance interdrone
data transmission security [174].

3) Intelligent Response Strategies to Interference: Machine
learning has been widely used in GNSS applications (e.g.,
signal acquisition and integrated navigation) [266]. For UAV
adversarial decision-making, a perception-decision closed-
loop architecture can be constructed with machine learning
techniques [267]. The perception module identifies interfer-
ence patterns in real time through a time-frequency analysis
network, and the decision-making module uses deep rein-
forcement learning to generate optimal countermeasures. By
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combining deep reinforcement learning and transfer learning,
UAVs can make timely, targeted decisions during dynamic
flight maneuvers [268]. As a result, UAV computing resources
can be optimized, and trajectory prediction can be further
improved, collectively enhancing the system’s resilience to
interference attacks.

VIII. CONCLUSION

This survey comprehensively reviews interference threats
to UAV satellite navigation systems and their corresponding
countermeasures. By analyzing system vulnerabilities and
summarizing the practical lessons learned, it highlights the
critical need to enhance navigation availability in contested
environments. Beyond characterizing conventional jamming
and spoofing, Section III introduces emerging interference
paradigms. It also summarizes distinct threats and existing
countermeasures across different UAV operational scenarios.

The current approaches used to address GNSS interference
primarily revolve around detection and mitigation. Jamming
is typically detected via anomalies in signal distribution and
suppressed using spatial or temporal filtering. Spoofing is
identified through measurement inconsistencies and mitigated
by signal validation or measurement correction. The estab-
lished methods include traditional signal processing, array
antenna, and artificial intelligence techniques. Following a
detailed review and comparison in Sections IV and V, the
characteristics and performance metrics of these methods are
systematically summarized, providing guidance for selecting
suitable technologies in various UAV scenarios.

Our research indicates that the existing signal processing
and array antenna methods have matured into established
frameworks for interference detection and suppression. While
Al methods often outperform traditional approaches in
detection and identification due to their superior feature
extraction capabilities, their application in interference mit-
igation remains in an exploratory and developmental stage.
We conducted a targeted comparative analysis of Al methods,
emphasizing robustness and practical deployability. Further-
more, on the basis of the comparative analysis of existing
technologies, Section VI presents a comprehensive examina-
tion of challenges spanning from different levels in UAVs.

To address the current UAV navigation challenges in
interference-prone environments, we propose a hierarchical
enhancement framework that integrates signal, algorithm, and
system layers. The signal layer combines multifrequency,
multisystem reception with LEO augmentation, and com-
pact antenna array processing to enhance redundancy and
cost-effectiveness. At the algorithm layer, dynamic anti-
interference strategies integrate advanced architectures such as
Transformer models for end-to-end interference suppression.
System-level optimization establishes a GNSS-centered multi-
source fusion architecture that exploits swarm intelligence and
adaptive decision-making to enable collaborative countermea-
sures under resource constraints. This multilayered approach
ensures comprehensive interference resistance, fulfilling the
safety requirements for UAV navigation in complex electro-
magnetic environments.
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