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Abstract—Vehicular Edge Computing (VEC) enables vehicular
services but still struggles to achieve secure and efficient task
offloading under highly dynamic and resource-constrained
conditions. To tackle this problem, we develop a secure task
offloading framework where task vehicles (TVs) determine
offloading decisions while eavesdropping vehicles (EVs) attempt
to intercept sensitive data. The joint optimization of offloading
ratio, spectrum allocation, and transmission power is modeled
as a cooperative multi-agent Markov decision process (MDP)
that captures mobility-driven channel variations and resource
competition. We then design a Deep Deterministic Policy Gradient
(DDPG)-based Secure Task Offloading (DSTO) scheme to solve this
continuous-control problem. DSTO encodes vehicular states into
compact representations and uses an actor–critic (AC) architecture
to learn adaptive strategies. The actor outputs continuous
offloading and power-control actions, while the critic evaluates
long-term utility under integrated security, delay, and energy
constraints. Security is explicitly incorporated through the security
rate, reflecting the legitimate link’s advantage over the eavesdrop-
ping link. Leveraging DDPG’s capability in high-dimensional
continuous spaces, DSTO robustly adapts to dynamic vehicular
conditions and balances security with system performance.
Extensive experiments show that DSTO significantly reduces task
delay and energy consumption, achieving over 12.7% improvement
in comprehensive utility compared with baseline approaches.
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comprehensive utility, deep reinforcement learning.
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I. INTRODUCTION

R ECENT years, as the Internet of Vehicle (IoV) continues to
advance rapidly, vehicle users have generated a large num-

ber of data-intensive [1], [2] and delay-sensitive tasks [3], [4] in
many emerging applications. As a promising solution, vehicle
edge computing (VEC) improves the task computing efficiency
and the response speed of resource-constrained vehicles by
offloading tasks to VEC servers [5]. Although VEC can provide
flexible computation task offloading services on demand, the
inherent openness of vehicular communication channels and
the dynamic nature of IoV topology inevitably pose a risk of
eavesdropping during the offloading process of computation
tasks [6]. With the increasing security awareness among vehicle
users, secure task offloading in VEC has become a crucial
requirement for ensuring data confidentiality and integrity while
preventing potential security threats.

Existing studies have conducted lots of efforts to address
the issues of secure task offloading in VEC networks. Tradi-
tional methods, including information encryption [7], identity
authentication [8] and blockchain technology [9] are widely used
to prevent unauthorized access from eavesdroppers. However,
these offloading mechanisms struggle to achieve the best secure
offloading results. Firstly, adopting information encryption tech-
nology is faced the limited scope of trust policies based on intru-
sion detection and the difficulty of predicting entrusted vehicles
in advance [10]. Secondly, existing authentication mechanisms
often rely on trust-centralized third parties, which can easily
lead to a single point of failure [11]. Thirdly, the blockchain-
based trust solutions are secure, while they encounter scalability
issues and require a large amount of storage and computing
resources [12]. In addition, those methods, on one side, fail
to quickly adapt to highly dynamic and heterogeneous VEC
environments; on the other side, they may overlook the op-
timization of delay and energy consumption due to excessive
focus on security, thereby affecting the overall performance of
VEC networks.

In this paper, motivated by the above-mentioned analysis, we
aim at achieving secure task offloading in VEC networks, via
resolving the joint optimization problem of dynamic vehicle task
offloading, delay and energy consumption. To achieve this goal,
two major technical challenges remain unresolved.
� How to balance security and efficiency in VEC task of-

floading: In VEC environment, reducing security makes
offloading tasks vulnerable to eavesdropping; decreasing

1545-5971 © 2026 IEEE. All rights reserved, including rights for text and data mining, and training of artificial intelligence and similar technologies.
Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: HUNAN UNIVERSITY. Downloaded on September 03,2026 at 01:49:07 UTC from IEEE Xplore.  Restrictions apply. 

https://orcid.org/0000-0001-5645-160X
https://orcid.org/0000-0002-7576-860X
https://orcid.org/0000-0002-4343-703X
https://orcid.org/0000-0002-0684-0591
https://orcid.org/0000-0003-1395-7314
https://orcid.org/0000-0001-9081-8153
https://orcid.org/0000-0002-2635-7716
https://orcid.org/0000-0001-5224-4048
mailto:zhxiao@hnu.edu.cn
mailto:zhxiao@hnu.edu.cn
mailto:chenyanxun@hnu.edu.cn
mailto:liay@hnu.edu.cn
mailto:ztang@hnu.edu.cn
mailto:lkl@hnu.edu.cn
mailto:lkl@hnu.edu.cn
mailto:sjtianwork@xtu.edu.cn
mailto:g.min@exeter.ac.uk
mailto:lik@newpaltz.edu


9964 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 23, NO. 5, SEPTEMBER/OCTOBER 2026

efficiency leads to excessive delay or accelerated energy
consumption for vehicles. An imbalance between security
and efficiency may compromise task confidentiality or
result in excessive delay and energy consumption, thereby
degrading overall system performance in VEC environ-
ments.

� How to address the impact of dynamic characteristics in
VEC task offloading: The high dynamism causes rapid
fluctuations in system states (including channel quality,
vehicle location, and security risks), making the optimiza-
tion problem highly time-varying and difficult to predict or
model accurately. The strong coupling between communi-
cation, computation, and power control decisions further
exacerbates the complexity of the problem, as each action
dimension simultaneously affects multiple performance
metrics, forming a non-convex and interdependent action
space.

To tame those challenges, we propose the DDPG-based
Secure Task Offloading (DSTO) method to enable secure and ef-
ficient task offloading in highly dynamic VEC networks. Within
the proposed method, we model the secure task offloading by
considering task vehicles (TVs) that offload computation to
nearby roadside units (RSUs) while eavesdropping vehicles
(EVs) may attempt to intercept sensitive information. In partic-
ular, the problem is formulated as a joint optimization problem.
As for seeking solutions, we define a comprehensive utility
function L that captures those multiple objectives, and specify
the system state and action spaces for each vehicle, enabling
continuous decision-making in the deep reinforcement learning
(DRL) framework. Specifically, we leverage the Actor-Critic
(AC) architecture in DDPG, where the actor network generates
offloading and resource allocation actions and the critic network
evaluates the expected cumulative reward. Following that, an
experience replay buffer and soft target network updates are
utilized to stabilize training. We derive a multi-objective re-
ward function to adaptively balance security, delay, and energy
consumption. As such, via addressing the coupled challenges
of secure transmission, energy consumption, and task delay,
the proposed DSTO method can effectively enhance secure
transmission performance while significantly reducing energy
usage and task completion delay in VEC task offloading.

The main contributions of this paper are highlighted as fol-
lows.
� We propose a DSTO scheme based on DRL that uses joint

optimization to resolve the conflict between security, delay,
and energy consumption during task offloading in VEC
scenario.

� We formulate the joint optimization problem into a con-
tinuous control and NP-hard problem. A DDPG-based
method is designed to efficiently solve the problem, which
is able to adaptively balance security and performance
under dynamic vehicular conditions.

� Experimental results show that the proposed DSTO can
provide joint optimization for security and efficiency.
Specifically, the proposed method significantly improves
the security rate, reduces the task delay and energy con-
sumption, and improves the comprehensive utility by more

than 12.7%, demonstrating a clear advantage over existing
benchmark methods.

The remainder of this paper is organized as follows. Section II
presents the overview of the related work. Section III details
the system’s architectural structure. In Section IV, we define
the problem definition and mathematical formulation. Section V
presents the analytical framework and the DSTO scheme. Fol-
lowing that, Section VI presents analyses of the experimental
findings. Finally, we conclude the paper in Section VII.

II. RELATED WORK

The rise of VEC paradigm in the IoV has attracted widespread
attention [13], [14]. Numerous researches effort have been ded-
icated to exploring task management and resource distribution
within VEC networks [15]. The authors in [16] developed
a practical rule-based algorithm to efficiently coordinate task
distribution and resource management in VEC systems. An
optimizing geo-distributed edge layering framework [17] based
on Double Deep Q-Networks (DDQNs) was proposed to support
mobility-aware and predictive task offloading in mobile edge
computing (MEC) environments. In addition, metaheuristic op-
timization algorithms [18] have been surveyed for cloud–fog–
edge collaboration, highlighting their effectiveness in hetero-
geneous resource coordination. Beyond these, a blockchain-
enabled multi-user optimization strategy for MEC systems [19]
jointly considers offloading performance and IoT security, while
an advanced DRL-based three-layer D2D–edge–cloud frame-
work [20] focuses on improving task allocation efficiency and
reducing service delay. In [21], the authors investigated task
offloading in a layered UAV-assisted MEC system and proposes
a hybrid metaheuristic algorithm to jointly optimize caching,
offloading, UAV deployment, and resource allocation.

Several studies have further investigated vehicle security re-
search in the VEC environment. In [22], the authors proposed
a max–min optimization problem to jointly refine offloading
decisions and transmit power, aiming to enhance security ca-
pacity and computational efficiency. The authors in [23] pro-
posed a novel security framework utilizing blockchain in Named
Data Networking (NDN) for VEC networks, focusing on trust
management and data integrity protection. In [24], [25], the
authors aim to enhance the performance of vehicular edge
computing systems by designing edge-based frameworks that
support low-latency, delay-sensitive vehicular services through
efficient resource management mechanisms. Furthermore, the
author in [26] proposed ASDIA framework which enhances
privacy preservation in federated learning through adversarial
sample generation while maintaining model accuracy. Never-
theless, most existing security-related studies consider security
optimization in isolation, and there are still few works on
collaborative optimization of security and resource allocation
under secure task offloading, especially when delay and energy
consumption constraints are jointly taken into account.

Meanwhile, existing methods have made efforts to cope with
the challenges of dynamic VEC networks arising from high
vehicle mobility and rapidly changing network conditions [27],
[28]. In [29], the authors developed a deep-learning-based virtual
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platform to predict vehicle trajectories and form in-car clouds
for computing resource integration. In [30], [31], deep learning
(DL) is leveraged to enhance vehicular network intelligence
by enabling efficient communication and computation man-
agement, while simultaneously improving security and task
offloading performance in dynamic vehicular environments.
In [32], the authors represented the resource allocation chal-
lenge in the IoV using a semi-Markov decision process process
was employed, integrating resource reservation strategies along
with secondary mechanisms for resource allocation. Inspired by
advances in reinforcement learning (RL), RL-based intelligent
decision-making has been leveraged to enhance the robustness
of autonomous driving behaviors and to jointly optimize secu-
rity and task offloading in next-generation connected vehicular
systems [33], [34]. The authors in [35] designed a DRL-based
partial offloading method to adaptively balance local and edge
computation in IoV. However, despite these advances, existing
methods often address mobility adaptation, security enhance-
ment, or resource optimization separately, and still struggle
to cope with fast-varying topology, channel fluctuations, and
security risks in highly dynamic VEC environments.

As shown in Table I, the reviewed studies cover a wide range
of topics, including resource allocation, task offloading strate-
gies, mobility management, and security enhancement in VEC
systems. Most existing works focus on optimizing individual
aspects such as delay minimization, resource utilization, or data
security. However, few studies have jointly considered the secure
task offloading and dynamic resource allocation problem under
multi-vehicle collaboration scenarios. Moreover, traditional op-
timization methods rely on static or quasi-static system models,
which are difficult to sustain in highly dynamic vehicular en-
vironments. Metaheuristic algorithms typically involve iterative
global searches with high computational overhead, limiting their
applicability to real-time VEC systems. To bridge this research
gap, our proposed DSTO scheme integrates DRL into secure
task offloading, achieving dynamic decision-making that simul-
taneously ensures low delay, high energy efficiency, and robust
security performance in VEC environments.

III. SYSTEM MODEL

We construct a rapidly changing VEC system. The sys-
tem involves both vehicle to infrastructure (V2I) and vehi-
cle to vehicle (V2V) communication links. These communi-
cation types play a crucial role in enabling seamless con-
nectivity and coordination within the system. The V2I link
establishes a connection between vehicles and RSUs through
cellular interfaces, providing high-speed data transmission, de-
noted as U = {1, . . . , u, . . . , U}, and U subchannels. While
the V2V link enables D2D communication for the peri-
odic transmission of messages [36], [37], denoted as N =
{1, . . . , n, . . . , N}. Meanwhile, eavesdropping vehicles are de-
noted by J = {1, . . . , j, . . . , J}, and the RSU/MEC server is
denoted as K.

We consider mode-4 cellular V2X networks in which vehicles
autonomously select wireless resources, adopting an OFDM-
based spectrum-sharing framework that enables multiple V2I

task-offloading links to reuse the spectrum occupied by V2V
links. The system incorporates distinct communication proto-
cols for V2I and V2V. V2I uses OFDMA-based uplink transmis-
sion to communicate with the RSU [38]. V2V, on the other hand,
is suitable for broadcast-based high-mobility environments [39].
Compared with network-coordinated Mode-3, although Mode-4
may suffer from suboptimal resource allocation due to the lack
of centralized coordination, it avoids continuous infrastructure-
assisted scheduling and signaling overhead, making it more suit-
able for highly dynamic vehicular scenarios with fast mobility
and potentially intermittent RSU coverage.

A. Vehicle Mobility Model

To capture the inherent dynamics of vehicular networks, ve-
hicle mobility is explicitly incorporated into our system model.
Each vehicle’s location evolves over time according to its in-
stantaneous velocity, thus introducing continuous variations in
communication distance and link quality. Specifically, the posi-
tion of vehicle u at time t is denoted by xu(t), and its movement
follows

xu(t+Qt) = xu(t) + vu(t)Qt, (1)

where vu(t) represents the instantaneous speed influenced by
traffic conditions and road topology. This dynamic movement
results in a time-varying distance du(t) between vehicleu and its
associated RSU, directly affecting the communication channel.

Consequently, the V2I channel gain gtru (t) becomes time-
dependent and is modeled by combining large-scale path loss
with small-scale Rayleigh fading, i.e.,

gtru (t) = g0du(t)
−τ ξu(t), (2)

where g0 denotes the reference channel gain, τ is the path-loss
exponent, and ξu(t) is the fading coefficient. The variation of
du(t) introduces non-stationary into the wireless link, making
the offloading environment highly dynamic. Rayleigh fading
is adopted as a simplifying model to capture rapid small-
scale channel variations in highly dynamic vehicular environ-
ments, particularly under non-line-of-sight (NLoS) conditions.
Although Rician or Nakagami models can better characterize
strong line-of-sight (LoS) links, the proposed learning-based
framework is agnostic to the specific fading distribution, and al-
ternative channel models can be incorporated without modifying
the problem formulation or learning architecture.

By explicitly modeling this mobility, our system captures
transient connectivity and dynamic channel variations, enabling
adaptive, mobility-aware secure offloading decisions.

B. Computation Task Model

The TVs can choose the flexibility to handle tasks on-site or
transfer them to an external server for processing at the edge
network, we need to consider these two different situations
separately. Meanwhile, in VEC systems, the interaction between
vehicles and MEC servers results in delays and energy consump-
tion, which significantly impact the comprehensive utility of the
vehicles. Therefore, we explore the effect of the delay and energy
consumption in VEC systems.
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TABLE I
SUMMARY AND COMPARISON OF RELATED WORKS

1) Local Execution Model: The vehicle processes compu-
tation tasks using its own resources once they are generated
in the local execution model. Let f lu (in cycles/s) denotes the
computational capacity available locally on the uth vehicle,
andBu denotes the size of the computing task. The time needed
for local executing can be expressed as

tlu =
ψ ·Bu
f lu

, (3)

where ψ (in cycles/bit) indicates the task computation load
required for the processors to handle communication tasks. As
a result, the energy consumed during local execution can be
expressed as

Elu = η1 · (f lu)3 · tlu, (4)

where η1 = 1× 10−27 [40] represents the efficiency factor of
the processor’s computing chipset on vehicle u.

2) Remote Execution Model: In the remote execution model,
the TV offloads computation tasks to a nearby MEC server

Authorized licensed use limited to: HUNAN UNIVERSITY. Downloaded on September 03,2026 at 01:49:07 UTC from IEEE Xplore.  Restrictions apply. 



XIAO et al.: TOWARD SECURE TASK OFFLOADING IN VEHICULAR EDGE COMPUTING NETWORKS 9967

via wireless vehicular channels, leveraging the server’s high
computing capacity to reduce local energy consumption and
processing time. The overall delay consists of task transmission
time to the server and the server’s computation time, where the
latter is formulated as

texeu =
ψ ·Bu
fK

, (5)

where fK denotes the computation frequency of MEC server
CPU.

The delay associated with uplink transmission for offloading
tasks to the RSU can be expressed as

ttru =
Bu
Rtru

, (6)

where Rtru denotes the rate at which data is transmitted uplink,
which can be expressed as

Rtru =W · log2
(
1 +

PV 2I · gu,K
δ2tr + Iu

)
, (7)

where W is the bandwidth. PV 2I represents the power used for
uplink transmission of vehicleu. gu,K represents the link quality
between vehicleu and RSUK, capturing the channel gain, while
δ2tr represents the fluctuation in the additive white Gaussian
noise variance (AWGN). Without loss of generality, the delay
associated with the process of sending back the computation
results is disregarded, as commonly assumed in [41], [42].
Iu means the uth TV offloading link’s received interference,
expressed as

Iu =
N∑
n=1

xnuPV 2V gn,K , (8)

where xnu refers to the element responsible for multiplexing
and allocating subchannels. If the nth V2V link reuses the
uth V2I link, then xnu = 1; otherwise, xnu = 0. We use X =
{xnu, n = 1, . . . , N, u = 1, . . . , U} to represent the spectrum
access.PV 2V means the transmission power ofnth V2V link. We
use Y = {ynm, n = 1, . . . , N,m = 1, . . . ,MP } to represent.
We constrain the transmission power to MP discrete levels,
i.e., {Pm,m = 1, . . . ,MP }. Next, we calculate the transmis-
sion power of the nth V2V link, i.e., PV 2V =

∑MP

m=1 ynmPm.
In addition, gn,K denotes the signal strength of the nth V2V
communication link, which shares the same subchannel as the
uth V2I link to the RSU.

In each coherence time period, we apply the Rayleigh fading
channel model to characterize signal propagation [43], [44]. The
link quality gn,K between the nth V2V link to the RSU K is

gn,K = αn,K · hn,K , (9)

whereαn,K = CL · L−τcn,K ·Δn,K denotes the large-scale fading
component. Here, CL denotes the path-loss constant, Ln,K
denotes the spatial separation between the nodes, τc denotes
the attenuation factor, and Δn,K is represented by a random
variable following a log-normal distribution for shadow fading,
characterized by a specific standard deviation. Additionally,
hn,K represents the small-scale fading component adheres to
an exponential distribution, characterized by a mean value of 1,

contributes to the overall channel variation. Likewise, the link
quality between the TV and the RSU, along with the link quality
between the EV and the TV, can be described as

gu,K = αu,K · hu,K , (10)

gu,E = αu,E · hu,E . (11)

The energy consumed by the uth TV is given by

Etru = PV 2I · ttru . (12)

The energy consumed by the uth TV for the RSU K is given
by

EKu = η2 · f3K · texeu , (13)

where η2 = 1× 10−29 [40] represents the efficiency factor of
the computing chipset’s capacitance at the MEC server. As a
result, the system’s total delay and total energy consumption of
vehicle u are determined as

Tu = max
[
(1− γu) · tlu, γu ·

(
ttru + texeu

)]
, (14)

Eu = (1− γu) · Elu + γu ·
(
Etru + EKu

)
, (15)

where γu ∈ [0, 1] denotes the ratio of tasks offloaded to the RSU,
(1− γu) represents the portion of computation tasks that are
locally executed at the TV. Γ = {γu | ∀u ∈ U} represents the
set of offloading ratios. If the security rate is no greater than zero,
i.e., RSu ≤ 0, the system prevents the task from being securely
transmitted to the RSU. In such cases, the vehicle may choose
to execute delay-sensitive tasks locally rather than offloading
them. In this scenario, γu = 0; otherwise, γu = 1.

C. Secure Offloading Model

We mainly consider the situation of a single eavesdropping
vehicle. It is assumed that EV possesses advanced eavesdrop-
ping abilities, allowing them to intercept all spectral sub-bands.
According to [41] and [42], we obtain the eavesdropping rate of
the EV who is wiretapping the uth TV, which can be expressed
by

REu =W · log2
(
1 +

PV 2I · gEu
δ2E + Iev

)
, (16)

where Iev denotes the interference to the eavesdropper. It can
be expressed as

Iev =

U∑
u=1

xmuPV 2Igu,E +

U∑
u=1

M∑
l �=m

xmualuPV 2V gl,E , (17)

where gl,E is the interference gain of lth V2V link.
The worst-case security rate for a single eavesdropper can be

obtained by comparing the uplink transmission rate in (7) with
the eavesdropper’s rate in (16), as follows

RSu =

[
Rtru −W · log2

(
1 +

PV 2I · gEu
δ2E + Iev

)]+
, (18)

where [x]+ � max(x, 0). δ2E represents the noise variance at
the eavesdropper’s receiver, modeled as AWGN. The security
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rate must remain positive to maintain secure wireless offloading.
Consequently, the security model can be expressed as

RSu > 0, ∀u ∈ U. (19)

Particularly, in the scenario where multiple eavesdroppers
exist within the system, the worst-case security rate considering
all eavesdroppers can be determined as

RSu =

{
Rtru −max

j

(
REu,j

)}+

, (20)

where REu,j refers to the security rate encountered by the jth
eavesdropper, in relation to vehicle u, reflecting the level of
security or confidentiality maintained during the transmission.
It is expressed as

REu,j =W · log2
(
1 +

PV 2I · gEu,j
δ2E + Iev

)
, (21)

where gEu,j represents the wireless link quality from vehicle u
to the specific jth eavesdropper, capturing the strength of the
signal intercepted by the eavesdropper.

In more general scenarios with multiple eavesdroppers, es-
pecially when collusion among eavesdroppers is possible, the
worst-case formulation in (20) enables the system to model
multiple eavesdroppers as a single virtual eavesdropper with the
strongest interception capability. Under this generalized setting,
the necessary adaptations mainly involve augmenting the state
representation with additional eavesdropping channel informa-
tion and redefining the reward function based on the worst-
case secrecy rate, while the underlying DDPG-based learning
architecture and the centralized training–distributed execution
paradigm remain unchanged. Therefore, the proposed secure
offloading framework is readily extensible to more stringent se-
curity threat models without increasing algorithmic complexity.
For simplicity, we focus on the case with a single eavesdropper,
i.e., J = 1.

IV. PROBLEM FORMULATION

This paper focuses on secure task offloading in VEC net-
works, formulating it as a multi-objective optimization problem
that jointly considers security, computation delay, and energy
consumption. We introduce a comprehensive utility function L
to balance these objectives, guiding offloading decisions that
optimize performance and energy efficiency while ensuring
system security.

A. System Comprehensive Utility

The ultimate goal is to jointly optimize security, delay, and
energy consumption. To that end, we define a comprehensive
utility function by

L = φ · (λ1 · E + λ2 · T )− (1− φ) · (λ3 ·RS), (22)

whereφ is a weighting coefficient that reflects the relative signifi-
cance of energy consumption and delay in the optimization goal.
λ1, λ2, and λ3 are scaling constants introduced to standardize
energy consumption, system delay, and overall security are on

the same scale. Additionally, we define C = (λ1 · E + λ2 · T )
to evaluate the overall energy consumption and the delay of the
offloading procedure.

B. System Computation Delay

In scenarios involving multiple TVs offloading tasks, system
processing delay is considered a key performance indicator.
With the usage of OFDMA technology in VEC communication
network, tasks can be transmitted and executed simultaneously.
Hence, the system delay is characterized by the longest delay
experienced across all vehicles, expressed as

T = max
u∈U
{Tu} . (23)

C. System Energy Consumption

In the VEC system, multiple TVs offload tasks concurrently.
Hence, the overall energy consumption of every TVs become
a crucial efficiency indicator for measuring the overall energy
consumption of the vehicle system. We represent the system’s
energy consumption as

E =
∑
u∈U

Eu. (24)

D. Confidentiality Probability

The confidentiality rate refers to the actual transmission rate
of a TV while ensuring security, reflecting the performance of
the data transmission rate. Hence, the overall confidentiality rate
of every TVs is an important performance indicator and can be
expressed as

RS =
∑
u∈U

RSu . (25)

E. The Joint Optimization Problem

The central objective of this paper is to devise a technique
for optimizing the secure task offloading in VEC system. By
optimizing the TVs scheduling and task offloading strategy Γ,
the optimal solution can be obtained to the joint optimization
problem. Specifically, for the VEC computation task optimiza-
tion problem described in (26), our aim is to strengthen security,
minimize delays, and decrease energy consumption, while op-
erating within the limits of the available resources. Hence, the
optimization challenge is articulated as

P : min
Γ,X ,Y

L. (26)

s.t. C1 : RSu > 0, ∀u ∈ U, (27)

C2 : E ≤ Emax, ∀u ∈ U, (28)

C3 : γu ∈ [0, 1], ∀u ∈ U, (29)

C4 : T ≤ Tmax, (30)

C5 : T offloadu ≤ T linku , (31)

C6 :

U∑
u=1

xnu ≤ 1, ∀n ∈ N, (32)
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C7 : xnu = {0, 1} , (33)

C8 :

MP∑
m=1

ynm = 1, ∀n ∈ N, (34)

C9 : ynm = {0, 1} . (35)

To ensure both security and optimal performance of the VEC
system, we introduce a set of constraints in the optimization
process. C1 guarantees the security and confidentiality of the
task offloading procedure. C2 is used to ensure the energy
consumption limits of vehicles. C3 limits the scope of offloading
decisions. C4 ensures that the system’s delay remains below
the upper limit. C5 depends the offloading process must be
completed within the effective connection duration T linku when
considering vehicle mobility. C6 indicates that the nth V2V
link is limited to reusing only one V2I link at most. C7 ensures
that subchannel multiplexing allocation element is constrained
to binary values, either 0 or 1. C8 implies that each V2V link
can select only a single transmission power level. C9 indicates
transmission power decision variable is binary indicators.

Proposition 1: P is a non-linear and non-convex problem.
Proof: P involves multiple decision variables. In the com-

prehensive utility function L, we can observe that E, T , and
RS involve non-linear relationships, such as power, ratio, and
logarithmic functions. Therefore,P is a non-linear problem. Ad-
ditionally, due to themax function within T is not continuously
differentiable, its derivatives are discontinuous across different
regions, making T itself non-convex. The non-linear character-
istics of E and RS further contribute to the complexity of the
problem. As a result, P is characterized by its non-convexity.
This completes the proof.

Proposition 2: P is a NP-hard problem.
Proof: The optimization challenge of P can be mapped to a

complex variant of the knapsack problem, where task offloading
decisions are similar to item selection in the knapsack problem,
and the offloading of each task consumes system resources (such
as energy consumption, delay, etc.), while generating certain
benefits (such as increased security). Each resource (such as
bandwidth, computing power, etc.) is similar to a capacity limit
in a backpack, and the optimization goal is to select tasks that
maximize total revenue, while resource consumption does not
exceed system capacity. Given that the knapsack problem is
classified as NP-hard and the optimization challengeP involves
multiple resource constraints and decision variables, the opti-
mization problem of P is also NP-hard. This completes the
proof.

To address the aforementioned nonlinear, nonconvex, and
NP-hard optimization problem, this paper proposes a DSTO
scheme based on DRL. By rationally constructing the vehicle
state, action space, and multi-objective reward function, DSTO
can autonomously learn optimal task offloading and resource
allocation strategies in a dynamic environment, effectively bal-
ancing security, delay, and energy consumption, thus achieving
efficient and secure task offloading in VEC networks. This
scheme will be elaborated in detail in the next section.

V. SOLUTIONS

In this section, we optimize the comprehensive utility function
L proposed in this paper by designing a DRL-based solution.
Specifically, the proposed DSTO scheme is a DDPG-driven
secure task offloading scheme, which uses multiple agents to
jointly explore the environment and adjust strategies based on
changes in the environment, enabling effective optimization in
continuous and high-dimensional action spaces.

We adopt the DDPG algorithm as the learning backbone of
the proposed DSTO framework. The choice of DDPG is moti-
vated by its strong capability in handling continuous and high-
dimensional action spaces, which aligns well with the nature of
vehicular task offloading involving continuous variables such as
transmission power, spectrum allocation, and offloading ratios.
Unlike traditional RL methods designed for discrete decisions,
DDPG employs an AC architecture that enables smooth policy
optimization and stable convergence through the use of target
networks and experience replay. The Actor network generates
offloading actions based on real-time observations, while the
Critic network evaluates the long-term utility of these actions, al-
lowing the policy to be continuously optimized and make secure
and efficient decisions. This makes it particularly suitable for
dynamic vehicular edge environments, where network states and
channel conditions change rapidly. The following subsections
will explain in detail the three key elements of the proposed
solution.

A. State, Action and Reward Definitions

We assume that the offloading process of each task is rep-
resented by stage t. The combined optimization challenge is
expressed in the form of a MDP. We use DRL to address the
MDP, which contains four elements: agent, state, action and
reward function. To enable the DSTO agent to adapt to vehicular
dynamics, mobility-related parameters are embedded into the
state space. Specifically, each state s(t) includes the vehicle’s
instantaneous speed vu(t), relative distance to the RSU du, and
current channel condition hu(t). This allows the learning agent
to perceive mobility-induced environmental changes and dy-
namically adjust its offloading decisions. The continuous action
space enables DSTO scheme to fine-tune the offloading ratio and
transmission power in real time, maintaining secure and efficient
task execution under fluctuating mobility conditions.

1) State: The environment state consists of both the TV’s state
and the RSU’s state, as shown in Fig. 1. The agent’s state st in the
DSTO framework incorporates channel conditions, interference,
computation task size, and vehicular mobility (e.g., velocity and
position), while the RSU’s state includes channel information
and allocated computing resources. By embedding dynamic mo-
bility and channel variations, DSTO can perceive environmental
changes and adapt offloading decisions accordingly.

st =

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

gt1,K , . . . , g
t
u,K , . . . , g

t
U,K

gt1,E , . . . , g
t
u,E , . . . , g

t
U,E

Bt1, . . . , B
t
u, . . . , B

t
U

v1(t), . . . , vu(t), . . . , vU (t)
It1, . . . , I

t
u, . . . , I

t
U

⎫⎪⎪⎪⎪⎬
⎪⎪⎪⎪⎭
. (36)
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Fig. 1. The proposed secure task offloading framework for the VEC network.

2) Action: The action at taken by each agent at time t deter-
mines task offloading to the RSU based on the current system
state. It consists of spectrum access selection, transmission
power, and task offloading ratio. Thus, the action space at time
t is the set of all possible actions that govern task offloading or
local processing.

at =

⎧⎨
⎩
γt1, . . . , γ

t
u, . . . , γ

t
U

at11, . . . , x
t
nu, . . . , a

t
NU

yt11, . . . , y
t
nm, . . . , y

t
NMP

⎫⎬
⎭ . (37)

3) Reward: Reward design is critical for model convergence.
In the DSTO scheme, the reward function jointly reflects energy
consumption, delay, and security performance, while accounting
for vehicular mobility. By incorporating mobility-induced varia-
tions in link quality and coverage duration, the reward guides the
agent to make robust, efficient, and secure offloading decisions
under dynamic vehicular conditions. Formally, the reward is
designed to minimize energy and delay costs while ensuring
secure offloading.

Rt = −L. (38)

B. The Proposed DSTO

Fig. 1 showcases the proposed secure task offloading frame-
work for solving joint optimization problems. The framework is
deployed on the MEC server and adopts the DDPG-based algo-
rithm. DDPG mainly includes actor-critic structure, in which
actions are produced by the actor network according to the
current state. The evaluation of the actions is carried out by
the critic network, it evaluates the standard of these actions and
computes the expected cumulative rewards. At the same time,
experience playback and target network mechanism is employed
to help improve both the robustness and efficiency of the training
process.

Specifically, we adopt centralized learning for the training
process, while utilizing distributed execution for task implemen-
tation. With each pair of actor and critic networks representing
an individual agent. In the centralized offline training phase,
apart from the state information stu observed locally by the
agent u and the action atu adopted by the current vehicle, the

Algorithm 1: DDPG-Based Secure Task Offloading
(DSTO).

action information {at1, . . . atu, . . . , atU} and state information
{st1, . . . stu, . . . , stU} of other agents are also incorporated. The
integrated data is collected and stored in the experience pool
of the current agent, enabling centralized training of the critic
network. Algorithm 1 presents the procedure for the proposed
DSTO.

We begin by initializing the parameters for the proposed
algorithm. A replay buffer Po with a maximum capacity of n
is first created to store transition samples. The actor network
ψ(s | θψ) and the critic networkQ(s, a | θQ) are then initialized
by assigning initial values to their parameters θψ and θQ. To
ensure stable learning, the target actor network ψ′ and the
target critic network Q′ are initialized by directly copying the
parameters of the corresponding online networks, i.e., θψ

′ ← θψ

and θQ
′ ← θQ. Finally, the replay buffer Po is set as an empty

data structure ready to receive transition tuples.
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During each interaction with the environment, an action at is
selected from the policy network by

at = ψ(s | θψ) +Mtc, (39)

where Mtc represents the additive noise used for exploration,
which provides more flexible and diverse exploration compared
with the conventional Ornstein-Uhlenbeck process.

The vehicles execute computation offloading and content
downloading according to action, while the RSU and BS allo-
cate the corresponding computing, caching, and communication
resources. After performing the action, the agent receives an
immediate reward rt and observes the next state st+1. Each
state-action pair, along with the reward and next state, is stored
in the experience replay buffer Po for subsequent learning.
Mini-batches are then randomly sampled from Po to update the
actor network, while the critic network is refined by minimizing
the mean squared error between the estimated and target values
based on the Bellman equationQ(s, a | θQ), thereby guiding the
agent to learn optimal or near-optimal task offloading policies
in dynamic vehicular environments.

We adopt transitions (st, at, rt, st+1) as training samples and
store them in the replay buffer Po to train the actor network. The
critic network then evaluates the online policy by estimating its
corresponding Q value based on the Bellman equation. When
considering n steps, the Q value function Q(st, at) is given by

Q(st, at) = E
[
R(st, at) + γQ(st+1 | ωQ)

]
. (40)

Then, the target Q value is computed using the critic-target
network, which serves as a stable reference for training the
critic network. The target Q value is obtained according to the
following equation

yt = Rt + γcQ
′
(
S ′, ψ′(S ′ | θψ′) | θQ′

)
. (41)

The target Q value is computed with the output of the target
network ψ′(S ′), which denotes the action at S ′, along with the
discount factor γ. Subsequently, the parameters θQ of the critic
network are modified through reducing the discrepancy between
the predicted values and the target values, achieved through the
minimization of the MSE loss, which is defined

Lc(θ) =
1

Mtc

∑
t

(yt −Q(st, at | θQ))2, (42)

where Mtc is batch size.
The policy network undergoes refinement through the de-

terministic policy gradient ψ(s | θψ), with its gradient update
governed by the following rule

∇θψ ≈
1

Mtc

∑
t

∇aQ(st, a | θQ)∇θψψ(st | θψ), (43)

where ∇aQ(st, a | θQ) denotes the action’s influence on the
Critic network’s output gradient, indicating how the chosen
action a influences the value Q in the state st. ∇θψψ(st | θψ)
denotes the gradient of the Actor network concerning the actions,
reflecting how changes in the policy parameters θψ affect the
chosen actions.

Next, the policy network parameters are adjusted through the
gradient ascent technique, which is given by

θψ ← θψ + αψ∇θψJ(θ), (44)

where αψ represents the learning rate associated with the actor
network. Through the process of, the target network is updated
softly, where the parameters of the target networks are adjusted
by θψ

′
and θQ

′
are:

θψ
′ ← τcθ

ψ + (1− τc)θψ′ , (45)

θQ
′ ← τcθ

Q + (1− τc)θQ′ , (46)

where τc is the soft update parameter, typically a small value
close to 1, ensuring a gradual update to the target networks.
Through continuous interaction with an initially unknown en-
vironment, the agent gradually refines its policy. After training,
the DDPG model can operate effectively in unseen scenarios, re-
ducing exploration cost and computational burden by iteratively
optimizing the action space and decision policy.

C. Algorithm Complexity

As shown in Algorithm 1, the complexity of our proposed
algorithm is O(McTBn), where Mc denotes the number of
training episodes, T is the number of time steps per episode,
B is the mini-batch size, and n is the size of the experience
replay buffer. This arises from the fact that, at each time step,
the agent updates the actor and critic networks using a batch of
samples drawn from the replay buffer. Since each update scales
linearly with both the batch size and the buffer operations, the
overall cost accumulates proportionally across all episodes and
time steps, resulting in the stated algorithm complexity.

D. Algorithm Sensitivity

To evaluate the stability and robustness of the proposed DSTO
algorithm, we conducted a systematic sensitivity analysis on
the key parameters—the learning rate α, discount factor γ,
and exploration noise σ. Each parameter was independently
varied within ±20% of its nominal value while monitoring
the comprehensive utility L. The results show that α has the
most pronounced impact on convergence behavior: overly small
values lead to slow learning, whereas excessively large values
induce oscillations and instability. The discount factor γ governs
the trade-off between short-term and long-term gains; higher
values enhance long-term utility but slightly slow convergence.
In addition, moderate exploration noise σ improves policy ro-
bustness by preventing early convergence to suboptimal actions,
whereas excessive noise introduces unnecessary fluctuations.

VI. PERFORMANCE EVALUATION

A. Experimental Settings

We simulate vehicle mobility and road traffic flow using the
Urban Traffic Simulation (SUMO) platform. Road traffic flow
was initially set to 10 vehicles per minute, with an additional
monitoring vehicle, and vehicle speeds varied between 10 to
50 km/h. Each RSU covers a 200× 200 m2 area, while vehicles
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TABLE II
SIMULATION PARAMETERS

are randomly distributed within the coverage region. The size of
the computation task Bu follows a uniform distribution within
[1, 1000] MB, according to [45], [46]. The communication and
computing parameters are configured as follows: transmission
bandwidth of 1 MHz, noise power of −100 dBm. Other simu-
lation parameters are shown in the Table II.

We adopt path loss and shadowing models for V2I and
V2V links as described below, and further calibrate vehicle
mobility using real-world traffic traces. The path loss models
for V2I and V2V are respectively 128.1 + 37.6 log10(d) and
ε+ 10nlog10(d) +Xσ , and their corresponding shadow distri-
bution methods are Log-normal, with shadow standard devia-
tions of 8 dB and 3 dBm, respectively. To incorporate realistic
traffic dynamics, we utilize the CN+ dataset—a real-world ve-
hicular dataset [47] recorded at a signal-controlled intersection
in Bremen, Germany. This data provides accurate vehicle flow
counts and timing information, which we use to calibrate our ve-
hicle arrival rates and intersection behavior in the SUMO-based
mobility simulation.

All simulations are implemented in Python 3.11.2 on Win-
dows 10 using PyTorch 2.3.0, and each result is averaged over
100 Monte Carlo runs to ensure statistical reliability. The actor
and critic networks adopt three fully connected layers with
ReLU activation and are trained using the Adam optimizer, while
Gaussian exploration noise with adaptive variance is gradually
reduced through linear annealing. In configuring the DSTO algo-
rithm, key parameters including learning rates, discount factor,
exploration noise level, and buffer size are selected based on
their demonstrated ability to stabilize DRL in dynamic wireless
environments. The complete parameter settings, summarized in
Table III, follow realistic VEC system configurations and widely
referenced studies in vehicular communication [45], [48], [49].

B. Benchmarks

To assess the efficacy of the DSTO scheme, we perform a
comparison with the following benchmark methods.

TABLE III
PARAMETER SETTINGS OF THE PROPOSED DSTO SCHEME

Fig. 2. The convergence behavior of DSTO scheme.

1) Deep Q-Network (DQN) scheme: DQN scheme utilizes
the L-value function, which is estimated using a neural network
model [50]. It enhances training stability by utilizing experience
replay and employing a fixed target network to enhance stabil-
ity [51]. The experience replay buffer enables the algorithm to
draw samples from past experiences, effectively breaking the
dependencies within the data.

2) Double Deep Q-Network (DDQN) scheme: DDQN is an
enhancement over the DQN algorithm, specifically developed
to resolve the problem of L-value exaggeration that can occur
in traditional DQN methods [52]. DDQN introduces dual Q-
networks that decouple action selection from value evaluation,
effectively mitigating L-value overestimation. This design im-
proves training stability, accelerates convergence.

3) Asynchronous Advantage Actor Critic (A3C) scheme: A3C
is an asynchronous variant of the Actor-Critic architecture that
enhances training speed and stability through multi-threaded
parallelization [53]. Each thread in A3C maintains its own
AC model and asynchronously updates a shared global model,
preventing convergence to local optima and enabling efficient
parallel learning on multi-core CPUs.

C. Results Interpretation and Discussion

Fig. 2 depicts the convergence behavior of the DSTO scheme.
As iterations progress, the cumulative reward gradually in-
creases and stabilizes, confirming that DSTO scheme effectively
optimizes problemP , which aims to balance resource utilization
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Fig. 3. Influence of the weighting factor φ on system performance.

Fig. 4. Vehicle speed versus security rate.

and system performance. Initially, the DSTO scheme exhibits
irregular fluctuations and insufficient convergence, reflecting
the exploratory stage of learning. As iterations progress, the
reward values increase rapidly, indicating the algorithm’s fast
convergence and efficient identification of near-optimal policies.
Eventually, the rewards stabilize at a relatively steady value,
demonstrating that the DSTO algorithm achieves reliable and
consistent performance.

Fig. 3 illustrates how the weighting factor φ affects both the
cost and the total security rate when U = 5. As φ increases,
both metrics rise accordingly. This occurs because a larger φ
places greater emphasis on the security rate in the optimization
objective, prompting the algorithm to allocate more power and
computational resources to enhance security, even at the expense
of higher energy cost. This trade-off highlights the flexibility of
DSTO scheme in adjusting to different system priorities between
energy efficiency and security assurance.

Fig. 4 shows the security rate under different vehicle speeds
based on the CN+ mobility dataset [47]. As speed increases,
the security rate first rises and then declines. At speeds below
15 km/h, mobility helps vehicles move away from eavesdrop-
pers and introduces beneficial channel fluctuations, temporarily
enhancing secrecy performance. However, at speeds above 15
km/h, factors such as shorter RSU dwell time, and exposure

Fig. 5. Energy consumption versus number of vehicles.

Fig. 6. Energy consumption versus vehicle speed.

to more potential eavesdropping locations all contribute to a
decrease in security rate·.

Fig. 5 shows the variation of total energy consumption as the
number of vehicles increases from 10 to 50. Compared with
other schemes, the proposed DSTO consistently achieves the
lowest energy consumption. Specifically, when the number of
vehicles is 10, DSTO can reduce energy consumption by at least
23.3%, and for 50 vehicles, the reduction is at least 19.2%. When
the number of vehicles is less than 30, the energy consumption
reduction is significant, mainly because the DSTO scheme can
efficiently utilize idle computing resources and minimize unnec-
essary transmissions. When the number of vehicles is more than
30, the energy consumption reduction of the proposed method
decreases slightly due to increased channel contention and edge
server load. However, it can maintains excellent performance by
dynamically optimizing the offloading strategy and adaptively
allocating computing and transmission resources.

Fig. 6 illustrates the total energy consumption of different
schemes under varying vehicle speeds. As the vehicle speed
increases from 10 to 50km/h, the energy consumption generally
rises. Specifically, when vehicles move at 10 km/h, DSTO re-
duces energy consumption by 20.3%−−33.2% compared with
other schemes. At a speed of 50km/h, the reduction ranges from
5.7%−−18.4%. At higher vehicle speeds, the performance
gap narrows because rapid channel variations and shorter RSU
connection times limit optimization. DSTO maintains superior
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Fig. 7. Delay versus vehicle speed.

Fig. 8. System delay versus number of vehicles.

energy efficiency compared with other schemes, owing to its
adaptive learning-based optimization.

As illustrated in Fig. 7, the task processing delay of all
schemes gradually increases with vehicle speed, reflecting the
impact of mobility on V2I communication and task offload-
ing. The DSTO scheme reduced delay by 16.1%−−24.3%
compared to other schemes. Specifically, when the vehicle
speed exceeds 30 km/h, the dwell time of the vehicle within
the RSU coverage area will be shortened, thereby shortening
the offloading window and potentially causing waiting or re-
transmission delays. Moreover, fast-moving vehicles experience
more frequent channel variations, which degrade the effective
transmission rate and further increase delay. Among the four
schemes, DSTO shows the smallest delay growth because its
continuous-action DDPG framework adapts offloading, power,
and resource allocation to channel and mobility changes. In con-
trast, DQN and DDQN suffer larger delay increases since their
discrete actions cannot track fast-varying vehicular conditions.

Fig. 8 presents the variation of system delay as the number
of vehicles increases when φ = 0.7. The DSTO scheme con-
sistently achieves the lowest delay across all scenarios. When
the number of vehicles is 10, DSTO reduces delay by 50.3%−
−66.4% compared with other schemes, and when the number
reaches 50, the reduction ranges from 52.6%−−76.4%. When
the number of cars is less than 30, the system benefits from
fewer competing tasks and more efficient resource allocation,
allowing faster task completion. When the number of cars

Fig. 9. Cost versus number of vehicles.

Fig. 10. L-value variation with number of vehicles.

is more than 30, DSTO effectively mitigates delay escalation
by dynamically balancing computation loads and optimizing
spectrum and transmission power allocation, whereas DQN
and DDQN experience performance degradation due to discrete
action spaces and limited adaptability under heavy load.

Under the realistic traffic flow generated by the CN+
dataset [47], Fig. 9 shows the variation of system cost with the
number of vehicles. As vehicle density increases, the total cost
rises due to intensified channel contention and computational
resource competition, resulting in higher transmission energy
consumption E and longer processing delay T . Across all den-
sity levels, the proposed DSTO scheme consistently achieves
the lowest system cost and exhibits a noticeably slower growth
trend compared with the baselines. Specifically, at 10 vehicles,
DSTO reduces the cost by approximately 4.6%–11.2%, and the
reduction increases to 6.1%–19.4% at 50 vehicles. These gains
stem from DSTO’s capability to adaptively balance task offload-
ing and computation by accurately perceiving network states
and mobility patterns. In contrast, other algorithms have limited
robustness under conditions of high mobility and interference.

Fig. 10 shows the variation of comprehensive utility L-value
for different schemes as the number of vehicles increases. Over-
all, the L-value decrease with vehicle density, reflecting the
reduced overall security caused by tighter resource allocation
and increased interference. Specifically, when the number of
vehicles is 50, the maximum reduction reaches 37.5%. When
the number of vehicles is between 10 and 30, the L-value
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value decreases less, because the computing and communication
resources are relatively sufficient, enabling DSTO to maintain
a high-quality offloading strategy. When the number of cars
exceeds 30, the increased competition for limited resources leads
to greater reductions in L-value; however, DSTO still preserves
higher L-value than other methods by adaptively optimizing of-
floading decisions, transmission power, and spectrum allocation.

VII. CONCLUSION AND FUTURE WORK

In this paper, we propose a Deep Deterministic Policy Gra-
dient based Secure Task Offloading (DSTO) scheme for VEC
networks, aiming to jointly optimize vehicle scheduling, of-
floading ratio, transmission power, and spectrum allocation. By
leveraging a multi-agent DDPG framework, DSTO effectively
addresses the NP-hard nature of the optimization problem and
enables vehicles to autonomously learn adaptive offloading
strategies under dynamic and uncertain network conditions. The
experimental results confirm that DSTO significantly reduces
average task delay by 51.5%−−76.3% and energy consump-
tion by 16.4%−−18.7%, while enhancing the overall system
utility by more than 12.7%. These results confirm the effective-
ness and practicality of DSTO in ensuring secure, low-delay,
and energy-efficient VEC.

Future research will focus on extending the DSTO framework
to large-scale heterogeneous vehicular environments and incor-
porating advanced reinforcement learning and blockchain-based
mechanisms to further enhance security and intelligence in task
offloading systems.
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